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ABSTRACT

One of the most critical assets in most organisatie information. It is often described
as the lifeblood of an organisation. For this ogast is vital that this asset is protected
through sound information security practices. Heasve the incorrect and indifferent
behaviour of employees often leads to informatissets becoming vulnerable. Incorrect
employee behaviour could have an extremely negatiygact on the protection of

information.

An information security solution should be a fundsmal component in most
organisations. It is, however, possible for an aoigation to have the most
comprehensive physical and technical informatioouggy controls in place, but the
operational controls, and associated employee ha&lravhave not received much
consideration. Therefore, the issue of employdeateur must be addressed in an

organisation to assist in ensuring the protectionformation assets.

The corporate culture of an organisation is largedgponsible for the actions and
behaviour of employees. Therefore, to addressatipeal information security controls,

the corporate culture of an organisation shoulddiesidered. To ensure the integration
of information security into the corporate cultwkan organisation, the protection of
information should become part of the way the eiygds conduct their everyday tasks —
from senior management, right throughout the entrganisation. Therefore,

information security should become an integral congmt of the corporate culture of the

organisation.

To address the integration of information secuiityo the corporate culture of an
organisation, a model was developed which depititediearning stages and modes of
knowledge creation necessary to transform the catpoculture into one that is

information security aware.
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CHAPTER 1

INTRODUCTION

1.1 Prologue

Information is a particularly significant assetnbmst organisations. It is often described
as the core of the emerging electronic economyismial for the successful operation of
most organisations (Gordon, 2002, online). Ihswever, difficult to measure the exact
value of the information that an organisation pesses. Nonetheless, it is apparent that
any breach in the confidentiality, integrity or dahility of information could result in

harmful consequences for an organisation (Gordd@li€kson LLC, 2001, online).

Therefore, information security controls, which lude physical, technical and
operational controls, should be implemented andaged in an organisation to ensure
that the information is kept secure (Krige, 19997p However, there are many
challenges facing the implementation of informatisecurity practices in to
organisations. One of the greatest challengesehimgl successful information security
practices in an organisation is the human elemeahtiae associated operational controls.
Employees’ behaviour and actions often represemtwthakest link in the information
security process. Although an organisation mayehine best physical and technical
controls, employees may, maliciously or uninterdibn circumvent these controls and
compromise information assets (Martins & Eloff, 209 203). Therefore, the issue that
should be addressed to assist in the successfiénmeptation of information security

practices in to an organisation is that of empldyeleaviour and actions.

A decisive influence on the behaviour and actiohenaployees in an organisation is the
corporate culture. Corporate culture is the outeooh all the collective, taken-for-
granted assumptions that a group has learned thootigan organisation’s history.

Corporate culture is generally defined as valuest tire shared by everyone in an



organisation, including fundamental beliefs, pnobes and practices. These collective
assumptions and beliefs will influence and deteentime actions of employees (Schein,
1999, pp 15-17, 29). Thus, the corporate cultfir@noorganisation largely influences the
behaviour and actions of employees, and, as wasletefpreviously, it is the incorrect
behaviour and actions of employees that often irapefbrmation security. Therefore, it
follows that the corporate culture of an organwatshould ideally be shaped and
modified to influence the behaviour of employeegprapriately towards the effective

protection of information assets.

For the purpose of this thesis, the term ‘senionagament’ will be used to include the
Board of Directors, the CEO and directors. Thisntevill be used for all occurrences of
management, including corporate culture. It isneededged, however, that in terms of
corporate culture, even though the term ‘senioragament’ is used, corporate culture

can be influenced and shaped by all levels of mamagt in an organisation.

1.2 Identification of the Problem Area

As described in the previous section, the succkgsfitection of information assets,
through information security practices, is highgpeéndent on the behaviour and actions
of employees in an organisation. Further, the Welha and actions of employees are

largely influenced by the corporate culture of agamisation.

To be successful, information security should bezqguart of the way the employees
conduct their everyday tasks, from senior managénmght throughout the entire
organisation. Therefore, information security ddobecome an integral part of the
corporate culture of the organisation. It is polesfor the correct information security
actions and practices to be enforced in an orgtmmsathrough rewards and
consequences. However, this is not ideal becawigegut strict enforcement, employees
may stray from the correct information security gliges. To be truly effective, the
correct information security practices should beeasecond-nature to employees and

part of the corporate culture. Further, as infdromasecurity is very much reliant on the



correct behaviour of users, the corporate culttwaukl contribute towards the fact that
the de facto behaviour of users is indeed what senior managereadisaged as
acceptable behaviour in terms of information segyfihomson & von Solms, 2004, pp
19-31).

In many organisations, the information securityionsor focus of senior management
and that of the employees is immensely disparatylting in senior management and
employees actually working in ‘opposing directignas indicated in Figure 1.1. The
consequence of this is that minimal achievemerdrgénisational goals is evident in an
organisation and information security is, therefaret successfully integrated into the

organisational corporate culture.

Management Focus

Organisational Goal Achievement

Employee Focus

Figure 1.1: Minimal organisational goal achievement
Source: Accel-Team, 2000, online

Employees’ lack of understanding and support fer ¥ision of senior management is
most often demonstrated in erroneous behaviouaasmdall degree of goal congruence is
evident in many of the information security implertetions of organisations. Even
though the corporate culture influences the behavid employees, it is estimated that
only five per cent of organisations have a defiaatillture, where senior management

takes an active role in the shaping of the cul{@t&inson, 1997, p 17). Therefore, only



in a minority of organisations is senior managemaware and active in positively

influencing the behaviour of employees.

The challenge in most organisations is to ensuae ttie information security vision or
focus of senior management is essentially suppdryeitie employees, primarily through
their behaviour. This should result in senior ngeemaent and employees having the
same focus and working towards the same organisdtgnals. The closer the focus of
senior management and employees are aligned, élagegthe chance of the achievement

of the organisational goals, as indicated in Figuge

Organisational Goal Achievement Management Focus

Employee Focus

Figure 1.2: Increased organisational goal achieveme
Source: Accel-Team, 2000, online

In order to begin the alignment of the focus of agement and employees, senior
management should ensure that its vision is outliswed communicated to employees.
Senior management should preferably detail its rmégion security vision in the
Corporate Information Security Policy. The maimaof any policy, including the
Corporate Information Security Policy, is to infhee and determine the decisions and
actions of employees by specifying what behaviguadceptable and what behaviour is
unacceptable within the context of corporate celifWwhitman & Mattord, 2003, p 194).
By developing a Corporate Information Security Bylisenior management is exhibiting
its vision and commitment to the protection of mfation assets and detailing what

should be expected from employees.



Equally as important as the development of the Qare Information Security Policy is
the communication of that policy to employees. tiem, if it is communicated in the
correct manner, the Corporate Information Secufidficy should play a vital role in
changing the corporate culture. Employees shoelchbde aware of the role they ought
to be playing in the protection of information asseFurther to this, employees must be
trained in information security practices and ededdo gain a deeper understanding of

the importance of information assets.

However, senior management is frequently unsuagkgsfthe communication of the
information security vision to its employees andfiactive in aligning management and
employee information security goals. Employees #nerefore, often apathetic and
nonchalant towards the information security godlsemior management. Only once
management and employee goals are aligned andeaqaerstly, everyone in the
organisation is working towards the same visior| an information security conscious

corporate culture begin to emerge.

1.3 Problem Statement

Effective information security calls for extensiti@man interaction which involves all
employees in the organisation. As part of its ocape governance duties, it is vital for
senior management to provide guidance and directmmards the protection of
information assets. However, the necessary leaigefi®m senior management, in most
cases, is lacking and the goals and direction mbsenanagement is not communicated
properly to employees. Employees, therefore, oftkm not have an accurate
understanding of their role in information securityhe fundamental beliefs and values
of employees regarding information security, shapgdthe corporate culture of the
organisation, are not necessarily aligned withwiiehes and information security vision

of senior management.

Employees fail to get the necessary guidance fremos management to integrate

information security procedures and practices ithe corporate culture of their



organisation. As a result, one of the principablgems facing the successful
implementation of information security practicest organisations is the apathy and
incorrect actions and behaviour of employees ekated by the lack of leadership from

senior management.

Employees often do not understand the importanceasfd the role they should play in,
the protection of information assets in an organtgan. This is as a result of the fact
that the goals of employees in an organisation afen not aligned with the goals of
management. As a result, employees’ behaviour aadtions with regard to

information assets frequently reflects the apathyey feel and results in inadequate

information security practices in an organisation.

1.4 Objectives

The primary objective of this research study isiévelop a model that will assist in the
integration of information security practices iném organisation. To achieve this

primary objective, a number of secondary objectaesdefined.

These secondary objectives include:

¢ an investigation into the role that management lshplay in the integration of
information security into an organisation

% an examination of the impact that employee behaviould have on the
successful implementation of information securitggtices in to an organisation

¢ a study of the theories and concepts underlyingarate culture and determining
how corporate culture could influence the employires organisation

%+ an investigation into management’s role in corpoatlture and the influence of
management policies in shaping the corporate @ultur

+« determining the role of the Corporate Informatioec&ity Policy in aligning
management’s information security vision with tiehaviour of employees

% a study of the knowledge creation process in amrosgtion and the learning

process of employees



*

¢ an investigation into the relationship that shoexist between information

security, corporate culture and corporate goveraanc

The integration of the aspects addressed in thensecy objectives should contribute

towards the successful development and motivatidheoeventual model.

1.5 Research Paradigms and Methodology

Paradigms are generally defined as “universallpgacsed scientific achievements that
for a time provide model problems and solutiona mmmunity of practitioners”. They

offer a structure of accepted sets of theorieshatt and ways of defining data (Collis &
Hussey, 2003, pp 46-47).

There are two main research paradigms or philoesphihich are classified as
phenomenologicahnd positivist The phenomenologicahnd positivistic paradigms are
on either ends of the gamut and very little rede@aonducted within their pure forms
(Collis & Hussey, 2003, pp 47, 51). Therefore, tmesearch cannot be termed entirely
phenomenologicabr positivistic but some combination of the two. So, too, ddgs t
thesis utilise aspects of both theenomenologicadnd positivistparadigms, as will be
detailed later in this section.

The phenomenologicalparadigm is concerned with the comprehension of dmum

behaviour from an individual's own frame of refecen This approach stresses the
subjective aspects of human behaviour by focusingh® meaning and implication,

rather than the measurement, of social phenom&ha.phenomenologicgbaradigm is,

therefore, often referred to gaalitative(Collis & Hussey, 2003, pp 47, 53).

The positivisticparadigm seeks the causes of social phenomenalititéhregard to the
subjective state of the individual. Thus, logicaasoning is applied to the research so
that precision and objectivity replace hunches mmtdition as the means of exploring

research problemsPositivismis based on the belief that the study of human \deba



should be conducted in the same way as studiesuctedlin the natural sciences. The
positivistparadigm is, therefore, often referred tajaantitative(Collis & Hussey, 2003,
pp 47, 52).

There are various assumptions within the two mesearch paradigms. The assumptions
pertinent to this research are ontological, epistegical, and methodological (Collis &
Hussey, 2003, pp 48-50). The following paragrapfik detail these assumptions in

terms of thequalitativeandquantitativeapproaches, and how they relate to this thesis.

The ontological assumption is concerned with theuneaof reality. In terms of the
gualitative paradigm, reality is socially constructed and canly dbe understood by
examining the acuity of the human actors. In teofthe quantitativeparadigm, reality

is objective and external to the researcher. Ik dbntext of this research, from an
ontological perspective, reality is seen as a patté symbolic relationships sustained
through a process of human action and interactiéarther, reality is believed to be
created by individuals through actions and routin€sese assumptions place the greater
part of this research resolutely on thleenomenologicalor qualitative side. However,

in the milieu of this research, reality could albe seen as derived from the
communication of information which leads to con#iiashifting forms and behaviours.

This assumption leans more toward plositivisticparadigm.

The epistemological assumption is concerned withdtudy of knowledge and what is
accepted as legitimate knowledge. In terms ofginaitative paradigm, the researcher
interacts with that being researched to attempinioimise the distance between the
researcher and what is being researched. In teimthe quantitative paradigm,
researchers believe that only phenomena which bsereable and measurable can be
validly regarded as knowledge, and the researcheindependent from that being
researched. In this thesis, the researcher wilhtependent and not directly involved
with that which is being researched. However,rdsearch data itself will bgualitative

and notquantitative



The methodological assumption is concerned withpiteeess of research. In terms of
the qualitative paradigm, a number of different research methodisbeiused to obtain
different perceptions of the phenomena to attemptniderstand what is happening in a
situation and looking for patterns which may beeadpd in similar situations. In terms
of thequantitativeparadigm, concepts should be described in suchyahved they can be
measured. Large samples should be used and tim®mpkea will be reduced to their

simplest parts.

Therefore, as can be seen from these assumptithgsastated previously in this section
regarding most research, this research study camen@ompartmentalized into purely
phenomenologicabr positivistic. Rather, this research draws on certain aspects fr
both paradigms and involves theory building andiaai thinking through an inductive

process to build knowledge.

In terms of the research methodology, an extedgemture study was conducted where
every endeavor was made to ensure the contentisgresnt as possible and the literature
was selected from respected authorities in theaelkefields. This research study utilises
an inductive process and uses solid argumentshawdyt building to argue towards the
Model for Information Security Shared Tacit Espaliséalues or MISSTEV. The
various components of information security, corp®raulture and organisational
learning, uncovered through the literature studyl, e integrated into MISSTEV using
modeling techniques to assist in its presentatidiSSTEV will illustrate the learning
process of employees from the time they are madeeawf their information security

responsibilities until information security beconmest of the corporate culture.

Additionally there were fivgpapers written where the research componentsesuits of
this study were documented through publicationkre& of these papers were published
in accredited journals and two presented at suljeetific conferences and published in

the conference proceedings (see appendices A-E).



1.6 Chapter Road Map

This thesis consists of nine chapters, with Chapfr3 and 4 mainly conducting a
literature study. From Chapter 5 onwards prelimynaolution components from
MISSTEV will be argued.

The first chapter is an introduction, which incladdentification of the problem area,
outlining the research objectives and research adelbgy. Chapter 2 explores the
discipline of corporate culture. The definitionadrporate culture will be discussed and
the Three Levels of Culture, as defined by Scheiil, be detailed. The various

classifications of culture and forms of power inaganisation will be discussed, as well
as how to maintain the corporate culture. Thedtltihapter expands on a few of the
concepts from Chapter 2 by exploring senior man&ges role in corporate culture.

The symptoms of a corporate culture that could éteirdental to an organisation, where
senior management is not taking an active rolehapig the culture, will be detailed,

together with the types of organisational environtaghat could exist in an organisation
based on the style of management. The vital ha@epolicies play in shaping the culture

and the factors that would influence a culture geawill be examined.

The fourth chapter will detail both the managemamd human dimensions of
information security. The aim of information setwrin an organisation will be

examined, as well as the impact that the humaneziehras on the success of information
security in an organisation. The integration diormation security in the corporate
culture of an organisation and the role that semanagement should play in shaping

that culture will be detailed.

The first of the components forming part of theusioh will be discussed in Chapter 5 as
it will tie together the discussions from the pms chapters into the relationship that
should exist between information security, corp@ratlture and corporate governance.
The Three Levels of Corporate Culture and the asgdional environments, discussed in

previous chapters, and the links that exist betvieem will also be evaluated.

1C



The knowledge creation processes within an orgtaisafor both tacit and explicit
knowledge, will be studied in Chapter 6. This dkapvill also include a study of the

organisational learning process where single- andle-loop learning will be detailed.

A further solution component that will be relevamtthe construction of MISSTEV will
be investigated in the seventh chapter. The imapod of awareness, training and
education in terms of information security will detailed and the learning process of

employees will be examined.

The penultimate chapter, Chapter 8, is a solutlwepter and will discuss the proposed
Model for Information Security Shared Tacit Espalséalues or MISSTEV. The
solution components from previous chapters will ibeegrated and merged to form
MISSTEV. The final chapter provides a cumulativendusion and will evaluate the
research to determine whether the research obgschigve been met. This chapter will
also include a discussion for further researche Ghapter road map, as seen in Figure

1.3, illustrates the logical order of the researtthis thesis.

11



Chapter 1
Introduction

Chapter 2
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Conceptualised

Chapter 3
Managing the
Corporate Culture

Chapter 4
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Chapter 6
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Chapter 9
Conclusion

Figure 1.3: Chapter road map
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CHAPTER 2

CORPORATE CULTURE CONCEPTUALISED

2.1 Introduction

Corporate culture is a particularly intricate agpsfcany organisation. Culture exists in
an organisation whether management and employeeaveare of it or not. In many

cases, however, a corporate culture simply exisisdmes nothing to positively influence
the organisation. The influence of corporate celtan the actions and behaviour of
employees, and the various features and charaatsrms corporate culture, if understood

and utilized properly, could possibly enhance therations of an organisation.

The objective of this chapter is to explore différéacets of corporate culture in order to
gain a deeper understanding of this complex conc¥ptious definitions of culture, the

three levels of culture and the types of power ihiience these levels will be explored.
The four classifications of corporate culture tbatild be found in organisations, and the
relationship between dominant cultures, sub-cudttaed counter-cultures will also be
examined. The chapter will conclude with a synepdihow a corporate culture can be

maintained.

2.2 Conceptualising Corporate Culture

Culture is the sum total of all the shared, takemgiranted assumptions that a group has
learned throughout history, and culture providesppe with a common viewpoint that
ties them together as a group (Sathe, 1983, pp $cfiein, 1999, pp 28-29). Itis a
powerful, underlying and often unconscious setoofés that determines both individual
and group behaviour, thought patterns and valuele(8, 1999, p 14). Culture can be

likened to personality. Like personality, culta#ects in predictable ways how people
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conduct themselves when no one is instructing tbarwhat to do (Hellriegel, Jackson,
Slocum, Staude, Amos, Klopper, Louw & OosthuizédQ4£ p 357). Further, the concept
of corporate culture can be a powerful analyticabltin the examination and

interpretation of human action within complex origations (Meek, 1988, p 454).

Corporate culture has a number of important imfitices in an organisation as it offers
an interpretation of an organisation’s history #aiployees can use to interpret how they
will be expected to behave in future. In additi@orporate culture can generate
commitment to corporate values or management’'®wiso that employees feel they are
working for something they believe in. Another iogtion is that corporate culture
serves as an organisational control mechanism fiaratly encouraging or discouraging
certain patterns of behaviour. Corporate cultuss Hhe potential to enhance
organisational performance and provides a sensertdinty about how problems are to
be handled in an organisation (Martin & Siehl, 198532; Hellriegel et al, 2004, p 368).

Corporate culture provides meaning and direction do organisation and is often
described as the social or cultural energy that esod@n organisation into action
(Kilmann, Saxton, Serpa and Associates, 1985, 3%). Cultural assumptions in
organisations develop around how people in the rosg#on relate to each other.
However, this is only a fraction of what culturevecs. Corporate culture drives strategy,

goals and decision making in organisations (ScH&f9, pp 14, 28-29).

Every organisation develops a culture, whetherttgnapts to or not, and this culture
operates at both a conscious and subconscious (ldagberg Consulting Group, 2002,
online). It is important to note that no cultusewrong in itself, only inappropriate to its
circumstances (Handy, 1978, p 26). Thereforeetiemo ‘right’ or ‘wrong’ culture —
except in relation to what the organisation isrtgyio achieve, as well as the environment
in which it operates (Schein, 1999, p 21). In manyanisations, the ‘cultural energy’,
mentioned earlier, has scarcely been tapped. Teege is not mobilized towards
anything, and employees seem apathetic towardsjttes (Kilmann et al, 1985, p 353).

In other organisations, the energy is actively flayy but it is moving employees in the
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wrong direction. The resulting behaviour is workiagainst the organisation and is not

in line with the wishes of management (Kilmannleti885, p 354).

Therefore, as suggested by Kilmann et al, “to ustded the essence or soul of the
organisation requires that we travel below the tshaulebooks, machines, and buildings
into the underground world of corporate cultured&%, p 351). In order to gain a deeper
understanding of corporate culture, it is essentialinderstand the different levels that
can be identified as defined by Edgar H. Scheiiee€ Levels of Corporate Culture.

2.3 Three Levels of Corporate Culture Defined

One of the challenges when trying to understangarate culture is to oversimplify this
complex concept. Stated simply, culture could bensas “the way things are done
around here” — but it is far more than this. Cwdtahould be regarded as something that
an organisation ‘is’, not as something that an wigaion ‘has’. Culture is an
abstraction, and, as a result, it only has uselation to the interpretation of the observed
tangible behaviour (Meek, 1988, p 470). Consedyeatfar better way of thinking is to
realise that culture exists at several levels. odding to Edgar H. Schein, these levels
range from the very visible and tangible to thattaad invisible. Furthermore, it is
imperative that these levels are managed and uonddrgSchein, 1999, p 15). The
following sub-sections address the existence gbaate culture at various levels in an

organisation.

2.3.1 Level 1: Artifacts
The first and most visible expression of culturesated in an
organisation is that drtifacts (Hagberg Consulting Group, 2002, online).
Artifacts can be described as observed concrete behaviowhat an
individual can see, hear and feel as they observerganisation (Schein,
1999, p 15). Thesaclude the architecture and decor, the clothingpje
wear and organisational practices. Other tangilkjeressions of culture

are found in commonly used language and jargongsipodprochures,
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2.3.2

organisational slogans and narratives. An outsider often spot these
artifacts easily upon entering an organisation. For emplsy&ewever,
these artifacts have often become part of their subconscious gk

(Hagberg Consulting Group, 2002, online).

It is not, however, reliable to base the judgmehtan organisation’s
culture on simply observing tretifacts By doing this, all that is known
is that the organisation has particular ways o$@néing itself and dealing
with customers and employees. It is still unclaarto what all these
observations mean. In other words, at the levalrtfacts the corporate
culture is clear and has an immediate emotionaachpThe behaviour of
individuals is clear, but it still is not clear whthe employees of an
organisation are behaving in a certain way, and @éigh organisation is

constructed as it is.

The observations of the actions and behaviour dividuals that have
been made should be further explored by talkingrployees to attempt
to gain an understanding of their perceptions alibatartifacts and

culture. The questioning of the employees in thgard leads to the next

level of culture — thespousedalues(Schein, 1999, pp 15-17).

Level 2: Espoused Values

The second level of culture is tlespousedvaluesof an organisation.
‘Espouse’ means to adopt or support a cause (Oxfmafionary of
Current English, 1993, p 295). Therefore, #spousedvalues of an
organisation should be those that the organisaisapporting. This level
of culture requires questions to be asked aboubithanisation’sartifacts
especially thoseartifacts that seem somehow inconsistent with what
would be expected. For this purpose, employees gdm explain the
organisation need to be found. Anthropologisteréd these employees

as ‘informants’ and depend heavily on such convienss to understand
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what is going on in an organisation. Examplesgpousedraluesare

teamwork and good communication.

In many cases, organisations that advocate the galues can have very
different physical layouts, working styles arattifacts By only
examining espousedvalues organisations cannot be categorised into a
specific ‘typology’ as these organisations ard stilt understood at the

deeper cultural level.

There could be obvious inconsistencies between sofirtbe espoused
valuesand the visible behaviour of the employees of agawisation.
Organisations may espouse teamwork, yet seem tardeand promote
initiatives that are highly competitive and indivalistic. An organisation
may also espouse customer orientation, for exangid, yet does not

employ people who seem very polite or service-oeen

What these inconsistencies indicate is that a ddepel of thought and
perception is driving the obvious behaviour. Waatorganisation strives
to do, and the values it hopes to endorse, mayfteeaht from the values,
beliefs, and norms expressed in the actual practoel behaviour of the
organisation (Hagberg Consulting Group, 2002, @)liThe deeper level
of culture may or may not be consistent with thir@a and principles that
are espoused by the organisation. Therefore, uly wnderstand the
culture of an organisation, one must understand wghhappening at the
deeper level oharedtacit assumptiongSchein, 1999, pp 17-19).

2.3.3 Level 3: Shared Tacit Assumptions
‘Tacit’ means something that is understood or iegbliwithout being
stated (Oxford Dictionary of Current English, 1993927). Sharedtacit
assumptionstherefore, are unspoken assumptions that aredHay a

group of people. Shared tacit assumptiorese the underlying thoughts
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and feelings that members of a culture take fontgch and believe to be
true (Hellriegel et al, 2004, p 358). To underdtaimis deepest level of
shared tacit assumptionsthe history of an organisation needs to be
examined. What were the values and beliefs of flwnders that
contributed towards the success of the organisati@drganisations are
initiated and managed by individuals or small teawiso originally
impress their own beliefs, values and assumptionsmoployees. As the
organisation progresses successfully in its lifeley the established
beliefs, values and assumptions of the foundelbdspme shared amongst
employees and taken for grantedihey become tacit assumptions about
the nature of the organisation’s environment ana tmsucceed in it. As

a result, the established values, beliefs and gstsoms guide the

observable behaviour of employees in their daitwdies.

Corporate culture is, therefore, mutually learnemlugs, beliefs and
assumptions that become taken for granted as amigggion continues to
grow (Schein, 1999, pp 19-20).

After examining the Three Levels of Corporate Qufas defined by Edgar Schein, it is
evident that it is the learnedharedtacit assumption®n which people base their daily
behaviour (Schein, 1999, p 24). Several of thetrmoportant elements of culture are
essentially tacit or invisible (Schein, 1999, p.21f)is essential that the levels of culture

are recognised by management to fully apprecia&eépth of culture in the organisation.

The ‘culture iceberg’, represented n Figure 2.lysitates that values, beliefs and
assumptions form the base of corporate culture¢céumot be observed in an organisation
as they are lying ‘under the surface’. Corporatituce can be inferred from the more
visible and observable elements in an organisatiois practices, language, narratives
and slogans, as represented in Figure 2.1 (Hedrieigal, 2004, p 357).
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Figure 2.1: The culture iceberg
Source: Adapted from Hellriegel, Jackson and Slqg002, p 487

Figure 2.1 illustrates that many of the more cruaispects of corporate culture are

The values, beliefs anduagstions of the employees in an

essentially invisible.
organisation form the foundation for corporate gt

A contributing factor that influences the corporatelture in an organisation, and,
consequently, the Three Levels of Corporate Cultisr¢he distribution of power in an
organisation. In most organisations, power is lbglidenior management and should be

used by management to direct employees’ behavidtere are typically three types of
The typéspower, namely; condign,

power that can exist in organisations.
compensatory and conditioned power, and the efifesst have on an organisation and its

employees are discussed in the following section.
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2.4  The Influence of Power on the Three Levels ofdporate Culture

Power is often, mistakenly, seen as no more thanirddion, conflict, violence and
hierarchy. However, power is both the ability t@aka changes and control or guide
(Gjerstad, 2005, online). Organisations, for exi@ngxert power in society through their
ability to conditiontheir own employees (Galbraith, 1983, p 23). Tyetof power
exercised in an organisation strongly influencesdbrporate culture, and its three levels

discussed in the previous section.

Organisations have access to three primary insttsyd power:
) Condign power (physical)
ii.) Compensatory power (economic)

iii.)  Conditioned power (belief)

Organisations may impose or enforce their will tilglo the use of condign or
compensatory power. Condign power (physical) seeferconsequences or punishment,
whereas compensatory power (economic) wields pdoyeoffering rewards. Condign
power and compensatory power have one similaiityboth cases obedience is obtained
through submission. These two types of power shpumarily influence thartifacts
level, or visible behaviour, of employees. Throwgindign or compensatory powetr, it is
the overt behaviour of employees that should beipnéated and not their beliefs and

values at thehared tacit assumptiorevel.

Of the three types of power, conditioned poweri@bels the most important in society,
and an organisation should be the embodiment oflitoned power. It is through
persuasion, education and social commitment to vgbams natural or right that the
organisation causes the individual to submit to wh# of others. Power should be
exercised through changing the beliefs and valde®e obedient person, or, in other

words, theshared tacit assumptiomesvel of corporate culture.

There is a symmetric relationship between how poweexercised and how it is

challenged: condign power could be met with viokencompensatory power, or
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economic power could be met with the regulatiorihef market and conditioned power
could be met with contradicting beliefs and ideadsgGalbraith, 1983, p 23).

The way that power is distributed in an organisatwll result in different types of

corporate culture, depending on the type of povwet is exercised. The following
section will describe these different corporateturel types, namely; Creative, Quality,
Supportive and Productive. It is important to nobat, regardless of the type of
corporate culture evident in an organisation, eygte of culture exists at the Three

Levels of Corporate Culture discussed in the previgection.

2.5 Classifications of Corporate Culture

Usually, when an organisation is first startedzah be described as a group of people
with a common purpose. There is a unique cultbe¢ is necessary for the group to
survive and progress. As the group evolves, thiginad culture that served all of the
members in earlier times becomes less practicéhegroup becomes an organisation
(Beach, 1993, p 18). As time progresses, the mulinay develop into one of the

classifications of corporate culture that have hdentified, or a combination thereof.

As can be seen in Table 2.1, there are many dlzestsdins of corporate culture, as
suggested by various sources. Despite the masgifitations that exist, they all share
certain commonalities. For this reason, not aldlassifications of corporate culture will
be discussed in detail. This is because the geigoriof the Creative classification, for
example, shares commonalities with the Prospectbigh risk/fast feedback,
Achievement and Entrepreneurial classificationshe Tlassifications as suggested by
Rowe, Mason, Dickel, Mann and Mockler (1994) wié butlined in depth in Sections
2.5.1t0 2.5.4. The various classifications ofpowate culture and how they relate to one

another are illustrated in Table 2.1.
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Miles & Deal & Harrison Rowe et al. | Hellriegel et

Snow Kennedy (1993) (1994) al.

(1978) (1982) (2004)

Prospectors: High risk / fast | Achievement: | Creative: Entrepreneurial:

innovative feedback based on initiates change | risk-taking,
competence creativity

Analysers: in High risk / slow | Role: based on | Productive: Market:

search of feedback structure resists change | competitiveness

efficiencies

Defenders: Low risk / fast | Support: based | Supportive: Clan: tradition,

conservative feedback on relationships | responds to loyalty,

beliefs change socialization

Reactors: forced
to adjust

Low risk / slow
feedback

Power: based or
strength

Quality: accepts
change

Bureaucratic:
hierarchical
coordination,
rules

Table 2.1 Classifications of corporate culture

The four classifications of corporate cultures, amCreative, Productive, Supportive

and Quality, as suggested by Rowe et al. (1994)) beidiscussed in the following sub-

sections.

2.5.1 Creative Culture

In the Creative Culture, employees have a highriaiemotivation, which

leads to innovation and entrepreneurialism. Ia thilture, the inclination

is towards risk taking as employees work towardsually valued goals.

The Creative Culture initiates change and promo#gsd learning and

adaptation to change. The darker side of an aehent culture is that

employees become competitive towards one anothlierfanmany tasks,

the end justifies the means. This often encouragasloyees to operate

outside their rules and responsibilities to accashpihe necessary tasks.
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2.5.2

2.5.3

254

of cultures,

Quality Culture

The Quality Culture is based on effective plannamgl problem solving.
Efficient operations are promoted and the time tiaikelearn a new job is
reduced by well-designed structures and systemsuthohity and

responsibility is clearly defined and reduces theed for individual

decision making. In a Quality Culture, changecsepted.

Supportive Culture

The Supportive Culture is based on relationships laas good internal
communication and commitment to decisions. Higlele of trust exist
between individuals and the organisation and thigie is characterized
by teamwork, cooperation and reinforcement. A Suppype Culture
readily accepts change. A shortcoming of the Stpy@oCulture is that
there is a tendency to put the needs of individahksad of the needs of

the organisation

Productive Culture

The Productive Culture concentrates on efficienayd aconsistency.
Individual efforts are unified behind the vision dfie leaders and
management. The Productive Culture tends to empépg procedures
and rules and, thereby, reduces conflict withiroeganisation. However,
the downside of a Productive Culture is that dymachange is often
stifled and this culture is resistant to changew&aoVason, Dickel, Mann
& MockKler, 1994, pp 473-474).

It must be emphasized, once more, that despitecldssification of corporate culture
evident in an organisation, it exists at twifacts espousedsaluesand sharedtacit

assumptionsgevels. As stated previously, there is no cormedncorrect culture, or mix

in an organisation — there is no gea#ly correct culture (Hagberg

Consulting Group, 2002, online). It is rather abesuring that the most suitable culture
for an organisation is guiding the behaviour of tappes. Typically, one of the

classifications of corporate culture describechis section is the dominant culture in the
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organisation. Together with the dominant cultutes likely that a few sub-cultures
could exist in an organisation. In addition, italsvays possible that a counter-culture
exists that opposes many of the core componentthefdominant culture. The
relationship between the dominant, sub-culturescamohter-cultures will be explored in

the following section.

2.6 Dominant Cultures, Sub-cultures and Counter-cultures

Most organisations have a dominant or central gatpoculture that unifies employees.
In addition to this, it is possible that sub-cudtsican coexist with one dominant culture
and counter-cultures. The following section wiktail dominant, sub-cultures and

counter-cultures.

Throughartifacts a dominant corporate culture expresses core sdhat are shared by a
majority of the organisation’s members (Martin &Bl, 1983, p 53). It is pervasive
throughout the organisation and indicates a higellef cultural integration (Hagberg
Consulting Group, 2002, online). A dominant cogderculture exerts a stabilizing force
on an organisation by encouraging cohesion andn@ational commitment among
employees (Boisnier & Chatman, 2002, online).

Sub-cultures emerge from the dominant corporatéui@is values. Some of a sub-
culture’s values may conflict with the dominanttaw’s values while others may not.
Sub-cultures represent accepted differences thatodaipset the commonality of the
dominant corporate culture’s values. Three typéssub-cultures areenhancing

orthogonalandcounter-culturgBoisnier & Chatman, 2002, online).

Employees who are part ehhancingsub-cultures adhere to dominant corporate culture
values more enthusiastically than other employeeghe rest of the organisation.
Employees are concerned with fundamental valuesatein line with the dominant
corporate culture.
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In anorthogonalsub-culture, the employees would simultaneouslgpicthe core values
of the dominant culture, as well as a set of distibut unconflicting values. Employees
embrace the essential organisational values bot ladéd values that are peripheral to

those of the overarching culture.

However, in contrast to sub-cultures, members ohtear-cultures hold opposing values
and could resist certain aspects of the dominargocate culture. Ircounter-culture
some core values of the counter-culture preseireatctchallenge to the core values of a
dominant corporate culture. Counter-culture emgésyhold values that are in conflict
with the fundamental or pivotal values of the doaminculture and could, ultimately,

threaten the strength of the overall corporateucall{Martin & Siehl, 1983, pp 53-54).

It may be undesirable and unrealistic to attempadsimilate all values and beliefs into
one dominant corporate culture. It is, therefageptable for sub-cultures to exist in an
organisation. However, it is important that a ceet of values is common to all sub-
cultures (Hagberg Consulting Group, 2002, onliné)xll sub-cultures in an organisation
have a common set of values, and the culture i®fluéa to the organisation, it is

imperative that this corporate culture is maintdine

2.7 Maintaining a Corporate Culture

As mentioned previously, corporate culture developsn organisation over time. Once
a corporate culture has developed, there are fautibhin an organisation that interact to
maintain it by giving employees a similar set opexences. These experiences ensure
that those hired fit in with the culture, rewardske who support it and reprimand those
who challenge it (Robbins, 1993, p 610).

There are three factors that play an important jpanbaintaining a culture, namely; the

selectionprocess, thactions of top managemeahndsocialization These three factors

will be discussed in the following sections.
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The first factor is theselectionprocess. The explicit goal of tlselectionprocess is to

identify and employ individuals who have the knosge, skills and abilities to perform
the jobs within the organisation successfully. ,Bypically, more than one candidate
will be identified who meets any given job’s reaurents. The final decision as to who
will be employed will be significantly influencedylihe decision maker’'s judgment of

how well the candidates will fit into the organisats corporate culture.

This attempt to ensure a proper match, whethentioteally or unintentionally, results in
the employing of people who have values essentiadigsistent with those of the
organisation, or, at least, a good portion of theakies. Additionally, theselection
process provides information to applicants abow trganisation and its culture.
Candidates learn about the corporate culture, drttiey perceive a conflict between
their values and those of the organisation, thay self-select themselves out of the

application pool.

Selection therefore, allows either employer or applicandigcontinue the relationship if
there appears to be a mismatch in beliefs or valleshis way, theselectionprocess
maintains an organisation’s culture by not selgctihose individuals who might

undermine its core values (Robbins, 1993, p 610).

The second factor is theetionsof top managementTheactionsof top managemeratiso
have a major impact on the organisation’s cultufdrough what is expressed and its
actions, senior management establishes normsiltesitdown through the organisation
(Robbins, 1993, p 611). The role of senior managenn corporate culture will be

discussed in more detail in Chapter 3.

The final factor issocialization Employees, who have been chosen througkelestion
process, are not, as yet, fully indoctrinated i dinganisation’s corporate culture. New
employees are likely to disturb the beliefs andt@us that are in place. The
organisation will, therefore, want to help new eoygles adapt to its culture. This
adaptation process is calleac&@lization(Robbins, 1993, p 612).
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The most criticalsocialization stage is at the time of entry into the organisatio
However, the organisation will be socializing eveamployee, though maybe not as
explicitly, throughout his or her entire careethe organisation. This further contributes

to sustaining the culture.

Socializationcan be further divided into a three-stage progessarrival, encounter and
metamorphosis. The first stage, pre-arrival, ergasses all the learning that occurs
before a new member joins the organisation. Instheond stage, encounter, the new
employee sees what the organisation is really éikd confronts the possibility that
expectations and reality may be different. If extpons prove to have been more or less
accurate, the encounter stage merely provides fozaffirmation of the perceptions

gained earlier.

Where expectations and reality differ, the new aypés should undergspcialization

that will detach them from their previous assummiand replace them with another set
that the organisation deems desirable. This léadhe metamorphosis stage. In this
third stage, the relatively long-lasting changé® tplace. The new employees master the

skills required for their job and successfully penfi their new roles.

The metamorphosis stage of thecializationprocess impacts on the new employee’s
work productivity, commitment to the organisationlsjectives and eventual decision to
stay with the organisation. The metamorphosisthadentrysocializationprocesses are
complete when the new member has become comfomathieéhe organisation and his or
her job (Robbins, 1993, pp 612-613).

2.8 Conclusion

Corporate culture is a powerful, underlying, buteaf misunderstood, force within all
organisations that contributes to the actions atthbiour of its employees. In order to

gain a better insight into corporate culture, vasiaefinitions of corporate culture and

27



the types of power found in organisations were eéradth In addition, it was seen that
diverse classifications of culture exist, but retjess of the classifications of culture,

each culture exists at the Three Levels of CorpoCatiture.

It is vital that the senior management of an org@lion understands, and is involved in,
the shaping of the corporate culture, as it is dbgorate culture that helps give the
organisation its meaning and direction. It is algally important that a corporate culture

that is contributing to the success of an orgainisathould be maintained.

The following chapter will investigate the role thamanagement should play in the
corporate culture of an organisation. The extenwhich senior management should be
responsible for shaping and moulding the corpocatture will be investigated, as well

as what management should do to actively supetiresbehaviour of employees through

the corporate culture.
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CHAPTER 3

MANAGING THE CORPORATE CULTURE

3.1 Introduction

As stated by Schwartz and Davis, “Getting one’sthammund a company’s culture is like
putting one’s hands into a cloud”. Yet, this isavlsenior management should strive to

do — understand the corporate culture in its osgdian (1981, p 47).

In the previous chapter a comprehensive look wieentat corporate culture and the role
that it plays in an organisation. Corporate celtwas defined, the Three Levels of
Corporate Culture were explained, as well as theidant, sub- and counter-cultures that
could exist in an organisation. This chapter \ulfther explore corporate culture by
investigating the contribution that senior manageinséould be making in the shaping of

a culture in its organisation.

This chapter will begin by examining the effectsaofletrimental corporate culture and
what management’s role should be in an organisatidme different management styles
that result in different organisational environngenill be explored, as well as the role

that policies should play in influencing a corperatlture.

As mentioned in the previous chapter, an orgamisatievelops a corporate culture
whether it is aware of it or not. An organisat®multure and its current traditions, and
general way of doing things are largely due to whhas done before, and the degree of
success it has had with those endeavors. As dt,réba ultimate source of an

organisation’s culture is its founders (Robbin93,% 609).
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When an organisation is first established, the deus and managers are concerned with
establishing a particular corporate culture. Ie tharly stages, the organisation’s
corporate culture is not, as yet, well established mature and the founders have the
most impact on an organisation’s early corporafeucet This is because the founders
have a vision of what the organisation should e they are unconstrained by previous
customs or ideologies. The founders’ objectivesnagples, values and behaviour
provide important clues as to what is required fremployees. The small size that
typically characterizes new organisations furthemilitates the founders’ imposition of
their vision on all employees. Over time, theskucal values and beliefs, established in

the foundation of the organisation, become embedd#te daily routines of employees.

As the culture continues to evolve, the foundergiooe to attempt to entrench their own
assumptions and beliefs in the organisation. Beisomes more and more difficult for
the founders as, increasingly, the learning prockesomes shared amongst all
employees. The cultural assumptions begin to ¢gfleot only the founders’ initial
assumptions, but also the total group’s experiencés such, strong leadership is
required to sustain a corporate culture that erdgmrtbe successful running of an
organisation (Quick, 1992, p 54; Kilmann, 1985,#%63; Robbins, 1993, pp 609-610;
Schein, 1990, p 115).

Therefore, management has a vital role to plapénshaping of a corporate culture in its
organisation. Corporate culture will become aretsghen shared beliefs and values
generate a high degree of cooperation and committhemh would not necessarily be
possible otherwise. This makes the organisatiboiefit. However, efficiency does not
necessarily mean effectiveness. Efficiency is wisemething can be done with a
minimum overhead of resources or with the leastevateffort. Effectiveness, however,
is the degree to which the task that is being deilee appropriate or correct thing to do.
Culture could, therefore, become a liability ifgttides behaviour in inappropriate ways

and there is efficiency but not effectiveness (8a1983, pp 5, 9-10).
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3.2 Perpetuation of a Detrimental Corporate Culture

Unfortunately, in many organisations, senior manag® does not fully understand the
culture in its organisation and, consequently, dozsplay an active role in shaping the
corporate culture. Without a comprehensive undashg of the existing culture in its
organisation, it can be very difficult for managermt effectively evaluate whether new
policies and strategies will be compatible with éteporate culture (Bettinger, 1989, p
38).

If the culture is not understood by management eodsequently, not managed properly,
the corporate culture could actually be workingiagfathe goals of an organisation and
could be detrimental to the organisation. Aspedta corporate culture that could be
detrimental to an organisation include, but arelimaited to, miscommunication, lack of
cooperation from employees, lack of commitmenttdrganisation and a great sense of
complacency about the organisation’s performancgh€s 1983, p 10; Tan, 2001,

online).

Miscommunication is a common factor in everydag Bhd becomes even more complex
in organisations. Miscommunication could occurwmsn employees, but more

importantly, between management and its employe&ven though establishing a

corporate culture will not eliminate miscommunioaticompletely, it does reduce the
possibility that the members of an organisationl wilisunderstand one another.

Corporate culture enables this in two ways. Birdthere is no need to communicate
things about which shared beliefs and values exsg&condly, shared beliefs and values
assist employees in interpreting the messages $emor management in the same way
(Sathe, 1983, p 10).

A lack of cooperation from employees is a furthgnsof an unfavorable corporate
culture. Management may force employees to conwih its policies through

rewarding correct behaviour and disciplining ineatrbehaviours. While this approach
may succeed in trying to change or shape the eylag will be discussed in Section 3.6,

management cannot anticipate all the contingertbigiscould arise in its organisation.
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When an unexpected contingency arises, managemeuldsrely on the cooperation of
the employee to adhere to what is best for the nisgdon. The degree of true
cooperation on the part of employees is influenisgdhared beliefs and values, or, in
other words, the corporate culture (Sathe, 1983,(pf1).

Another indicator of a detrimental corporate cudtis where employees have a lack of
commitment to their organisation. Employees willyofeel a sense of commitment to
management’s vision and objectives if they identiiyh them. The shared beliefs and
values of a corporate culture help develop thigtifieation and sense of commitment to
an organisation (Sathe, 1983, p 11). Factorsftivétier encourage the commitment of

employees to an organisation will be discussedhapter 6.

In an organisation with a corporate culture thgiagentially detrimental, employees are
reactive, taking little initiative to change andprave, and they adopt the ‘wait for the
top’ attitude, while senior management is slowakirig action against non-performers in
the organisation. A significant indicator of a ril@ental corporate culture is where
senior management is apathetic towards the coma@ture and does not implement

change (Tan, 2001, online).

If management is apathetic, the employees will lgikla sense of complacency as well.
Management may have a vision, but because of campty, this vision remains part of
theespoused valuas the organisation and not tekared tacit assumptionsro instill a
more beneficial corporate culture in an organisatibeespousedaluesandsharedtacit
assumptionshould be aligned with one another. Howeverpithing is done to achieve
the alignment of thespoused valueand shared tacit assumptiorisevels of corporate
culture, the detrimental corporate culture will perpetuated througlsocialization
Therefore, as discussed in Chapter 2, new emploj@emg the organisation will,
through socialization be indoctrinated into the detrimental corporatiute and the
miscommunication, lack of cooperation from emplsyelack of commitment to the

organisation and complacency will be continued.
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Therefore, it is vital for the vision and goals s#nior management, expressed at the
espoused valudsvel, to be aligned with the beliefs and value®wiployees, expressed
at theshared tacit assumptiorievel. Furthermore, senior management should tae
influence and authority to achieve the alignmenth&se two levels. To achieve this
alignment, senior management has certain taskerform. The next section will focus

on these tasks that senior management should exiecits organisation.

3.3 Management’s Role in an Organisation

The alignment of thespoused valuesnd shared tacit assumptiorisvels of corporate
culture should be undertaken by the managememnt ofganisation. These levels should
be aligned to ensure that the vision of senior rgament becomes part of the corporate
culture. As will be discussed in the following 8en, creating the vision for an
organisation is a corporate governance duty of csemanagement. The senior
management of an organisation has many respotisikilas part of its corporate
governance duties in increasing the effectivenass efficiency of its organisation.
These duties, the pillars of corporate governamceresk management will be discussed

in the following section.

Corporate governance is a modern expression faasae which organisations have faced
for decades — that of ‘accountability’. At its mdmsic level, corporate governance is
about how those entrusted with day-to-day managewfean organisation’s affairs are
held to account for their decisions and actions ahether the organisation has the
appropriate corporate structures to strengthen ustability. Accountability is an

essential pillar in building and supporting corgergovernance in an organisation.
Together with accountability, three other pillaregually essential to corporate
governance, are recommended by South Africa’s KlhgReport. These are

responsibility, fairness and transparency (Brod®87, online; King Report, 2001, p 17)

and will be discussed briefly.
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The first pillar of accountability ensures thatiwiduals or groups in an organisation who
make decisions and take actions are answerabbadar. Mechanisms must exist in an
organisation to allow for accountability. This pides investors with the means to
guestion and evaluate the actions and decisionsepior management (King Report,
2001, p 14). The second pillar of responsibilityith regard to senior management,
allows corrective action and counteracts mismanagérand misconduct. Responsible
senior management would, when required, put ineplalcat it would take to provide the
guidance necessary in making the organisationtefeeand efficient. While the Board is
answerable to the organisation, it must act regpelysto and with responsibility
towards all shareholders of the organisation. el pillar of fairness ensures that
systems within an organisation are balanced anal itdk account all those that have an
interest in the organisation. The rights of vasi@aroups must be acknowledged and
respected for fairness to be evident in an orgéaisa The final pillar of transparency is
a measure of how good senior management is at gnadsential information available
in an accurate and opportune manner. Transpanailects whether or not investors
attain a factual picture of what is happening iadite organisation (King Report, 2001, p
14).

One of the main duties of the managing directagetber with senior management, is to
set a clear vision and strategic direction fordhganisation in a responsible manner that
is accountable to stakeholders and ensures thegpiwt of the assets and the reputation
of its organisation (King Report, 2001, pp 45-4According to the King Il Report on
corporate governance, senior management must teadganisation through ‘direction-
giving’ and strategy implementation. ‘Directionvgig’ is achieved through the creation
and implementation of management policies (Plant@§1, online; King Report, 2001,
p 46). Consequently, senior management shouldrenisat policies and procedures are
in place in the organisation to provide directioml dhe protection of assets. In doing so,
the principles of corporate governance are adhgredManagement policies and their

effect on corporate culture will be discussed irreretail in Section 3.4.
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In addition, an organisation’s policies should sissin management’s corporate
governance duty of risk management. Corporate rgamee can be viewed as an
organisation’s strategic reaction to mitigating wwidable risks, in exchange for
measurable rewards. As mentioned previously, semanagement should provide
strategic direction, while being mindful of the traning forces that hinder the
realisation of the vision (Charlton, 2000, p 42Jhese restraining forces are known as
risks. A risk is an uncertainty about a potengiaént, or the possibility that a negative
event is going to occur without an organisatiombetquipped to handle it (The Alliance,
2001, online; King Report, 2001, p 96). Risk maragnt is necessary to mitigate the
risks that an organisation could face. These riglay impede the attainment of the
vision expressed at tlespoused valudsvel of corporate culture. Risk management can
be defined as the identification and assessmepbtahntial risks facing an organisation
and encompasses all the collective processes asgecide what risks to avoid, control
or accept. It is management’s responsibility ttalglssh the acceptable level of risk

necessary to pursue the growth of its organisgtamy Report, 2001, p 97).

This section detailed the essential functions Heatior management should perform in
the organisation as part of its good corporate garece duties. As discussed in this
section, an organisation’s policies should asgisics management in the achievement of
acceptable corporate governance in an organisatidrhe role of policies in an

organisation is discussed in the following section.

3.4 The Role of Policies in an Organisation

As discussed in the previous section, senior manageshould be held accountable for
developing and communicating a clear and concisaorvi of the future for an
organisation. The vision, and associated stratégiection, should also enable the
organisation to compete. This vision might imghatt currently, the existing corporate
culture does not require any change, as a natuodlteon of the corporate culture will be
sufficient to realise senior management’'s visionConversely, the vision might

necessitate a slight, or extensive, change in trpocate culture of an organisation
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(Beach, 1993, p 17; Charlton, 2000, p 42; Tan, 200dline). Further, senior
management’s vision is implemented through thecpsiof an organisation.

The core objective of any policy, and the resultpigcedures, is to influence and
determine the decisions, actions and behaviour ropleyees by specifying what
behaviour is acceptable and what behaviour is wmable (Whitman & Mattord, 2003,
p 194). As such, organisational policies and places are necessary as guidelines to

help employees do a consistently good job for theganisation (Drennan, 1992, p 23).

An organisation’s corporate culture should be ampadrtant consideration for senior
management when developing policies. For examplajcies with substantial
restrictions in an ‘open’ corporate culture will stdikely encounter resistance from
employees. The workplace is more than merely eeplehere people work. It is a place
where people congregate, not only to perform thegigned work, but to socialise and
exchange ideas about their jobs and their livesgH2004, p 925). Therefore, corporate
culture should be a concern of senior managemeahwlBveloping policies. The role of
senior management should, however, go beyond gettie vision and developing
policies for the organisation. Management shoolthmunicate and change the mindsets
of employees to win their commitment towards thearge, or new direction, of the
organisation. Management should address the arishared values and beliefs the
employees must possess in order to achieve thaisgg@n’s vision. By changing the
shared values and beliefs of employees, senior geanant should address thkared
tacit assumptiondevel of employees and, ultimately, the behavioliemployees (Tan,
2001, online).

As seen in Chapter 2, corporate culture should bmtained through theocialization
process. New employees move through the pre-asiage, where thespoused values
of the organisation are described in detail to ttzerd on to the encounter stage. In the
encounter stage, these new employees are exposied teality of the organisation and
the behaviour of their peers, which may or may agtee with the organisation’s

espousedvalues If the actions of fellow employees match thgpoused valueand

36



related policies of the organisation, this conti@suto sustaining the corporate culture as
the new employees will ‘take their cue’ from thpeers. Likewise, if fellow employees’
behaviour does not match the organisation’s pajdiee new employees will soon match
the behaviour that is in contradiction to the oigation’s policies. Similarly, senior
management’s attitude towards the policies of ttgamisation plays a large part in the
acceptance of the policies. This is because erapltwehaviour is essentially driven by
the urge to conform to expectations. If senior agament treats policies and procedures
as being inconsequential then the employee walt tifee process with the same contempt.
On the other hand, if management expressly descildet is expected in detail and
continually expresses how imperative the policied procedures are, then employees
should follow suit (Drennan, 1992, p 17).

The actions and behaviour of employees will alsoalfected by the organisational
environment evident in an organisation. The thgeeeral organisational environments
that could exist within an organisation’s corporatdture, namely; Coercivéjtilitarian

and GoalConsensus, will be detailed in the following settio

3.5 Organisational Environments within an Organisaton’s Corporate
Culture

There are generally three key environments thatdcedist in organisations. These

environments dictate how the organisation is rud haw employees react in certain

circumstances. These environments are Coercivédifatian and Goal Consensus

Environments (Schein, 1992, online).

The Coercive Environment is one where employeesdienated in their environment
and seek to leave it if possible. Typically, itdsndign power that is exerted in the
Coercive Environment. As a result, peer relatigmshin this environment develop in
defence of the authority in the organisation, ineotwords, senior management. These
employees perform tasks because they are obligetb teo, rather than because they

agree with the actions and decisions of senior gemant (Schein, 1992, online).
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The Utilitarian Environment is one where employpasticipate in their organisation by
evolving workgroups based on an incentive systémthis environment, employees will
do as senior management wishes because of thedetat they will receive as a result
of compensatory power. They still do not necefsagree with senior management
(Schein, 1992, online).

The third organisational environment, the Goal @ossis Environment, is one where
employees are morally involved with the organisatio They identify with the
organisation, share the same beliefs and valuesepior management and they are
striving towards the vision of senior managemem this environment, employees’
actions are not as a result of being forced toalorsbecause of a reward, but because
they are in agreement with the way things are donthe organisation (Schein, 1992,
online). Conditioned power is predominant in teissironment. This Goal Consensus
Environment could be seen as a corporate culturiehmis in line with the vision of
senior management. This would mean that ‘rightislens and actions of employees
become second-nature and part of their culturegi@cf999, pp 15-17).

These organisational environments affect the endirganisation and influence the
behaviour of employees and will be discussed furtheelation to the Three Levels of
Corporate Culture in Chapter 5. The alignmentefdorporate culture with the vision of
senior management, as is evident in the Goal Ceusdanvironment, is easier said than
done, however. As mentioned in Chapter 2, manyhef essential components of
corporate culture are, in essence, invisible andicodarly complex to change. The
subsequent section will detail the fundamental comepts of corporate culture that must

be addressed to encourage culture change.

3.6 Changing the Corporate Culture

Employee attitudes are fundamentally an artifactresult of the corporate culture
environment in which they work. External condisomay have an influence on the
behaviour and attitude of employees as well. Eamnle, if unemployment is on the

increase and employees feel they need to proteit phbs, they may provisionally
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become more amenable and supportive. Neverthdlessnvironment which has the
most influence on employee attitude and behaviaurthe internal environment.
Therefore, the power to change corporate culturdaigely senior management’s

responsibility (Drennan, 1992, pp 3-4).

One of the most stable aspects of an organisatitimei corporate culture, and because of
this, transforming it is a complex task. Corporatéure cannot be addressed directly by
simply issuing slogans or making speeches. Chgntiia culture involves having to
unlearn beliefs and assumptions and learn new ofles.attitudes, values and behaviour
of employees in an organisation should also chaogm®ster the development of the
culture. Employees, however, are opposed to chabgeause unlearning is
uncomfortable and creates apprehension. Furthmeplogees prefer structure and a
known framework within which to work, so that thegn adapt their behaviour to
manage their environment successfully. Anxietyl wiise if this framework requires
change. Employees can be coerced into changing élvert behaviour, but such
behaviour change is not stable unless the deepelslendergo transformation (Schein,
1999, p 26; Drennan, 1992, p 4). Therefore, itital that thesharedtacit assumptions
level of corporate culture, detailed in Chaptelis2addressed when attempting culture

change.

Both the articulation and communication of a cheigion for an organisation is essential
in developing a strategy for change. Until sem@nagement formulates a clear vision
and persuades employees to be dedicated to tha vikey will not be able to generate
the enthusiasm and resources needed for significalbdral change (Hellriegel et al,
2004, p 372).

Once the vision has been formulated, senior managesnrole in changing corporate
culture, at a minimum, should be to demonstratarcheisible actions in support of the
organisation’s cultural values. Employees neekhitmw what is important, and one way
for employees to gain this information is to obseand pay attention to those in higher

positions. The culture of an organisation is motrfed by what management preaches or
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publishes, but what it accepts in practice. Whema management not only espouses
that something is important, but also consistetihaves to support this message,

employees will begin to believe what is espouse@iiban, 1992, p 3).

An additional means to change and shape the cdeparalture is to instill a
comprehensive reward system in an organisationnyMeganisations have a system of
punishing divergent behaviour that is not in linghworganisational policies. The focus
is on negative reinforcement. Other organisatioestify behaviour that supports the
organisation’s objectives and rewards that behavioyositive ways. The focus is on
positive reinforcement. It is generally considetiealt positive reinforcement is far more
effective than negative reinforcement. Howeveis teward system should not merely
be monetary rewards, but should rather focus on@gledgment and approval of correct
behaviour. There should not be any ambiguity alvahéit management espouses and
what behaviour is rewarded, as is often the caBer example, management might
espouse that it supports innovation, but even lightsst failure is punished, which does
not encourage innovation at all. Therefore, ifréhare inconsistencies between what
senior management espouses and what is actualbraed, employees will be confused
(Bettinger, 1989, p 40).

Even though changing an organisation’s culture xseenely difficult, the corporate
culture can be changed. Culture change is madylilo take place when one or more of
the following conditions exist (Robbins, 1993, b§2

* Dramatic crisis
A dramatic crisis is a shock that undermines thgustquo of the organisation
and questions the relevance of the current corparatture. The existing
corporate culture is seen as inadequate, and mareagand employees see a
need for a more suitable corporate culture. Aigrisould include an

unforeseen financial setback or loss of a majotocoer.
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* Turnover in leadership
As discussed previously, senior management sholag @ large role in
shaping the corporate culture of its organisatithisually, if there is a change
in the management of an organisation, there igfaislits vision and values.
It is possible that the new management may be peiteas more capable
than previous leadership, and the new vision ahgegaare accepted.

* Young and small organisation
The corporate culture of an organisation will basleentrenched if an
organisation is still in its formative years. Tyeunger the organisation, the
simpler it will be to change the trajectory of tt@rporate culture. Similarly,
it is easier for management to communicate itoxisind values to employees

when the organisation is small.

*  Weak culture
Over time, a corporate culture stabilises and besommbedded in the
organisation. The more widely held a culture igj the higher the agreement
among members on its values, the more difficulwiti be to change.

Conversely, weak cultures are more amenable togehtiran strong ones.

In addition to these conditions, a culture changey rhe forced in organisations if a
merger occurs between two organisations with twetirdit corporate cultures.

Unfortunately, the compatibility of the two orgaaii®ns’ corporate cultures usually only
becomes a consideration once the merger has td&ea. pThe failure to successfully
integrate two differing cultures could cause timaficial results to fall below expectations
(Bettinger, 1989, p 38).

This leads, in many cases, to what Schein referastaultural ‘indigestion’ and to
corporate cultures that cannot successfully begrated. When merging, organisations
must avoid reaching agreement at #réfacts and espoused valuelevel only, while

disagreeing at thehared tacit assumptiorievel. However, even if thehared tacit

41



assumptionsire mostly in agreement, conflict is inevitable whiee corporate culture of
two organisations merge. Each culture must chamg®me extent, and the process of
adjusting to the merger is known as acculturat®ohéin, 1990, p 117; Malekzadeh &
Nahavandi, 1990, p 56). There are four generahaust of acculturation: namely,
Integration, Assimilation, Separation and Deculiora (Malekzadeh & Nahavandi,
1990, pp 56-57), which will be discussed in thdolwing subsections.

* Integration
This first method of acculturation is integratiokVith this method, there is a
rather balanced exchange of cultural and managpradtices between the
merger partners, and neither of the two corporateires is imposed on the
other. This method is common when the two orgdioiss have much in

common.

e Assimilation
The second method of acculturation is assimilatidinis method results in
one organisation’s corporate culture dominating tbeher — but the
domination is not forced. Instead it is welcomgdhe employees of the non-
dominant organisation, who may believe that theirent corporate culture
and practices are not favourable for success. therowords, the non-
dominant organisation has a weak culture and, agiomed previously, weak

cultures are more open to change.

e Separation
The third method of acculturation is separation. ithWthis method, the
corporate cultures of both organisations remainasdp with restricted
cultural and managerial exchange. The key for dbparation method to
succeed is for the organisation that is acquirihg tther to allow its
acquisition a high degree of independence and emlgrce essential cultural

features.
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» Deculturation
The fourth method of acculturation is deculturatiddf all the methods, it is
this one that is the most destructive. Unfortulyaiiéis also the method that
is used most often. This method involves the thgiration of one of the
organisation’s corporate cultures, as a resultntéénise pressure from the
dominant organisation to conform to its culture @nalctices. This method is

usually accompanied by a high amount of confusiwh@onflict.

Regardless of the ultimate goal, changing the gatpoculture of an organisation takes
dedication and time. There must be commitmentldéwels of the organisation, from
management to employees, in order for change sxbemplished. If nothing changes in
the procedures of the organisation, or the attguafats management, employee attitudes
will not change either (Drennan, 1992, p 3). Thastmprofound culture change takes

place when employees buy into the vision and gregeof senior management.

3.7 Conclusion

Senior management has a significant role to plagh@ping the corporate culture in its
organisation. In order to address the corporaliire, senior management must ensure
that correct corporate governance practices areraited in its organisation. The pillars
of accountability, responsibility, fairness andnsparency are necessary to ensure good
corporate governance. In addition, as part of gament’'s duties, an organisational
vision must be expressed in management policidgesd policies should be enforced to
assist management in curbing incorrect behaviouttsirorganisation and, ultimately,

change the corporate culture.

Transforming the corporate culture, however, takeg and perseverance. Unlearning
beliefs and changing the attitudes of employeesbeaa painful process. Further, it is
senior management’s task to lead this transformatiattitude by setting an example, so
that the change can ‘filter down’ throughout thegaorisation. If management

demonstrates that the need for changing the ‘waygshare done’ is vital to the
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sustainability of the organisation, it will highigand encourage the change in corporate
culture.

The sustainability of many organisations is largegpendent on the protection of its
information assets. The subsequent chapter wikhild¢he realities of information
security in many organisations and both the humad management aspects of

information security.
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CHAPTER 4

THE MANAGEMENT AND THE HUMAN
DIMENSION OF INFORMATION SECURITY

4.1 Introduction

Thomas Jefferson stated that maintaining freedaquires ‘eternal vigilance’. When it
comes to a society where information is its lifellpmaintaining privacy and security of

information requires no less (Mitnick & Simon, 20@2103; Gordon, 2002, online).

The previous chapter examined the role that theos@management of an organisation
should play in shaping the corporate culture inoitganisation. The foundation and
evolution of a corporate culture was investigated #he influence that the corporate

culture has on the behaviour and actions of empl®yeas explored.

This chapter will investigate the realities of infaation security in most organisations
and the important role that information securitgud be playing in protecting one of the
most essential assets of an organisation. Morethercrucial effect that employee
behaviour and actions have on the success of ifitsmsecurity in an organisation will
be analyzed. The role of senior management in dinelopment of a Corporate
Information Security Policy, and the effect it shiblnave on an information security
culture will be explored, as well as the commonamieptions that senior management

has concerning information security.

4.2 Information Security Facts

“Many UK businesses are a long way from having eusty-aware culture”. This is
according to PriceWaterhouseCoopers’ Informatiocu8iy Breaches Survey (ISBS)
2006. In numerous organisations, very little engghas placed on the protection of

information and the expenditure on security is lowwo-fifths of organisations spend
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less than one percent of their IT budget on infagilomasecurity. Further, even though
three times as many organisations have securitgipslthan six years ago, three-fifths of
all organisations are still without an overall sgtyupolicy. There does, however, seem
to be a correlation between the priority senior aggment gives to information security
and the existence of a Corporate Information Sgcufiolicy. In 55 percent of
organisations where senior management views sg@sgihaving a high priority, a policy
exists, whereas only 13 percent of those organisatihat see security as a low priority
have a policy. The role of senior managementformation security will be explored in
more detail later in this chapter.

Information security should be a senior managemsentern as an organisation and its
reputation can be severely tarnished if its infdrarasecurity procedures are perceived
as being inadequate or unsatisfactory (Freemar4,20@17). The average cost of the
worst security incident for large organisationsgeah from £65,000 to £130,000, while
smaller organisations’ cost ranged from £8,0001@,800. Of this total cost, £5,000 to
£10,000 in large organisations, and £100 to £4Gfrialler organisations, was as a result
of damage to reputation. Overall, the cost of ggcubreaches in United Kingdom
organisations has increased over the past two yaatsis in the order of ten billion

pounds (PriceWaterhouseCoopers, 2006, online).

When it comes to the human side of information ggcwne in eight organisations does
nothing to educate their employees about securityponsibilities. In addition,

recruitment processes at a quarter of the orgamisatio not include any background
checks on potential employees and, of those orgmis that believe security is a very
high priority, 19 percent do not perform backgrouwrteecks (PriceWaterhouseCoopers,
2006, online). These facts emphasise the impacttrformation security breaches could
have on an organisation and the often insufficatgntion that is paid to the human side

of information security.
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4.3 The Protection of Information Assets

Where once computers and technology were regardédnepidation and mistrust, they
are now firmly embedded in the structure of indusaind commerce. It is now
understood that there are two keys to effectivéirtelogy use. One is managing the
information. The other is ensuring that informaticemains secure. The value of
information to an organisation cannot be overemigkds especially in a contemporary
knowledge based economy. Information is probahl/most valuable asset of most
organisations (Sharp, 2004, p 768).

As one of the most important assets of an orgaaisainformation must be properly
protected. Although there are six pillars of imh@tion security as defined by the ISO
standard, namely: confidentiality, integrity, aehility, nonrepudiation, assurance and
auditing, the focus of this research will be on there traditional ones, i.e.
confidentiality, integrity and availability. Theskeree pillars of confidentiality, integrity
and availability are briefly described in the follmg subsections.

4.3.1 Confidentiality
Confidentiality, with regards to information seayyiis concerned with
ensuring that information of a specific classifioatis not distributed to
persons outside the category for which it is cfeexki Confidentiality
ensures that sensitive information is preventednfimeing disclosed to
unauthorised parties (Krige, 1999, p 8; Bruce & Psay, 1997, pp 36-
37).

4.3.2 Integrity
Integrity is concerned with the quality and relldapiof information, such
that management can be assured that informationhach decisions are
based has not been modified dishonestly or otherwistegrity means
that an asset or information can only be modifigdabthorised parties or
only in authorised ways (Krige, 1999, p 9; Bruc®&mpsey, 1997, p 37).
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4.3.3 Availability
Availability is concerned with guaranteeing theitalality of systems and
information on a timely basis such that strategid &usiness decisions
can be effected as rapidly as possible. In thatabat systems or data are
unavailable, opportunities may be lost, deadlinéssed or commitments
defaulted. Even if the information is exactly whatneeded to meet
business requirements, it must be available to tetephe task in a

reasonable time (Bruce & Dempsey, 1997, p 41).

It is vital that these three pillars are ensurethasprotection of the information assets of
an organisation takes on a slightly different disien compared to other assets. When
money or goods are stolen, somebody will notice thiee gone. When information is
stolen, most of the time no one will notice becatlse information is still in their
possession (Mitnick & Simon, 2002, p 140). It ifficult to estimate the exact value of
the information assets of an organisation. HoweWeahe confidentiality, integrity and
availability of information are not protected, udd lead to the depreciation of shares,
loss of customer confidence in the organisation ameversible damage to the
organisation’s reputation (Zylt, 2001, online). eféfore, the protection of information
should lead to the protection of the organisatisraavhole. An aspect of information
security that must be considered is that securiadhes do not only occur from external
sources. Many security incidents occur within agaaisation due to careless internal
security or because organisations have the indomgaression that all employees are
adhering to the correct information security praesi (Zylt, 2001, online).

The aim of information security should never bes¢gure an organisation absolutely, as
this will almost always lead to failure. The airhinformation security should be to
ensure an adequate level of information securiy ihsustainable, such that information
assets are protected and kept safe, and to ensfoenation is valuable to the
organisation (Deloitte & Touche, 2002, online). rtRer, information is valuable in
proportion to its timely availability and, in moséses, to its secueesailability (Sharp,
2004, p 768).
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However - even if the best physical and technicaltmls have been put in place in an
organisation to ensure the confidentiality, intsgand availability of the information — it
is not guaranteed that the information will be secuAs Kevin D. Mitnick says in his
book‘The Art of Deception — Controlling the Human Elernef Security (2002, p 79) —
“Don’t rely on network safeguards and firewallspgmtect your information. Look to

your most vulnerable spot. You'll usually find thaulnerability lies in your people”.

4.4  Human Factor of Information Security

An organisation’s employees are considered a catparesource and asset, requiring
constant care and management in their daily aetvit For the majority of these
employees, their first priority at work is to géetjob done. As a result of the pressure
related to an employee’s job, any tasks that atedeemed essential to ‘getting things
done’ are often overlooked or regarded as hindsancé&herefore, if employees see
security as something that is an obstacle to theik, they might not take on proper
responsibilities, and worse, might go out of themy to find a ‘workaround’ to any
security measure they do not consider necessaseltan, 2004, p 917; Mitnick &
Simon, 2002, p 72; Shorten, 2004, p 924).

In addition, the security industry appears to haverlooked the fact that computers and
related technologies are simply tools, and th& humans that are using, configuring,
installing and, often, abusing these tools. Thikacause the security industry has mainly
been focused on hardware, software and technipaces of security (Berti & Rogers,
2004, p 147). Technologists have systematicallyelbped information security
solutions to minimise the risks connected withdkse of computers. However, they have
not sufficiently addressed the most important vidbdity, the human factor. The human
part of any information security solution is the shessential. Almost all information
security solutions rely on the human element targd degree and employees continue to
be the most severe threat to information secuktynjck & Simon, 2002, p 8; Berti and

Rogers, 2004, pp 150-151). Therefore, informaseourity should be more than just
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implementing an assortment of technical contrdisshould also address the behaviour

and resulting actions of employees (Berti & Rog2e€)4, p 147).

In order to safeguard its information assets itigerative for organisations to stimulate a
corporate culture that promotes employee loyaligh hmorale, and job satisfaction.
Through the corporate culture, employees shoulédware of the need for protecting
information and of the ways inappropriate actioosld affect the organisation’s success
(Freeman, 2004, p 922). It is vital to get empky/eommitted to and knowledgeable
about their roles and responsibilities with regardinformation assets. Further, it is
imperative for senior management to create, enfara® commit to a sound security
program (Henry, 2004, p 663).

Instilling a sound security program and making epes knowledgeable about their
information security responsibilities will, in mosases, make employees more aware of
the threats facing the information assets. If eypes are unaware of their security
responsibilities and are not alert to the threatsngy information assets, this human
vulnerability could be exploited. An example ofstlexploitation is social engineering.
The widely accepted definition of social enginegriis “successful or unsuccessful
attempts to influence a person(s) into either rigwganformation or acting in a manner
that would result in unauthorized access, unauwthkdruse, or unauthorized disclosure, to

an information system, network or data” (Berti &deos, 2004, p 148).

It is often said that the only secure computernisuaplugged one. However, through
skillful, clever techniques, a social engineer dogersuade someone to plug the
computer in and switch it on. Social engineeringaentrates on the weakest link in the
information security chain and, as a result, thramater, and the information it houses, is
still vulnerable. The more aware employees arayever, the less likely a social

engineer will succeed.

Becoming a victim of a social engineering attack hathing to do with intelligence, but
has everything to do with being human and not rgatie correct mindset and training to
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recognise this type of attack (Berti & Rogers, 20904.48). In addition to human nature,
rapid advances in technology have made the buser®ssonment favourable for social
engineering attacks. It is not unusual to haveenewt the people that one deals with on
a regular basis and face-to-face communicatiorec®iming more scarce. In addition to
this, people are usually trusting, cooperative eager to help. However, it is often this
eagerness to help out a co-worker with a problemhithan issue. On the one hand, this
cooperation and aid is part of what ensures suftddsssiness practices. While, on the
other hand, this helpfulness can be a major vulildsathat a social engineer will
attempt to exploit (Mitnick & Simon, 2002, p 89; lBe& Rogers, 2004, p 148). It is
vital, therefore, that employees know their infotima security responsibilities and are

alert to any potential attacks or attempted secbrgaches.

Since information security in an organisation i$yas good as the people implementing
it, senior management needs to enlist the suppavery employee in the organisation.
Much of this support can be accomplished througtewstanding. When employees
understand why security is needed the atmospheteavironment will lead to greater
security and trust (Henry, 2004, p 675). In othwrds, the corporate culture in an
organisation should evolve to become more secuadhscious to ensure employees are

no longer a significant threat to information asset

4.5 Information Security as Part of the Corporate Qilture

As seen in the previous section, it is often thkeav@ur and actions of employees that
are the weakest link in the information securitgichin an organisation. Furthermore,
given that even seemingly innocuous informatiorthia hands of a malicious person
could be exploited to obtain the key to an orgdiia&s most valued secrets, employees
should be alert to possible threats to an orgdoisatinformation (Martins & Eloff,
2002, p 204; Mitnick & Simon, 2002, p 29).

Many information technology professionals have thastaken belief that their

organisations are impervious to attack as they limoyed security features such as
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authentication, intrusion detection and firewallsLikewise, as many aspects of
information security involve technology, many enydes believe that security issues are
being handled by firewalls and other security tetbgies deployed by the information
technology professionals at their organisation. weler, the reality is that most
employees are the ‘front line’ required to protée overall security of the organisation
(Mitnick & Simon, 2002, p 250).

Employees must learn to fully appreciate that aesevoss of sensitive corporate
information could not only jeopardise the organat but their own personal
information and jobs as well. It is vital that dioyees realise the importance of
protecting information assets and the role thay #teould be playing in the security of
information. Employees who do not fully understdhdir roles are very often apathetic
to information security and may be enticed to awakl or simply ignore their security

responsibilities.

To be genuinely effective information security neeéd become part of the way every
employee conducts his or her daily business (Oelok Touche, 2002, online).

Information security should become an organisatibfestyle that is driven from the top.

In order for information security to become partlod daily activities of an organisation,
it is imperative that information security concepsd practices become part of an
organisation’s corporate culture. Senior managérnas an important part to play in
cultivating the corporate culture in its organieati This topic is discussed in the

following section.

4.6 Management’'s Role in Shaping an Information Sexity
Conscious Corporate Culture

One of the common complaints from security profassis is related to the fact that they

feel management does not understand, or propepyeaiate, the problems related to

ensuring the protection of an organisation’s infation (Hall, 2001, online). This could

be as a result of the fact that senior managemamtormally only allocate a limited
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amount of time and consideration to information usiég. AS a consequence,

management’'s attention is often limited to a smsdit of acute threats and

countermeasures that relate to the issues of tge ddore comprehensive security

measures are often not paid the attention theyrdeses management is not aware of
their importance to the organisation (Buren, vanMeer, Shahim, Barnhoorn & Roos

Lindgreen, 1999, p 76).

However, as emphasised by Deloitte & Touche, “Imfation security requires a whole-
hearted organisational commitment of resourcesiftral, human and technological) to
an enterprise-wide program designed to evolve dagtao new dangers” (2002, online).
Therefore, senior management should not just beensadare of the need to protect
information. The organisational commitment to n@ation security should be driven by
senior management and a great deal of emphasitidmplaced on the employees of an

organisation to highlight their role in protectimjormation.

Conscientious and suitably educated employees eamnb of the strongest links in an
organisation’s information security infrastructureEmployees can respond rapidly,
absorb new information and react in inventive wagsnew situations, whereas a
machine, and the related technology, is constralyetthe rules which it has been given.
Conversely, a machine will enforce a rule it does umderstand, while employees will
not implement a rule they do not believe in (Her2§04, p 663). This is an important
consideration for senior management when attemptirghape an Information Security

Conscious Corporate Culture in its organisation.

As described in Chapter 3, corporate policies @ldgirge role in shaping the corporate
culture in an organisation. Policies are instrutakim forming a ‘rules of behaviour’ for
employees as they define what is allowed and whatot allowed in the corporate
context. It follows that the Corporate Informati8acurity Policy should do exactly that.
The policy, and associated procedures, must clelfipe appropriate and inappropriate
behaviour in the context of protecting informatassets (Mitnick & Simon, 2002, p 73;
Fenton & Wolfe, 2004, p 888).
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A Corporate Information Security Policy needs to treated in order to provide

guidelines for the correct handling and releasentdrmation considered critical and

sensitive within an organisation. A Corporate trmation Security Policy should also

make management’s attitude to any actions thataténethe security of information

assets explicit (Robiette, 2001, online; Berti &gReos, 2004, p 154). The Corporate
Information Security Policy, and the related praged, should outline for employees
what actions are permissible, what actions arepeomissible, what they must do, and
what their responsibilities are towards informatassets (Shorten, 2004, p 917). If an
organisation’s Corporate Information Security Ppliraves an issue unaddressed,
employees may use the ‘path of least resistancd’ take whatever action is most

convenient for them (Mitnick & Simon, 2002, p 193).

To be effective, information security must spanéhére organisation — from the top to
the bottom, from the managers to the end userssudkessful Corporate Information
Security Policy requires the leadership, commitmand active participation of senior
management (Mitnick & Simon, 2002, p 7; Berti & Rog, 2004, p 152). As a result,
senior management has specific responsibilities the development and the
implementation of the Corporate Information SeguriPolicy.  Firstly, senior
management must clearly articulate its vision fdolimation security in the policy. As
seen in Chapter 3, the foundation for any policthesvision of senior management. This
is particularly true in the case of information wéty. An information security vision
should not be unattainable or unrealistic, but &haather be to achieve an adequate
level of information protection that is sustainabf@omplete, 100 percent security is not,
and never should be, the goal — this vision wilerebe realised (Henry, 2004, p 664;
Deloitte & Touche, 2002, online). Secondly, senmmanagement must explicitly
communicate the policy to the entire organisati@ommunication is, arguably, the key
to the accomplishment of a thriving information wéty infrastructure. The Corporate
Information Security Policy should convey the caogie attitude towards information

security and senior management must ensure tlsaleidding by example in information
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security practices. Lastly, senior management ranstire that the necessary resources
are available for the implementation of the poljelare, 2004, p 926).

If the Corporate Information Security Policy is conmicated properly to employees, so
that the appropriate behaviour described in theeypa implemented on a daily basis, the
result should be an organisation that is more aigilat all levels, and an organisation
comprised of employees who believe they are ‘cbutmg’ to the well-being of the
overall organisation (Berti & Rogers, 2004, p 152).successful Corporate Information
Security Policy should generate a high degree afsensus amongst all of those
involved, and should foster a positive attitude dosé security in terms of its benefits to
the organisation. In addition, a successful potiey foster a corporate culture that is
essential to leverage advantages while limitingribk to information assets (Robiette,
2001, online; Gordon & Glickson, 2001, online).

However, even though there are clear benefits torporating information security
practices into the corporate culture; the senionagament of many organisations still
has mistaken beliefs regarding information seciartyg the role of senior management in
its implementation, which hinders the creation af laformation Security Conscious

Corporate Culture.

4.7 Management Myths about Information Security

For numerous organisations’ senior managementynrgon security may seem like a
cavernous blackhole into which huge amounts of @shpoured with few measurable
outcomes. In addition, in many organisations, @emianagement has erroneous beliefs
regarding information security. This contributes goor enforcement of information
security standards and practices in organisatienseaior management does not fully
understand or appreciate the role of informationusey in its organisation. The
consequences for an organisation’s financial heaithreputation could be devastating if
information is accidentally or deliberately dis@&dsto the wrong people, falsified or

corrupted or rendered unavailable for a periodimiet(Gordon, 2002, online). The
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following subsections will describe a few of themeoon myths of senior management

with regard to information security that could indpe the implementation of a

comprehensive information security infrastructure.

All problems will be solved with physical and techical controls

In the past, physical and technical controls mayehzeen sufficient to protect
the information assets of an organisation, butantemporary organisations
these are no longer enough. Hardware, softwargeaithologies are only a
few of the components in the overall security pamgr Physical and technical
controls are tangible and are easier to enforce aadsequently, usually
receive more attention from management than theatipaal controls needed
to sustain information security in an organisatiorDperational controls
determine the actions employees must use in omleufficiently protect

information. The effectiveness of information sdgu controls largely

depends on the competency and dependability of pbeple who are

implementing and using them. Management must tewasion for how

information security will be addressed and musibogaedise that something
more than physical controls and hardware and softwsolutions are

necessary to provide a holistic information segusblution. As detailed

earlier in the chapter, the human element is adorehtal component of an
information security solution, which managemenenfoverlooks (Shaurette,
2004, p 650).

Information security has been accomplished once theolicy has been
written

The Corporate Information Security Policy should the foundation for a
comprehensive information security implementatiod aot the ultimate goal.
Information security has not been accomplished aheepolicy has been
written, as it is not enough for senior managent@merely outline the vision
for information security in the Corporate InfornmatiSecurity Policy. Once a

policy has been created, the organisation shoufihbstriving towards the
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vision outlined in the policy. If a Corporate Infioation Security Policy is
written but never implemented or enforced, or i€ tpolicy is enforced
inconsistently, it is almost certainly worse th&nao policy existed at all. As
detailed previously, policies inspire what behaviai acceptable and what
behaviour is unacceptable and it is through promsithat the behaviour is
prescribed. Therefore, as described in ChaptgroB¢ies and procedures
must be decisively implemented in an organisatiobe effective. Over time,
the behaviour prescribed in procedures should becamwvay of life in the
organisation. If employees do not understand tiygortance of acceptable
information security practices, or have the beliedt information is not
significant to the organisation, they may be apathi their information
security practices and procedures. Thereforegsahamunication of the policy
to the employees of an organisation becomes eakdBthaurette, 2004, p
651).

All employees will comply once the policy is publised

However, even once the Corporate Information SgcuPplicy has been
published and communicated to employees, therdilisne guarantee that
they will comply with what is written. It shouldebensured that employees
understand the policy and the part they must playthe protection of
information. Simply publishing the policy will nguarantee that employees
will comply with it. Simply making employees awaiealso not enough —
this will most likely lead to superficial securityn fact, Information Security
Awareness alone could have a negative effect lghierg employees how to
avoid information security in their activities. ftmmation Security Awareness
will be discussed in more detail in Chapter 7isllikely that employees will
find a way to circumvent security measures if tldeynot fully comprehend
the benefits of protecting information. Employeasst be educated about the
Corporate Information Security Policy, and the esponding procedures, in

order for them to fully understand their roles ams$ponsibilities in the
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protection of information. In addition, there mubt motivation for
complying with the policy (Shaurette, 2004, p 652).

These myths represent three of the major areasfafmation security that need to be
addressed in organisations. Firstly, informatienusity cannot be successful with only
physical and technical controls. The human aspkittformation security, as described
previously, must be addressed in an organisati8acondly, even though a Corporate
Information Security Policy may exist on paper nganisations, very often this policy is

never enforced and has no influence in an orgaoisatAnd, thirdly, even if a Corporate

Information Security Policy is published and emgey are made aware of the policy, it
does not mean that employees will adhere to whatitten in the policy.

4.8 Conclusion

In a holistic view, information security should Ize triad of people, process, and
technology. Appropriate technology must be combinwgti management and employee
support to ensure the protection of information.cl@ar Corporate Information Security
Policy, which outlines the vision that senior mag@agnt has for information security,
must be drafted. However, it is not enough forgbkcy just to be created. Through the
policy, employees must begin to understand théeasrand responsibilities towards the
protection of information. It is through underslarg that employees will begin to

incorporate the correct information security preesi into their daily behaviour. Further,
as these information security practices become pérthe everyday activities of

employees, an Information Security Conscious CagoCulture will begin to emerge.

As seen from this chapter, however, senior managgsnencorrect perceptions

concerning information security often hinder theiementation of effective information

security practices in an organisation.

It is imperative that the misconceptions are overecand that senior management’s

attitude towards information security is supportarel that management helps shape the

corporate culture. By cultivating an Informatioacarity Conscious Corporate Culture,
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diligent and security conscious employees can becdhe strongest link in an

organisation’s security infrastructure.

The following chapter will explore the relationsHipat should exist between corporate
culture, corporate governance and information sgcuilhe term Corporate Information
Security Obedience will be defined and the linknen the organisational environments
detailed in Chapter 3 and the Three Levels of CagoCulture will be explored.
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CHAPTER 5

CORPORATE INFORMATION SECURITY
OBEDIENCE

5.1 Introduction

In Chapters 2, 3 and 4, the relationships betwegnotate culture, corporate governance
and information security have been explored. Thee& Levels of Corporate Culture of
which all cultures consist, and the importance déb&r were investigated. The

distribution of power and the three types of powepbrganisations were looked at, as
well as the classifications of culture that coutl found in organisations. The roles of
sub- and counter-cultures in organisations and best to maintain a corporate culture

were also investigated.

Further, the role that senior management shoulg piashaping the culture in its
organisation was explored. The indicators of apomate culture that could be
detrimental to an organisation and the various riggdional environments, which result
from different management styles, were investigatdd addition, the vital role that

corporate policies play in shaping the corporateioel was explored.

Additionally, the management and human dimensiohsnfmrmation security were

examined. The importance of the human factor engtotection of information security
and why information security should become parttioé corporate culture were
highlighted. Management’s role in shaping an Infation Security Conscious Corporate
Culture, and the myths often held by senior managemegarding information security

were also investigated.

The first three sections of this chapter will reate the relationships expressed in

previous chapters between, firstly, corporate caland corporate governance, secondly,
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information security and corporate governance athitdly, corporate culture and
information security. Subsequently, this chaptdl synthesise the three disciplines of
corporate culture, corporate governance and infdomasecurity and define the
relationship that should exist between these thedds to promote the protection of the
information assets of an organisation. This refeghip will be defined as Corporate

Information Security Obedience.

5.2 Relationship between Corporate Culture and Corprate
Governance

As described in Chapter 3, senior management haserative role to play in shaping

the corporate culture of its organisation and grtgadership is required to ensure the

organisation continues to be successful.

Through its corporate governance duties, seniorag@ment must set a clear vision and
strategic direction for the organisation. Thisiams should manifest in the corporate
policies of an organisation. The corporate cultofean organisation should be a key
concern of management when developing the polfcdegs organisation as the culture
will largely influence the response the employeékhave to a policy once approved and
introduced. Further, the main objective of a pglitogether with the consequential
procedures, is to determine the actions and behawabemployees by outlining what
should be and what should not be done in an orgamins However, simply developing
and publishing a policy will not necessarily posty influence the behaviour of
employees and the resulting corporate culture. chnporate governance duties of senior
management, however, should go beyond settingishenvfor an organisation and policy

development.

Management should effectively communicate the wiseind corporate policies to
employees, and even more importantly, lead by el@amgmployees will, most often,
not react to what is preached by senior managerbantather to its attitude and actions.
Thus, if senior management treats corporate psli@ad procedures as ‘window

dressing’ and negligible then employees will ugsuaddopt the same attitude.
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Alternatively, if management stresses the impodaot adhering to corporate policies
employees are more likely to follow corporate pohges and adhere to the correct
behaviour. Therefore, the power to change the\behaof employees, and the resulting
change in corporate culture, lies largely in thexdsa of senior management. The
relationship that should exist between corporateegtance and corporate culture is

represented in Figure 5.1.

Corporate
Governance

anagement
Behaviour /

Corporate
Culture

Figure 5.1: The relationship between corporate gogece and corporate culture

Figure 5.1 illustrates that it is through seniomagement’s corporate governance duty of
directing that the corporate culture should be gedn These management policies must
then be communicated to employees to be truly effec Figure 5.1 further illustrates
that one of the most effective ways that managemantcommunicate the corporate

policies to employees is through its own actions la@haviour.

5.3 Relationship between Information Security and Grporate
Governance

Part of senior management’'s corporate governantesgwas discussed in Chapter 3,
includes both accountability and responsibility fiwe protection of the assets and

reputation of its organisation. Further, seniornagement should ensure that the
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necessary policies and procedures are in placdsirorganisation to guarantee the

protection of assets.

As discussed in Chapter 4, information is oftencdbsd as the lifeblood of an
organisation and is one of the most essential sdfeiny organisation. It follows,
therefore, that one of the most significant corporgovernance duties of senior
management should be the protection of informati@me of the main complaints from
security professionals is the lack of support freemior management when it comes to
ensuring the protection of information. In additi@s seen in Chapter 4, there does seem
to be a close connection between the priority semanagement gives to information
security and the existence of a Corporate Inforomatbecurity Policy. The higher

management’s priority of protecting informatione timore likely a policy will exist.

It is of vital importance that senior managemenmoots to an information security
program in its organisation. One way to demonstsatich commitment is through the
creation and dissemination of a Corporate Inforomaecurity Policy. This policy, and
its procedures, must clearly define what is exgkétem employees in the protection of
information assets. It is imperative that the @oape Information Security Policy makes
senior management’s vision for information securitiear. In addition, senior
management should lead by example in the protectfomformation assets and must
ensure that the resources required are availabléhéo Corporate Information Security
Policy to be implemented. The relationship thabudth exist between information

security and corporate governance is representeajure 5.2.
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Corporate
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Security
Policy

Information
Security

Figure 5.2: The relationship between corporate gogace and information security

Figure 5.2 illustrates that senior management rasi@al role to play in the relationship
between information security and corporate goverean Senior management should
demonstrate its commitment to information secubyysetting a vision for information
security through the Corporate Information Secumglicy. This policy must be
effectively communicated to employees and managesteruld demonstrate the correct

behaviour outlined in the policy.

5.4 Relationship between Corporate Culture and Infomation
Security

As highlighted in Chapter 4, employees are repdatadgled out as the weakest link in
many information security environments. Furthelmast all information security
solutions rely on the human element to a large nextbut the human factor of
information security is often left unaddressed. pioyees are often unaware of their
responsibilities towards the protection of inforioat assets and, as such, a security
vulnerability is created. However, employees must only be aware of the need to

protect information assets, but they must be abldutly comprehend their role in
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information security. Employees who do not fullpderstand their roles are often
indifferent to information security and may negléwtir security responsibilities as they
do not realise the importance thereof.

The corporate culture of an organisation, as desdrin Chapter 2, is largely responsible
for the actions and behaviour of employees. Furtit is the actions and behaviour of
employees that are often the weakest link in infdfam security, it follows that

information security should become part of the wayployees conduct their daily
activities. As pointed out in Chapter 3, an orgation’s corporate policies largely
influence the behaviour of employees. As it is ith@rrect behaviour and actions of
employees that are often an issue in protectingramhtion assets, a Corporate
Information Security Policy should be developed itdluence the behaviour of

employees.

Therefore, in order to be truly effective, informoat security must become part of the
corporate culture of an organisation. Diligentd gsroperly educated, employees can
then become one of the strongest links in an inddion security environment. The

resultant relationship that should exist betweapa@te culture and information security
is represented in Figure 5.3.

_ Corporate
Information Information Corporate

Security Security Culture
Policy

Figure 5.3: The relationship between informatioolg#ty and corporate culture
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Figure 5.3 illustrates that in order to build acessful and effective relationship between
information security and corporate culture, a Coap® Information Security Policy must
be created to serve as the foundation. The Cagptméormation Security Policy, and its
resulting procedures, should be used to stiputaeactions and behaviour required of

employees to successfully protect information asset

5.5 Relationship between Corporate Culture, Corporte Governance
and Information Security

In Chapters 2, 3 and 4 the three fields of corgortiture, corporate governance and
information security have been studied. The previsections of this chapter, explored
the relationships between corporate governance iafwimation security, corporate
governance and corporate culture, and informatemuisty and corporate culture. All of
these relationships were represented through fsgur@revious sections. These figures
can be combined into one integrated figure thatesgnts all relationships between the

three fields, as detailed in this chapter. Thimlmation is represented by Figure 5.4.

Corporate
Governance

Information
Security

Corporate
Culture

Figure 5.4: The relationships between corporateune, corporate governance and
information security
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The relationship that should exist between inforamat security and corporate
governance, represented by ‘A’ in Figure 5.4, isthiescribed by the following quote
from Michael Cangemi, President of the Etienne AmgGroup Inc. He states, “The
information possessed by an organisation is amisngast valuable assets and is critical
to its success. The Board of Directors, which isimdtely accountable for the
organisation's success, is therefore responsibléh&protection of its information. The
protection of this information can be achieved othlyough effective management and
assured only through effective board oversight” (®a2000, online). This highlights
that there should be a very strong relationshigveen the fields of information security

and corporate governance.

As explained in Chapter 4, information securityften seen as an overhead, and not as
an investment. The senior management of an org@mstends to view information
security as a technical problem that the Infornmafl@echnology department should be
concerned with. However, the information that desion an organisation’s systems is
owned by the organisation as a whole, not the Ihagar. Therefore, it is the senior
management of organisations that needs to direet approach to protecting the

information.

Senior management must provide clear directive® a&xactly what it expects from its
employees as far as information security is coremerrEmployees require guidelines and
direction for information security practices to phaheir behaviour and actions. The
Corporate Information Security Policy can addresthlihese issues. Thus, one of the
best ways to develop the relationship between inébion security and corporate
governance is for senior management to implemedt srstain information security

practices through the Corporate Information Segirdlicy.
The relationship, represented by ‘B’ in Figure Sdpresents the relationship between

information security and corporate culture. Whevestigating information security, it is

often seen that the procedures employees use iinday work and their behaviour
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represents the weakest link in information securilty addition, it has been pointed out
that the corporate culture of an organisation, targe extent, determines the behaviour
and actions of employees. Therefore, the corpanaitere in an organisation should be
used to influence the behaviour of the employe&gtds information security in a
positive way. Understanding the corporate culiaréerms of information security is
crucial, and assessing employees’ awareness andnitment determines the best
method for the implementation and distribution loé tCorporate Information Security

Policy.

The Corporate Information Security Policy, and Hesg procedures, should outline the
behaviour expected from employees with regard tiegting information. Employees
must adhere to this acceptable behaviour, whichildithen begin shaping the corporate
culture into one that is more security conscioSCorporate Information Security Policy
should assist in cultivating a corporate culturewinich the actions and behaviour of
employees are in line with the policy. Therefoas, information security is highly
dependent on the behaviour of the users of infdomathe behaviour should preferably
be instilled through corporate culture to ensued #tceptable behaviour becomesdbe

factobehaviour of the employees.

The relationship between corporate governance argbrate culture is represented by
‘C’ in Figure 5.4. This relationship should be owbkere senior management creates
general management policies using effective cotpogmvernance strategies. These
policies should play a primary role in shaping thd@ture in the organisation by
specifying the acceptable and unacceptable behavimu the employees. These
guidelines are crucial in cultivating a beneficarporate culture for an organisation.
However, the culture in an organisation is not aeiteed solely by what management
stipulates in the policies, but rather by the exianspt by management.

Therefore, the behaviour senior management acéepte organisation should be the

behaviour reflected in its corporate policies. Pldicies created by senior management
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should influence and, ultimately, alter the behawiof the employees in an organisation

and should, therefore, start to change the corpa@ture in that organisation.

The relationship represented by ‘D’ in Figure Segresents the incorporation of all three
fields of corporate governance, information seguahd corporate culture. Corporate
culture, to a large extent, determines the actams$ behaviour of the employees of an
organisation. As seen in Chapter 3, the powerhimnge the corporate culture of an
organisation resides, to a large extent, with sem@anagement. Therefore, senior
management should be able to influence the behawiduthe employees in the
organisation into behaviour that will benefit theyanisation. As it is the behaviour of
employees that is often the weakest link in infdiora security practices, senior
management should be able to influence the behawibemployees into behaviour that
will promote proper information security practicdsdeally, to protect information, thae
facto behaviour of employees should reflect the desirprbtect information. In other
words, thesharedtacit assumptiondevel of culture, which influences ttetifacts level

of culture, should be aligned with tespousedalueslevel of corporate culture. If the
alignment of the Three Levels of Corporate Cultties been achieved, where the
espoused valuad senior management are reflected in bothstiered tacit assumptions
of employees, and their resultant behaviour atttiéacts level, then &5oal Consensus
Environmenthas been achieved. The three possible orgamsatenvironments, as
discussed in Chapter 3, and their relation to the@ Levels of Corporate Culture will be

discussed in more detail in the next section.

As discussed previously, to be successful, infolonasecurity needs to become part of
the way the employees conduct their daily taskemfrsenior management, right
throughout the entire organisation. Thereforepnmiation security should become an
intricate part of the corporate culture of the migation, as it is the culture that
determines how employees conduct their daily tasKsis relationship should represent
the situation whereby senior management’s visionte protection of information in the

organisation is conveyed through the Corporaterin&tion Security Policy. This policy

should be drafted, advocated and implemented ih augay that it positively influences
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the corporate culture with regard to informatioowsédy. The related procedures of the
policy must outline the behaviour that employeesusth adhere to in protecting
information assets. Further, as information ségus highly dependent on the correct
behaviour of users, the corporate culture shouidritiute towards changing tlike facto
behaviour of employees to ensure this behavioundeed what senior management

envisaged as acceptable behaviour.

The relationship between corporate culture, comgorgovernance and information

security, represented by ‘D’ in Figure 5.4, candmeompassed by the term ‘Corporate
Information Security Obedience’. In assessingdbeeptability of the term ‘Corporate

Information Security Obedience’, several peopleregged concern over the negative
implications of the term ‘obedience’. The viewtlist when using the term ‘obedience’,
a ‘master/slave’ relationship exists, where empésyeould be forced to submit to the
authority of senior management. This, howevemas the case, as is detailed in the

following paragraphs.

Obedience is defined as “compliance with that whishrequired by authority”
(Dictionary.com, 2003, online). The authority st case is the senior management of
the organisation, striving towards effective cogiergovernance. Senior management
should create a Corporate Information Securitydydid outline exactly what employees
should comply with. Another definition is, “words actions denoting submission to
authority” (Dictionary.com, 2003, online). Thesends or actions translate into the
practices and behaviour of employees, which semanagement should have deemed
acceptable or unacceptable. As detailed previpubly practices and behaviour of

employees are, to a large extent, determined bgdhmorate culture in an organisation.

Therefore, by using the term ‘Corporate InformatiBecurity Obedience’, it binds
together all three fields of corporate culture, povate governance and information
security. The term does this by stating that ttioas of the employees must comply
with that which is required by senior managementemms of information security.

‘Corporate Information Security Obedience’ is notmething that should be forced on
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the employees of an organisation, but should rdibeome part of the overall corporate
culture. Therefore, ‘Corporate Information SegurDbedience’ is defined, for the
purpose of this thesis, aglé facto user behaviour complying with the vision of senior
management as defined in the Corporate Informa&exurity Policy”.

It must be highlighted, however, that even thougbrpGrate Information Security
Obedience should become part of the way of lifarirorganisation, it is likely that not all
employees will conform. As in society, there vallvays be employees who ‘operate
outside the rules’. As such, consequences shoxikt ér failure to comply with
information security best practices. However,fagority of employees would adhere to
the correct behaviour as it is part of the corporatlture and not because of

consequences or rewards.

As Corporate Information Security Obedience evolhies an organisation, the
organisational environment, as detailed in Chaptels prone to evolve as well. An
organisation that begins agCaerciveor Utilitarian Environmentshould evolve into one
that is focused oiGoal Consensusn order to become Information Security Obedient.
The next section will explore the organisationaVimnments in relation to the Three

Levels of Corporate Culture.

5.6 Organisational Environments and the Three Leval of Corporate

Culture

The Three Levels of Corporate Culture, as seerhapr 2, range from explicit actions
and behaviour at thartifacts level of culture to the invisible beliefs and vadueund at
theshared tacit assumptiorigvel. It is often found that thespoused valueendshared
tacit assumptionsevels of corporate culture are not aligned witle @another. Thus, the
vision of senior management for its organisatiomas being realised. As described in
Chapter 3, generally one of possibly three key remvnents could exist in an
organisation. In th€oerciveEnvironmentmployees feel isolated and seek to leave the
environment if possible. Employees in this envin@mt conduct their daily activities

because it is mandatory, rather than because tiree avith or understand the wishes of
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senior management. Thé#ilitarian Environments one where employees conduct their
daily activities mainly because of an incentivetegsin the organisation. Employees do
not necessarily agree with or understand the wishegnior management, but adhere to
the correct behaviour because of the rewards thityageive. In theGoal Consensus
Environment employees identify with and feel a sense of Igyalbwards the
organisation. Employees share the same beliefsvalugs as senior management and
they fully understand the role they should playha success of the organisation. In the
Goal Consensu&nvironmentsenior management and employees are striving tsathe
same goals. It does not mean that rewards andegoaesces do not exist in this

environment, but that they are not the drivingdaat adhering to correct behaviour.

This section will investigate the possible effdwttan organisational environment could
have on the corporate culture of an organisatibhe three organisational environments

will, therefore, be examined in relation to the @&Levels of Corporate Culture.

Figure 5.5 illustrates th€oerciveandUtilitarian Environmentsnapped onto the Three
Levels of Corporate Culture. It shows that, in @eerciveandUtilitarian Environments

the artifacts level of both management and employees are inurogrce with one
another. In theCoerciveEnvironmentthis indicates that there is stringent management
control and employees adhere to the behaviour fspddy management, or else harsh
corrective action will be taken against them. he Ultilitarian Environmentthis
concurrence indicates that employees will do asagament wishes in return for a
reward. However, as indicated in the Figure $h&,sharedtacit assumptiondevel in
both environments is not aligned at all — the lieliend values of management and
employees are not the same. Without either sttastagement or incentives, the correct

behaviour of employees would fade.

72



Employee RO Management

/ Artifacts ,

/ AY
’ \\ .
) \ Information
AY . .
/) " Security Policy
/
’

./ Espoused Values ™,

\
\
\

/" Shared Tacit Assumptions .

\

; \

’ \
\

Figure 5.5: The coercive and utilitarian environnieand the three levels of corporate
culture

From an information security point of view, in Frgu5.5 the Corporate Information
Security Policy can be positioned at thgpoused valuegvel of the Three Levels of

Corporate Culture and it is situated on the Managgnside. This indicates that the
contents of the policy reflect senior managemeriseon for information security and the
policy is in agreement with what management wisheslowever, the Corporate
Information Security Policy is clearly an autoctathanagement policy, and not at all in

line with the beliefs and values of the employees.

It is vital that employees are in agreement witsirtvork policies, as it is indicated that
productivity and performance in an organisationldoncrease by 30 percent to 40
percent if employees are satisfied with the corormlicies (Schafer, 2003, online).
One of the policies that employees should be ireexgent with is the Corporate
Information Security Policy. If the Corporate Infmation Security Policy is not

supported, evaluated and fully understood by mamagé and employees, the policy is
in danger of remaining a ‘piece of paper. The dfgnto adhering to the Corporate
Information Security Policy should also be hightiggh for employees. If the

environment in which employees work is changing amgbloyees do not keep pace with
the changes around them, they may find themselvethe ‘endangered species’ list
(Charlton, 2000, p 22).
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Figure 5.6: The goal consensus environment andhiee levels of corporate culture

Figure 5.6 illustrates that in th&oal ConsensusEnvironment all three levels of
corporate culture are aligned with one another.is T an ideal corporate culture, in
terms of information security, as the informatiggcgrity vision expressed through the
Corporate Information Security Policy at thespousedvalues level by senior
management is supported by the actions and behagioemployees at thartifacts
level. Further, as thartifactslevel of corporate culture is determined by sharedtacit
assumptiongevel of corporate culture, this would indicatatttheespoused valuesnd
shared tacit assumptionsvels are aligned. In Figure 5.6, the Corpoilafermation
Security Policy is found at the intersection of mg@ment and employees. This indicates
that the beliefs and values of the employees asgieement with senior management’s
vision for information security. A situation of €mrate Information Security
Obedience, therefore, can be observed in an olgams as all three levels of corporate

culture are aligned (Thomson & von Solms, 20054 ) 7

5.7 Conclusion

For information security practices and proceduoesé truly effective in an organisation,

a situation of Corporate Information Security Oleedie should evolve in an organisation

74



and describe the relationship that exists betwéenttiree fields of corporate culture,

corporate governance and information security.

Through this relationship, senior management i lagtountable and responsible for the
information assets in its organisation. As sucloaporate Information Security Policy
should be developed to outline the vision that @emanagement has for information
security in its organisation. As corporate pobgiand the related procedures, influence
and dictate the actions and behaviour of employteesCorporate Information Security
Policy should influence the actions and behaviand underlying beliefs and values, of
employees in the protection of information assets employees’ beliefs towards the
importance of information change and they begimrnderstand their role in protecting
information assets, so too will the corporate geltaf an organisation change into one

that is more information security conscious.

As beliefs and values begin to change, employeésheed to create new knowledge to
accommodate the new beliefs. The following chaptér detail how knowledge is

created in an organisation and organisational legrprocesses. The Modes of
Knowledge Creation, as suggested by Nonaka, andnteeaction between tacit and
explicit knowledge will be detailed. Further, thelationship between the Modes of
Knowledge Creation and the Three Levels of Corgo€atlture, as discussed in Chapter

2, will be examined.
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CHAPTER 6

KNOWLEDGE CREATION

6.1 Introduction

“Knowledge is power”, as stated by Francis BacohjlevConfucius stated that “real
knowledge is to know the extent of one’s ignoran¢€he Quotations Page, 2006,
online). There is constant pressure on any giwpaate culture to change and grow,
and, as such, organisations create and propagatddage on a daily basis. The rapid
creation and circulation of knowledge should beeg &oncern of senior management, as
knowledge can be a source of competitive advarftagerganisations (von Krogh, 1998,
p 133).

As new knowledge is propagated throughout an osgdion, the culture must adapt to
incorporate it. In addition, a key factor in theation of knowledge is to distinguish the
areas in which an organisation is ignorant and takasures to surmount this lack of
knowledge (Schein, 1990, p 116; Argyris & Schorn/&% 9).

In order to survive, organisations must change addpt to the often unpredictable
conditions, both internal and external to it. Eéise to change in an organisation is the
development of both tacit and explicit knowledged d@he interaction between the two.
Explicit knowledge refers to knowledge that is swmmitable in formal, organised
language. Explicit knowledge can be likened todbpoused valudsvel of corporate
culture. Tacit knowledge, on the other hand, hgsesonal quality, which makes it
difficult to formalise and communicate. Tacit knedge drives action, commitment, and
involvement in an organisation. Tacit knowledge d# likened to theshared tacit

assumptiongevel of corporate culture (Nonaka, 1994, p 16).
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This chapter will investigate both tacit and expliknowledge in more detail.

Organisational learning, and the concepts of singled double-loop learning, as
proposed by Argyris and Schon (1978), will be dssmd. Further, the theory of
knowledge creation within organisations will be alled. The Modes of Knowledge
Creation, as proposed by Nonaka, and the concdptoaalization externalization

combination and internalization will be explored. The chapter will conclude by
examining the Modes of Knowledge Creation in relatio the Three Levels of Corporate

Culture.

6.2  Organisational Learning

Organisations are not merely collections of indint, but there is no organisation
without such collections. Likewise, organisatiom@arning is not simply individual

learning, yet organisations learn only through élperience and actions of individuals
(Argyris & Schon, 1978, p 9). Organisational leaghentails both the detection and
correction of error in an organisation. The foliow section will detail concepts of

organisational learning, including single- and detlbop learning.

There are two important concepts relevant to osgdimnal learning that must be
explored. These atbeoryin-useandtheoryof action Organisationatheory-in-uses
derived from the observation of organisational éha&, or, in other words,
organisational decisions and actions. The deasam actions carried out by individuals
are organisational if they are governed by the misgdion’s rules for decisions and
actions (Argyris & Schon, 1978, p 15). Ttmeory-in-useof an organisation is often tacit
and correlates with thgharedtacit assumptiontevel of corporate culture. Alternatively,
theory of actionis reflected in formal corporate documents, suEbrganisation policies
and charts (Argyris & Schon, 1978, p 15)heory of actions often referred to as the
espoused theory of an organisation and correlaiethé espousedvalues level of

corporate culture.
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Every employee in an organisation constructs hisesrown depiction, or image, of the
theory-in-usein an organisation. It is this image that empé&s/eise to understand
themselves in the context of the organisation, #mese images are private to an
employee. However, the continuity and stabilityaof organisation cannot rely on the
employees’ private images. Essential to orgamsati continuity is the public
representation of an organisatiotfgory-in-use which is referred to as organisational
maps. These are the shared descriptions of amisgg@n which employees jointly
construct and use to guide them. Organisationgdsmteave a dual function — they
describe actual patterns of activity, and they guales for future action. Therefore,
organisationatheory-in-use which is largely tacit, is ‘encoded’ in privatmages and
public maps. The public maps of employees in gamisation are often in conflict with
thetheory of action This is essentially the same as the confliceegoused valuesnd
shared tacit assumptionevels of the Three Levels of Corporate Culturegiasussed in
Chapter 2.

The private images and public maps of employees@ménuously modified to adjust to
changing conditions in their environment, and tirisgs about changes in organisational
theory-in-use  The changes in organisation#iheory-in-use are referred to as

organisational learning (Argyris & Schon, 1978,9).1

The two primary methods for organisational learniagge single- and double-loop
learning. Single-loop learning occurs when thesdigdn and corrections of errors allows
an organisation to continue with its current peléciand procedures. Double-loop
learning occurs when the detection and correctioarimrs requires the modification of
an organisation’s policies and procedures. These@arning methods will be explored

in greater detail in the following sub-sections.

6.2.1 Single-loop Learning
With single-loop learning, employees respond tonges in the internal
and external environments of the organisation bgalimg errors or faults

in these environments. These errors can then fseated to maintain the
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central features of the organisatiotiaory-in-use Single-loop learning
is sufficient where error correction can proceed Ilehanging
organisational strategies within a constant fram&wof norms or
assumptions. Single-loop learning is concernediyavith effectiveness.
In other words, how best to achieve existing gaaisl objectives as
specified by existing organisational norms (Argy&ischon, 1978, pp 18,
21). Therefore, single-loop learning ensures thestieg goals and
objectives of an organisation remain intact, wheréae approach to
achieving these goals may need to be modified dirahe single-loop

learning process.

6.2.2 Double-loop learning

There may be cases, however, where error correotiguires a learning
cycle in the organisation in which the organisaiorassumptions
themselves must be changed. In such cases, aedéeddiback loop
connects the detection of error not only to stria®dout to the underlying
norms and assumptions in an organisation. Then@géon may require
a restructuring of its norms and assumptions, dsasea restructuring of
organisational strategies. These new strategied associated
assumptions should be embedded into the imagesapd which encode
the tacit organisationaheory-in-use. Double-loop learning will occur
when differences between the actual and desirddsstae corrected by
first examining and altering the governing variablend then taking
action. These governing variables are not the esmlpeople espouse.
They are the underlying beliefs that can be inférigy observing the
actions of individuals, to drive and guide theiti@aets (Argos Press, 1999,
online; Argyris & Schon, 1978, pp 21-22).

Double-loop learning, however, should not be a wetthat needs to be ‘put into

practice’ in an organisation. It should be partled daily activities of an organisation.

Organisations are continuously creating new knogdedby reconstructing existing
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perspectives and assumptions on a day-to-day bakstefore, the double-loop learning
ability should be ‘built into’ the knowledge creati model of an organisation (Nonaka,
1994, p 19). The following section will discussokriedge and the process of

organisational knowledge creation.

6.3 Theory of Knowledge and Knowledge Creation

To understand knowledge creation, it is necessary have a comprehensive
understanding of the term ‘knowledge’. Knowledgeansidered a personal ‘belief’ and,
equally important, is the ‘justification’ of thatelef. Information and knowledge are
often used interchangeably, but there is a clesatindtion between information and
knowledge. Information is a flow of messages, wiihowledge is created by this flow
of information and manipulated by the commitmend &eliefs of its holder (Nonaka,
1994, p 15).

There are two leading views on knowledge — the naibgst’ and ‘constructionist’
perspectives. The cognitivist perspective seesitiog, or conscience, as a ‘machine’
for information processing and logical reasoninbwo cognitive systems should reach
the same conclusions or representations of an emenbject. ‘Learning’, from the
cognitivist perspective, implies developing inciagty comprehensive representations of
objects and events. In addition, cognitivist knedge is seen as explicit, capable of

being encoded and stored, and easy to transmihé&r(von Krogh, 1998, p 134).

The constructionist perspective sees cognitionnaach of construction or creation, and
not representation. Knowledge resides in a pesdoodly and is closely tied to a person’s
senses and prior experiences. Therefore, indilsdiee the environment from their own
unique viewpoint. However, in an organisation, \ktexige creation is a social process
where more than one employee is involved. Fromctrestructionist perspective, some
knowledge is explicit, but some is tacit, not gaskpressed and is complex to share with
others (von Krogh, 1998, p 134).
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As mentioned previously, at a fundamental levetvidedge is created by employees and
an organisation cannot create knowledge withoutleyses. Employees are constantly
committed to recreating their environment in aceokke with their own perspectives, and
commitment underlies human knowledge creating dietsv Therefore, commitment is a

significant component for encouraging the creatwh new knowledge within an

organisation (Nonaka, 1994, p 17).

There are three factoranter alia, that encourage individual commitment in an
organisation and, ultimately, will lead to knowledgreation. These three factors are
‘intention’, ‘autonomy’ and a certain level of enmhmental ‘fluctuation’. The following

subsections will discuss these three factors.

6.3.1 Intention

Intention is concerned with how individuals shapeirt approach to the
world and try to make sense of their environmentention involves the
process of obtaining information for better addptat to their

environment. The meaning of information differc@cding to what an
individual aims to do with the information. Theve#, without intention,
it would be impossible to judge the value of thi@imation or knowledge
created (Nonaka, 1994, p 17).

6.3.2 Autonomy
Individuals within an organisation may have diff@rententions as every
individual has his or her own personality. By aliog employees to act
autonomously, an organisation is more likely to mtainh greater
flexibility in obtaining and interpreting informatn. Individual autonomy
increases the possibility that individuals will nvate themselves to create

new knowledge (Nonaka, 1994, p 18).
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6.3.3 Fluctuation

While intention is internal to the individual, knteelge creation at the
individual level involves constant interaction witle external world. The
interaction with the external environment oftendedo ‘breakdowns’ in
an individual's perception. A breakdown referstie disruption of an
individual's comfortable, existing ‘state-of-being’ When breakdowns
occur, individuals question the value of habits &etiefs, which might
lead to a realignment of commitments. When emmeydace a
breakdown of their perceptions, they have an oppdst to reassess their
thinking and attitudes (Nonaka, 1994, p 18).

Effective knowledge creation places particular dedsaon the way employees relate to
each other in an organisation. For example, uttarshy behaviour, constant

competition and apathetic, lacklustre attitudesdamger effective sharing of tacit

knowledge. On the other hand, constructive andfhklrelations speed up the

communication process and enable employees to ierepersonal knowledge. Senior
management plays a critical role in revealing tkoibwledge held by employees and
provide the environment for a ‘spiral of knowledgeeation through the Modes of
socialization combination externalization and internalization These four Modes of

Knowledge Creation will be discussed in the subsatsection (von Krogh, 1998, p

136; Nonaka, 1994, p 34).

6.4  Modes of Knowledge Creation

As discussed previously, tacit, or implicit, knoddg is subjective and experience based.
This knowledge is difficult to formalise and comnmate and includes beliefs, attitudes
and intuition, as well as technical skills. Knodde in the tacit form is actionable, or can
be used, by the owner. Tacit knowledge is founith@shared tacit assumptionsvel of
corporate culture and influences titifactslevel. Explicit, or overt, knowledge, on the

other hand, is objective and rational knowledge taa be communicated in words and
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sentences and includes theoretical approachesrabtem solving. Explicit knowledge

is found at theespoused valudsvel of corporate culture (Nonaka, 1994, p 16).

There are four different processes of interactguggested by Nonaka, between tacit
knowledge and explicit knowledge. These four psses are represented in the Modes of
Knowledge Creation, the purpose of which is to tidgnexisting knowledge and
‘convert’ it to new knowledge. These processes dassified associalization

externalizationcombinationandinternalization(Nonaka, 1994, p 18).

6.4.1 Socialization

The key initiator in the process of organisatidawledge creation is the
individual. An individual's knowledge must be bdemed and amplified
to be translated into organisational knowledgeis Pnocess should begin
with socialization Socializationis the process whereby one person’s tacit
knowledge is transferred to tacit knowledge in haotperson through
interaction between these individualsSocializationinvolves capturing
knowledge through direct interaction with individsieboth inside and
outside an organisation, and employees can acdacié knowledge
without language. For example, apprentices worth wheir tutors and
learn skills, not through language, but by obséowatimitation and

practice.

Socializationdepends on having shared experience, and reswdtsjuired
skills and common mental models. The key to ammitacit knowledge
Is experience. Without some form of shared expegeit is extremely
difficult for people to share each others’ thinkipgocesses. Shared
experience facilitates the creation of ‘common pecsives’ which can be
shared by individuals as a part of their respectbhaies of tacit
knowledge. Individuals bring their own perspecsite an organisation,
and this tacit knowledge is converted through cpeelence to form a
common base for understanding (Nonaka, 1994, p1L24).
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6.4.2

6.4.3

6.4.4

Externalization

Once a common, implicit perspective has been forthesugh a shared
experience, the employees need to articulate thespeetive.
Externalizationis the process whereby tacit knowledge is maddicixp
One way to do this is through ‘articulatiowf tacit knowledge by
expressing beliefs and values in words, metaphoamalogies. A second
way is through ‘eliciting and translatintiie tacit knowledge of others into
an understandable form or explicit knowledge. @gale and discussion
are important means for both methods. During scaemmunication,
people share beliefs and can learn how to betteukate their thinking.
Externalizationis a process among individuals within a group (&@n
1994, pp 19, 25).

Internalization

Internalization is the process of understanding and absorbingicgxpl
knowledge into the tacit knowledge held by an indlial. Internalization
is largely practical as explicit knowledge is trfmmeed to tacit through the
actual doing of a task or skill or through simwas. Thenternalization
process transfers organisational explicit knowledgethe individual
employee. This process is often referred to astalization. In other
words, the explicit knowledge created must be atlyzéd into a form that
can be internalized (Nonaka, 1994, p 20).

Combination

Once knowledge has become explicit, it can be fearexd to explicit
knowledge of many through a process Nonaka calabination This
involves the use of social processes to combirferdifit bodies of explicit
knowledge held by individuals. Explicit knowledgan be exchanged,
combined and conveyed in, for example, documendseamail, as well as
through meetings and training. The collection atgsemination of
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relevant information becomes very significant inisthprocess.
Combination should utilise the double-loop learning process of
organisational learning, as double-loop learnimguies the modification
of an organisation’s strategies or policies. Thpskcies areespoused
values or explicit knowledge that must be transferredrotigh
combination to many. Combinationallows knowledge transfer among

groups across organisations (Nonaka, 1994, pp 19-20

The four processes of interaction between tacitexpudicit knowledge are represented in

Figure 6.1.

It shows that theocialization process transfers tacit knowledge to tacit

knowledge. Thexternalizationprocess transfers tacit knowledge to explicit kizage.

The internalization process transfers explicit knowledge to tacit klesge. And the

combinationprocess transfers explicit knowledge to expliciowledge.

Tacit Socialization Externalization
Knowledge

from
Explicit Internalization Combination
Knowledge

Tacit Knowledge 0 Explicit Knowledge

Figure 6.1: Nonaka’'s modes of knowledgation
Source: Nonaka, 1994, p 19

The interaction of the four Modes of Knowledge Giaais encouraged by what Nonaka

terms ‘enablers’ within an organisation. Thesebéra will trigger the knowledge

creation and conversion process within an orgaoisatNonaka identifies five enablers
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for knowledge creation within an organisationision, strategy structure systemand
staff (1997, online).

The first enabler, a knowledggsion is a working premise for knowledge. For example,
Walt Disney’s vision is “continuous progress viaativity, dreams and imagination. No
cynicism allowed”. This vision stimulates ingenuiand knowledge creation. The
second enablerstrategy conceptualises what knowledge to develop. Kndgde
strategy identifies core knowledge and results in efficierew product development.

Knowledgestrategyfocuses on disseminating knowledge.

The third enablersystemis described as networking communities of knowedvhich
include competitors, customers and related indestriThe fourth enabler &ructure
According to Nonaka (1997), there are two formgmfanisations that management must
strike a balance between — fractal organisationlamdaucracy. Fractal organisation is
largely self-organising, flexible and extremely pdatsocializationandexternalization
Bureaucracy has a hierarchy, division of labour aothbinationand internalization
flourish. The final enabler of knowledge creationan organisation istaff Nonaka
stresses the importance of middle management ikribe/ledge creation process. The
role of middle managers is to initiate, support] aomplete the knowledge spiral. They

play the critical role between the vision from tbp, and what the reality is.

While each of the four Modes of Knowledge Creaticem create new knowledge
independently, the success of the model of orgaoisd knowledge creation relies on
the dynamic interaction between the different Modes Knowledge Creation.
Organisational learning, discussed in section &8, be compared iaternalizationand
combination which are just two of the four Modes of Knowleddéreation.
Organisational learning has limited, static impiicas, whereas organisational
knowledge creation is a more dynamic concept. Qsgéional learning is one aspect of
the knowledge creation process within an orgamieati Organisational knowledge
creation focuses on creating both tacit and exf{imowledge and, more significantly, on

the exchange between these types of knowledge ghraaternalization and
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externalization Therefore, while tacit knowledge held by indivads lies at the heart of
the knowledge creation process, realizing the malcbenefits of that knowledge relies
on its externalizationand amplification through dynamic interactionsven all four
Modes of Knowledge Creation (Nonaka, 1994, pp 20, 3

The interactions between tacit and explicit knowkedvill have a tendency to become
more frequent and occur faster as more employeasdraround the organisation become
involved. The process of organisational knowleageation is an infinite, circular

process. Accordingly, organisational knowledgeattom can be viewed as an upward
spiral process, starting at the individual levebving up to the collective or group level,

and then to the organizational level (Nonaka, 199420, 27). It must be noted that this
is a spiral process, not a cycle, because as tgarsiachieved, understanding moves to

deeper and deeper levels.

6.5 Relationship between Modes of Knowledge Creatioand the
Three Levels of Corporate Culture

As discussed in section 6.4, the Modes of Knowledggation detail how knowledge can

be created and converted in organisations throbghirtteraction of tacit and explicit

knowledge. As seen in Chapter 2, the Three Leve(Sorporate Culture also entail the

interaction of tacit and explicit knowledge. Tkisction will explore a comparison of the

Modes of Knowledge Creation and the Three LevelSarporate Culture.

The Three Levels of Corporate Culture aredhédacts espousedaluesandsharedtacit
assumptiongevels. Thesharedtacit assumptiondevel consists of the collective tacit
knowledge of all employees in an organisation. @$moused valudsvel consists of the
values that an organisation states it is suppartinbhese values are articulated in
organisational policies and are, therefore, exjkicowledge. Thartifactslevel consists
of observed, visible behaviour which has its rootghe shared tacit assumptionsf

employees.

87



The first of the Modes of Knowledge Creation is theocess ofsocialization.
Socializationtransfers tacit knowledge from one individual twotner. As this process
only involves tacit knowledgesocialization impacts employees at thehared tacit
assumptiondevel of corporate culture. In terms of corporatdture, socialization as
described in Chapter 2, is necessary to perpetuataporate culture.Socializationin
this context is not only the transfer of implicidwledge among individuals, but it is the

development of the collectivahared tacit assumptionavel of corporate culture.

The second Mode of Knowledge Creaticombination transfers explicit knowledge to
the explicit knowledge of many. The explicit kn@dge orespoused valuesf an
organisation are conveyed to employees through gament policies. Initially these
values will become thespoused valuesf employees before becoming tacit knowledge.
Therefore, thecombinationprocess only involves explicit knowledge as ityomhpacts
the espoused valudsvel of corporate culture. The third Mode of Kviedge Creation,
externalization transfers tacit knowledge to explicit knowledge.s Aoth tacit and
explicit knowledge are utilised, it follows thatetexternalizationprocess involves both
the shared tacit assumptiorsnd espoused valuelevels of corporate culture. When
externalizatiortakes place, tacit knowledge is translated edpoused valuesThe final
Mode of internalization transfers explicit knowledge to tacit knowledg®nce again,
both theshared tacit assumptiodevel and theespoused valudsvel are involved in the
process. Wheinternalizationtakes place, explicit knowledge is translated shared
tacit assumptiontevel of corporate culture. The relationship betwéhe Three Levels

of Corporate Culture and the Modes of Knowledgea@oa is depicted in Figure 6.2.
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Shared Tacit Assumptions Socializatiol

Figure 6.2: Three levels of corporate culture anddes of knowledge creation

As can be seen from Figure 6.8pcialization is solely concerned with the tacit
knowledge at thesharedtacit assumptiondevel of corporate cultureCombination on

the other hand, is concerned purely with éspoused valuesf an organisation. Both
externalizationand internalizationrely on the interaction between tespoused values
level and theshared tacit assumptiorigvel. All of the Modes of Knowledge Creation

are vital in the development of knowledge withinaaganisation.

6.6 Conclusion

Knowledge creation is an essential part of any miggdion and, as such, all organisations
must adapt to changing conditions both in theienmal and external environments.
Without the creation and effective use of new kremgle, organisations would, most
likely, lose their competitive edge. As new knogge is disseminated throughout an
organisation, the corporate culture must change adhapt to this freshly acquired

knowledge.
The four Modes of Knowledge Creation proposed by&ka are the processes used by
organisations to create fresh knowledge. The aténgoal for knowledge creation, in the

context of corporate culture, would be for the fiMwdes ofsocialization combination
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externalizationandinternalizationto result in all employees sharing the saspoused
values or explicit knowledge, which aligns with the takhowledge at thehared tacit
assumptiongevel. It must be emphasised that knowledge aeas a spiral process that

leads to a deeper understanding of the knowledgents been created or shared.

As employees create new knowledge and learn ndlg sidated to information security
they will progress through the four stages of th&rmation Security Competence
Maturity Model. The next chapter will explore thodel, as well as the Information
Security Awareness Training and Education Programs needed to move employees

through the four stages.
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CHAPTER 7

THE INFORMATION SECURITY COMPETENCE
MATURITY MODEL

7.1 Introduction

“An education isn’t how much you have committedhtemory, or even how much you
know. It's being able to differentiate between whau do know and what you don't”.

This quote from Anatole France underlines a keyofaim the learning or education of a
new skill or task (The Quotations Page, 2006, @)lin A person should become
conscious of what they do not know, and only than be or she begin the learning
process. In other words, once people become awofaifee need for certain skills that

they do not possess, the learning process istettia

However, in terms of information security, awarenas simply not enough. As
discussed in Chapter 4, by only making employeearawf information security
practices, and not affording them a deeper compsebe of information security,
employees may find ways of evading their informatisecurity responsibilities.
Employees will take the ‘path of least resistante’getting their jobs done, without
appreciating the consequences for information ssgcuiWhen asking employees to do
something different and develop new skills andtwatgs, the focus should be on the
people themselves and their learning experiencéschnology should be an adjunct
(Charlton, 2000, p 7).

This chapter will begin by detailing Information cBeity Awareness Training and
EducationPrograms. The significance of using all threegPams in an organisation to
emphasise the importance of information securityl promote understanding, will also
be highlighted. The Conscious Competence Learkiatyix, which describes the natural
progression of people in learning a new skill, i explored in detail.
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Following this, an Information Security Competeriaturity Model will be proposed.
This Model will encompass the learning stages émaployees of an organisation should
progress through in order to learn information sigiskills and practices, as well as
how employees should move from Stage to Stage rgatti Corporate Information

Security Obedience.

7.2  Information Security Awareness, Training and Elucation

As discussed in Chapter 4, the protection of infitiom assets through information
security practices is essential for the well-bedfigan organisation. There is a necessity
for a Corporate Information Security Policy, ané #ssociated procedures, to detail the
vision for information security and the expectedhdagour required to ensure the
confidentiality, integrity and availability of infmation assets. It is the responsibility of
senior management to ensure that this policy igceffely communicated to all
employees throughout the organisation. As a fotimlafor this communication, an
Information SecurityAwarenesdProgram is required. Many organisations disregard
Awarenes$rogram altogether. However, an Information Secéwarenes$rogram is
an essential requirement to help mitigate sectmigaches (Mitnick & Simon, 2002, p
286). This section will investigate not only Infioation SecurityAwareness but

Information Securitylraining andEducationas well.

Some authorities propose that 40 per cent of amnisgtion’s overall information
security budget be targeted to making employeeseawnfaithe role they should play in
protecting information assets (Mitnick & Simon, 20@ 246). However, developing and
circulating a Corporate Information Security Polioy directing employees to an intranet
page that details security procedures will, alora, diminish the threats to information
assets. An Information Securiwareness€Program is necessary. The purpose of an
Information SecurityAwarenessProgram should be to focus employees’ attention on
information security. Through an Information SetguAwarenessrogram employees

usually play a passive role as they are the ratipief information and knowledge, and
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they should learn to recognise threats to inforomtssets. The central goal of any
Information SecurityAwarenessProgram is to influence employees to change their
beliefs and attitudes at tishared tacit assumptionisvel (and eventually their actions at
the artifacts level) by convincing all employees that they arspomsible for the
protection of information assets (Mitnick & Simo20Q02, p 249; National Institute of

Science and Technology Special Publication 80Qr268, p 15).

An Information SecurityAwarenessProgram should be designed bearing in mind that
employees will most likely have a fairly short atien span and often ‘tune out’ the
knowledge that is being given to them through acess called acclimation. In other
words, if the same stimulus is used repeatedlyotivey a concept, employees are prone
to ignore the stimulus. Furthermore, it is oftenrid that learning through #wareness
Program is immediate, short-term and specific ahd karning objectives of an
Information SecurityAwarenes$’rogram should be recognition and retention. Eptam

of Information SecurityAwarenesscomponents are awareness presentations, videos,
posters and inspirational information security alog) (National Institute of Science and
Technology Special Publication 800-16, 1998, pplB),

While Awarenessrelies on reaching a wide range of people, Infdiona Security
Training is more formal. Information Securityraining has the goal of building
knowledge and the necessary skills for employeesuttwessfully protect information
assets. Organisations cannot protect the confaliyt integrity and availability of
information without ensuring that all employees arstand their roles and
responsibilities and are sufficiently trained tafpem them (National Institute of Science
and Technology Special Publication 800-16, 19985p

Through an Information Securityfraining Program employees should gain the
knowledge about how to defend against attacks famnration assets, for example from
social engineers, and employees should developpgpeopriate skills necessary for the
protection of information assets. Further, whiles tkknowledge is important, it will only

be effective if thelraining focuses greatly on encouraging and motivating eygas to
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use that knowledge (National Institute of Scienod dechnology Special Publication
800-16, 1998, p 16; Mitnick & Simon, 2002, p 250).

As a minimum, all employees should receive baliaining in information security
practices. The National Institute of Science aedhhology (NIST) (1998) recommends
three levels offraining: Beginning, Intermediate and Advanced, with eastel linked to
the roles and responsibilities of the employeeseréfore, Training should be tailored
based on job responsibilities and needs (pp 5,488, Further to this, Information
Security Training needs to be relevant to the job functions andsrigkthe employees.
Training should not be a ‘do not do this’ program. Therde@ay objectives of an
Information Security Training Program should be skills to support the Corporate
Information Security Policy. Training should promote the Corporate Information
Security Policy, and procedures, but, in additibraining should be an activity designed
to instill a concept of best practice and undexditag in employees. The organisation
can consider the Program successful if all empleyeepleting th@ raining are entirely
convinced and motivated by one fundamental belieft information security is part of
their responsibilities and that they have the skl fulfill these responsibilities (National
Institute of Science and Technology Special Pubboa800-16, 1998, p 16; Mitnick &
Simon, 2002, p 250).

Once employees have acquired the necessary informatecurity skills through
Training, they should move on to an Information SecuBucationProgram. This
EducationProgram should enhance the insight of employee®s aghy the skills they
learnt through theTraining Program are necessary. The learning objectivearof
Information Security Education Program is a comprehensive understanding of

information security practices and procedures.

An Information SecuritfeducationProgram is essential for employees to become fully
committed to information security given that, ascdissed in Chapter 4, employees will
not implement rules that they do not fully undemsta The understanding developed in

the Information SecurityAwarenessand Training Programs should be used as a
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foundation to establish an even deeper understgrafimformation security through the
Information SecurityEducation Program. Once people realise the reasons behind
procedures and required behaviour, they will beamoclined to adhere to the correct
behaviour than they would have if they were presgunto a firm set of rules (Henry,
2004, p 666). Together withducation and in order for information security practices t
become part of the daily routine and activitie®eofployeesExperiences necessary for
employees to become comfortable with their newlgured skills. Once employees
become experienced in information security procesluand practices these practices
should become intrinsic to them (National InstitofeScience and Technology Special
Publication 800-16, 1998, p 18).

Information Security Awareness Training, Education and, over time, relevant
Experience are essential programs that employees should rtfweeigh in order to
change their beliefs, attitudes and behaviour pedyjt towards protecting information
assets. As emphasised by Mitnick “If you don’t éawvained and alert employees
following well-thought-out procedures, it's not aatter of if, but when you will lose
valuable information” (2002, p 246).

7.3 Conscious Competence Learning Matrix

The Conscious Competence Learning Matrix detaits ldarning process that people
should go through whenever a new skill is leardftr the purposes of this research, the
Conscious Competence Learning Matrix will detad tharning process of employees in
an organisation. Whenever a new skill or behavisuearnt by employees, they move
through certain phases or stages in mastering lihage; referred to as the Conscious
Competence Learning Matrix. The Stages ldreonscious Incompetenc€onscious
IncompetenceConscious Competenead Unconscious Competen¢€harlton, 2000, p
7; Chapman, 2001, online). This section will detae progression of employees through

these four Stages as they adapt to change.

Stage 1 of the Conscious Competence Learning Migttixaconscious Incompetencét

this Stage, employees are not aware of the existencelevance of a skill set. More
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importantly, employees are not aware of the netye&si them to master that skill set and
often deny the usefulness of the skills. In ofderany learning to take place, employees
must become conscious of their deficiency in skitleally, through the demonstration of
the skill set.

Once employees are conscious of the skills neeiiheg, can progress to Stage 2, or
Conscious IncompetenceHowever, even though employees are aware ofskiles
needed, they still do not know how to implementsthekills. Preferably at this Stage,
employees should have an idea of the extent of tediciency in the relevant skill and

the employee must make a commitment to learningéweskill to progress to Stage 3.

Stage 3 of the MatrixConscious Competences reached when employees can perform
the relevant skills without assistance. Howeuse,gkills are not yet second-nature to the
employees and require concentration to performtéis&s reliably. In due course, as
employees practice and become more experienceukese tskills, they will progress to
Stage 4 of the Matrix.

Unconscious Competenc8tage 4, is the ultimate Stage in the Consciouspggtence
Learning Matrix. At this Stage, employees haveobse so comfortable and experienced
in the particular skills that the skills enter th@bconscious thinking of employees and
become second-nature to them. It is very likelgttthaving reachednconscious
Competencyemployees may find it difficult to teach othehe tskills as the skills have

become mostly instinctual.

The Conscious Competence Learning Matrix can b#ield using an everyday example.
Any person wishing to learn how to drive a motohiete will have to progress through
the learning stages as described by the Conscioogp€&ence Learning Matrix. In the
beginning, the person is unaware of the skills ireglufor driving a motor vehicle (Stage
1). In addition, the person is not aware of theeptable behaviour required when
adhering to the rules of the road. Once the pelsms studied for and passed the

Learner’s Driving Licence test, he/she has the hdx®hind driving a motor vehicle.
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The person has progressed to Stage 2 as he/sh&nmwve what skills are required to
drive a motor vehicle and the rules of the roacbwelver, the theory of the road is not

enough as the person still does not possess tierskjuired for driving a motor vehicle.

In order to do so, the person should attend driv@sgons, or be taught by someone, to
learn the skills essential for driving a motor \@bi Once these skills have been
developed, the person is now capable of drivingaomvehicle, but the person still

requires a great deal of concentration and drivenpy no means habitual (Stage 3).
Over time, however, as the person drives reguldmgomes comfortable and develops
into an experienced driver, the skills requiredl,wdrgely, become automatic and the
person will no longer require such intense conegiaim in driving a motor vehicle as in

the beginning. The person will have progressatiedinal learning stage, Stage 4, in the

Conscious Competence Learning Matrix.

7.4 Information Security Competence Maturity Model

Chapter 5 detailed the concept of Corporate InftionaSecurity Obedience and why it
should be strived for in an organisation. Sectib8 detailed the requirement for
Information Security Awareness Training and Education Programs necessary in
organisations for employees to learn and understafamation security practices.
Section 7.3 described the generally accepted CaumsdaCompetence Maturity Matrix,
detailing the Stages people go through in ordeietcelop a new skill or behaviour. This
section will combine the concepts from the threetigas into the Information Security

Competence Maturity Model.

As detailed in Chapter 4, employees often misguydeelieve that information assets are
being taken care of and protected by firewalls atietr physical and technical controls.
They do not acknowledge or understand the role gieyuld be playing in information
security. As a result, when it comes to informat&ecurity procedures and practices,
most employees are incompetent and unskilled. €fbe, these employees are at Stage

1, orUnconscious Incompeten&tage, of the Information Security Competence kigtu
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Model. At Stage 1, employees are unaware of tlesiponsibilities towards protecting
information assets and are ignorant of the skillseded to successfully execute
information security practices. Employees at thiage are oblivious to the need for
information security practices in the organisatiorheir behaviour could, consequently,
be conflicting with what is needed for the protestof information assets without them

even realising.

As seen in a previous section, an Information SgcéwarenesProgram is necessary
to focus the attention of the organisation on infation security. AnAwareness
Program should broadcast to all employees, mostvladm are at thdJnconscious
IncompetenceStage, the importance of information assets. Thsicbbeliefs of
employees towards information should be positivalered and the main aim of the
Program should be to ensure employees are femeheir desire to protect information

assets.

Once employees have successfully completed an nhafiton Security Awareness
Program they should, at least, be aware of thé&ramation security responsibilities. The
espoused valuelevel of corporate culture has been impacted asctieents of the
Corporate Information Security Policy, and relafgdcedures, have now been made
known to employees. Once employees can acknowlddgehey have a role to play in
protecting information assets, they move to @mnscious Incompetenc&tage of the
Information Security Competence Maturity Model. #is Stage, employees should
understand the importance of information asseteg¢mrganisation and how information
security benefits the entire organisation. Empésyeealise what is required of them, but,
as yet, do not have the skills necessary to etffelgtiprotect information assets and are,

therefore, still incompetent.

In order for employees to acquire these skillsisinecessary for them to attend an
Information SecurityTraining Program. As detailed in a previous section, mpkyees
should receive a basic level @taining in information security skills and practices.

Further to this basicTraining, employees should receive additionafaining, if
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necessary, that is customised specifically to thelr responsibilities. Through an
Information SecurityTraining Program, employees should learn how to most effgt
protect information assets and recognise potenthatats. Through thdraining
Program, the correct information security practi@gions and behaviour of employees,
which should be observed at theifacts level of corporate culture, will be shaped. As a
result of theTraining Program, employees should progress to Stage tsedhformation

Security Competence Maturity Model.

Stage 3 of the Model i€onscious CompetenceéAt this Stage, employees have gained
the crucial skills for information security pract& The employees are fully aware of
what is desired from them in terms of informatioecwity and can complete any
information security tasks assigned to them. Hauethe completion of these tasks
requires a conscious effort on the part of the eyg#s. The information security
practices demand a high degree of concentratidre taccomplished and they are by no
means second-nature to employees. Furthermagendt uncommon for employees to
be forgetful or negligent about things that seempperal to getting their jobs done.
Therefore, even though employees know and undetstduat is expected of them they
need to be reminded over and over again, in diffeveays, about their information
security responsibilities (Mitnick & Simon, 2002, p04). Therefore, the correct
information security practices and procedures arplace in the organisation, but they

are not part of the corporate culture as yet.

For the corporate culture of an organisation toirbeég evolve and for employees to
progress from Stage 3 to Stage 4 of the Modelnabatation of techniques can be used.
An Information SecuritfeducationProgram, as discussed previously, will be effectiv
achievingUnconscious Competencd-or employees to gain a deeper understanding of
why information security is so vital to an organiga they should take part in an
Information SecurityfeducationProgram which will address tlsbared tacit assumptions
level of corporate culture. Information Seculigtucationprovides insight to employees

about the intricacy of information security praesand their responsibilities.
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However, an Information SecuriducationProgram alone is not enough. In addition to
an Information Securitfeducation Program, positive reinforcement could help in the
advancement of employees from Stage 3 to StagRelnforcement should be used as
validation that employees are performing the cdrieformation security practices.
These reinforcements or incentives that are useabtovate employees do not have to be
financial.  Positive reinforcement is widely used behaviour modification in
organisations, and it has been found that praidesanial reinforcers are more common,
and effective, than financial reinforcers (Arnoldpoper & Robertson, 1998, p 232).
Employees will only be able to justifiably advartoeStage 4{Jnconscious Competence
when they can innately apply the information sdguskills and procedures they have
learnt. Therefore, the employees, through Inforoma$ecurityAwarenessTraining and
Education should aim to reach Stage 4. Employees showd the Unconsciously
Competentn the significant information security practioghich support the information

security vision of senior management.

However, the ultimate goal should be for Corpoiatermation Security Obedience to
be evident in an organisation. As the informaseurity practices learnt by employees
support the information security vision of senioamagement, they should become part
of the de factoemployee behaviour and, therefore, ultimately pdrthe corporate
culture. Over time, through thExperienceof performing the information security
practices continuously, these information secupitsictices will becomele factoand
employees will advance to Corporate Information Usige Obedience through the

Experiencehey have gained.
The progression of employees from StagaJticonscioudsncompetenceto Corporate

Information Security Obedience is depicted in théodmation Security Competence
Maturity Model in Figure 7.1.
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Figure 7.1: Information security competence matunitodel

The majority of employees, having no informatioiséy knowledge, or skills, will be
positioned at Stage 1, dinconscious Incompetencés depicted in Figure 7.1, in order
for employees to advance to Stage 2 of the Moddnh&ormation SecurityAwareness
Program is required which will affect thespoused valuekevel of corporate culture.
Through this, employees will be made conscioushefimportance of information and

what will be required from them.
Once employees have completed an Information SgcAwarenessProgram, and are

conscious of their information security respondiet, they move to Stage €ponscious

Incompetence Employees are now conscious of what is expetitmuh them in the
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protection of information, but do not, as yet, héive skills to do so. For employees to
move to the next Stage in the Model, they will heweomplete an Information Security
Training Program. Through this Program, employees willtéeght the information
security skills and practices necessary in thdmsjand these skills and practices will
impact theartifacts level of culture. Employees will, therefore, be@rompetent in

information security practices and will advancé&tage 3 oConscious Competence

Employees at Stage 3 possess the essential skdtded for the successful protection of
information assets. Applying these skills, thousfii| requires a conscious effort on the
part of the employee and the skills have not becqag of the daily routine of
employees. For the skills to become part of th#y dautines and, eventually, the
corporate culture of an organisation, an Informat@curityEducationProgram must be
attended by employees. It is through the deepdenstanding gained in tHeducation
Program that employees will begin to follow infortioa security practices in their
everyday tasks as this deeper understanding williftmehe shared tacit assumptioref
employees. Eventually, once employees have gaswficient Experiencein the
information security practices, they will move tta@e 4 orUnconscious Competence
Further, as more and more employees becomsonsciously Competente corporate

culture will evolve into one that tends to be Imh@tion Security Obedient.

If a corporate culture has become Information SgcuDbedient, it follows that
employees and management, through their attituddscarrect behaviour, are working
towards the information security vision of seniommagement, as outlined in the
Corporate Information Security Policy. At tlespoused valuekevel, the Corporate
Information Security Policy, and related procedurestablishes the actions and
behaviour required from employees. This behavisureflected at theartifacts level,
which in turn results from the collective beliefsthe shared tacit assumptiorisvel.
Therefore, thartifacts espoused valueendshared tacit assumptionsvels of corporate
culture are in alignment with one another. Furtherll Three Levels of Corporate
Culture are aligned it indicates that Goal Conssnas seen in Chapter 5, has been

achieved in an organisation.
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7.5 Conclusion

The primary focus of any employee in an organisaigsogetting the job done. Therefore,
if seemingly irrelevant tasks and responsibiliteggpear to be hindering employees as
they conduct their daily tasks, they could very vebk for ways to circumvent these
‘irrelevant’ tasks. Too often employees believattlirewalls, and other technical
controls, are handling the protection of informat@nd that they do not have a role to
play or their role is negligible. Employees mu&t made to fully appreciate and
understand the complexities involved in protectinfprmation assets, as physical and

technical controls alone are not enough.

This appreciation and understanding should be aeti¢hrough Information Security
AwarenessTraining and EducationPrograms in an organisation. All employees need
the foundation of an Information SecuriBwarenessProgram, but learning must go
beyond that. Employees should receive Informa8enurityTraining that is relevant to
their particular jobs. The information securityillsklearned must be incorporated into
the everyday tasks of employees over time. Ornbkeomost effective ways to ensure that
this can be achieved is for all employees to gough an Information Securitgducation
program to gain a comprehensive understanding @ir tiinformation security
responsibilities.

Over time, as the employees become accustomeditexgrerienced in the skills learned
through Information Securityraining andEducation these skills will become the norm
and part of daily activities. These skills and tiedaviour of employees should be in line
with the information security vision of senior mgeaent. As such, Corporate
Information Security Obedience will most probablyave been achieved in an

organisation.

The following chapter will merge the Three LevefsGorporate Culture, discussed in

Chapter 2, Corporate Information Security Obediedizussed in Chapter 5, the Modes

103



of Knowledge Creation, discussed in Chapter 6, dhd Information Security
Competence Maturity Model, discussed in this chraptdéo the Model for Information
Security Shared Tacit Espoused Values (MISSTEV).

104



CHAPTER 8

THE MODEL FOR INFORMATION SECURITY
SHARED TACIT ESPOUSED VALUES (MISSTEV)

8.1 Introduction

As highlighted in previous chapters, one of thevakent problems facing the success of
information security practices in organisationghe incorrect behaviour and apathy of
employees towards information security. In a CivercEnvironment, employees’

behaviour can be modified through consequences imana Utilitarian Environment

through incentives. In other words, incorrect hatwar is punished and correct
behaviour is rewarded in the respective EnvironsientHowever, rewards and
consequences alone will only change the overt betawf employees and, if these

incentives and consequences are withheld, employdlesore than likely regress.

In order to have a lasting impact on the behavadugmployees, it is vital that the root
cause of the incorrect behaviour is identified amodified. As observed in the Three
Levels of Corporate Culture, it is the underlyingliéfs and values of employees at the
shared tacit assumptiorievel that indirectly impacts on the behaviourewhployees.

Therefore, it is necessary that the tacit knowleftgend at this level is addressed and
modified to reflect the behaviour outlined in thesultant procedures of the Corporate
Information Security Policy. In this way, the cect information security behaviour will

become part of an Information Security ConsciougGiate Culture.

As emphasised in previous chapters, however, chgngicit knowledge at thghared
tacit assumptiondevel and, ultimately, the corporate culture, igenf an extremely
complex task. This is because changing the cotpardture requires unlearning beliefs

and assumptions and learning new ones. Corpotdtere is one of the most stable
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aspects of an organisation and employees must llyenfiotivated and understand the

need for change in the organisation.

This chapter will outline the four essential builigiblocks necessary in the creation of an
Information Security Conscious Corporate Culturdhese building blocks will be
integrated to create the Model for Information S#gBShared Tacit Espoused Values or
MISSTEV. These building blocks include the Threevéls of Corporate Culture, the
Information Security Competence Maturity Model, thi@des of Knowledge Creation
and Corporate Information Security Obedience, &llwbich have been discussed in
previous chapters. These four building blocks Wwél merged together into MISSTEV
which will illustrate the evolution of a corporatulture where information security

practices and procedures are evident.

8.2  First Component of MISSTEV: Three Levels of Crporate
Culture
As detailed in Chapter 2, the Three Levelsdifacts espoused valueendshared tacit
assumptionsre intertwined to form the basis of corporatdurel Corporate culture is,
to a large extent, the essence of an organisatidmat something that an organisation
can own. Corporate culture exists in every orgaius, regardless of whether the
management and employees are aware of it. Inabesovhere management is not aware
of the influence of the corporate culture in itgamisation and does nothing to shape it,
the corporate culture, and resultant behavioumgbleyees, is often working against the

best interests of an organisation.

Also described in Chapter 2 were the classificatiari corporate culture, namely;
Creative, Quality, Supportive and Productive, adl ws the likelihood of sub- and
counter-cultures existing within an organisatiddnce again, it must be emphasised that
regardless of the culture classification in an argaion, or whether sub- or counter-
cultures do exist, all corporate cultures consisthe artifacts espoused valueand
shared tacit assumptiongevel. Corporate culture is interwoven throughaan

organisation and many of the essential componédruslture are, in effect, hidden. In an
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attempt to comprehend this multifaceted discipline imperative that the Three Levels
of Corporate Culture are understood. The deepastmost intricate, level of the Three
Levels isshared tacit assumptiondt is at this level that the beliefs, morals aadues of
employees, in relation to work, exist. These liglleave been cultivated over time and
have become generally accepted by all employeesry bften these beliefs are simply
accepted as ‘the way things are done around hattaee not challenged by employees
who are comfortable in their working environmenritlew employees will, most often,
follow the observed behaviour of their co-workersl avill gradually adopt thehared
tacit assumptionsf the group as their own. For that reason, wtteange is attempted
that questions the correctness or validity of thielely held beliefs and values of

employees; it is often met with resistance.

The shared tacit assumptiorisvel indirectly influences thartifacts level of corporate
culture. Of all the levels, thartifacts level is the most straightforward as it consists of
the observed behaviour and actions of the peoplanirorganisation. The behaviour
observed at this level is a result of the entredcheliefs and values that guide the
thinking, and consequent actions, of employeesthodigh the actions of employees at
this level may be clear, the reasons behind theen rent, unless theshared tacit
assumptiongevel of corporate culture is understood. Thewfin order to change the
actions and behaviour of employees, 8i@ared tacit assumptiongvel of corporate

culture must be addressed.

Finally, the espoused valuelevel of corporate culture is expressed, to adaggtent,
through the policies of an organisation. Thesetlagevalues that an organisation is said
to be supporting. A Corporate Information SecuRulicy, and the related procedures,
can be found at this level and the policy wouldlioatthe behaviour expected from
employees in terms of information security. Fradlye however, there are discrepancies
between what is expressed at #spoused valudsvel and what is seen in practice. If
the beliefs and attitude of employees towards médion security are not in agreement

with the espoused information security values & @orporate Information Security
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Policy, then the observed actions and behavioengiloyees towards information assets

will not be in coherence with the wishes of sem@nagement.

When it comes to organisational learning, as desdriin Chapter 6, there are two
concepts relevant to the Three Levels of CorpaCatkure. These artheory-in-useand
theory-of-action Theory-in-usdas developed by observing organisational behavemat
correlates with theshared tacit assumptionkevel. Theory-of-action however, is

reflected in corporate policies and correlates Witespoused valudsvel.

Every employee in an organisation develops hiseorown representation of thleeory-
in-use or tacit knowledge. This representation is avgig image unique to that
employee. However, more important to the orgamieadre the public representations of
the theory-in-usecommon to all employees. These public representatre known as
organisational maps. As seen in Chapter 6, thegansational maps help to guide the
actions and behaviour of employees. Further, gsstvith the conflict that often exists
between theespoused valueand shared tacit assumptiorigvel, so too is there often

conflict between the public organisational mapsmployees and thtbeory-of-action

As seen by the potential discrepancies betweeegspeused valudsvel and theshared
tacit assumptiongevel and the discrepancies between organisatitesry-in-useand
theory-of-action the behaviour and actions of employees atthiéactslevel very often
do not support thespoused valudsund in corporate policies. Further, this is afi¢he
prevalent problems in the protection of informatessets. Very frequently the correct
behaviour, actions and practices espoused in thpoGaie Information Security Policy,
and associated procedures, are not displayed adrtifiécts level of corporate culture.
This indicates that the beliefs of employees towanformation security are not in line
with the vision of information security that senimanagement is promoting through the

Corporate Information Security Policy.

The private images of individual employees and ghblic organisational maps of the

group are constantly adapting to changes in th&iwgrenvironment. Changes in the
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private images and public maps of employees leaa ¢hange in théheory-in-useor
tacit knowledge in an organisation. A change ie theory-in-use is known as
organisational learning. Organisational learniag e compared to theternalization
and combinationprocesses of knowledge creation. The Three Comp@alture Levels
are absolutely essential in addressing the changfirrgcorporate culture and, therefore,
an essential building block in MISSTEV.

8.3 Second Component of MISSTEV: Corporate Informabn
Security Obedience

There are many issues facing the successful impittien of information security into
an organisation. Information security is oftenatesl as an overhead or afterthought
rather than an investment in the protection of ohéhe organisation’s most important
assets. An additional, and arguably the most cexppgroblem facing the successful
implementation of information security in organieas is the behaviour and actions of
employees. Even if the best technical and physcmaitrols are in place in an
organisation to protect the technology, and theormftion it houses, careless or
uneducated employee behaviour can seriously underimformation security. The
corporate culture, to a large extent, is respoasibl the behaviour and actions of
employees. Therefore, the corporate culture ofoayanisation should be altered to

positively influence the behaviour of employeesdads information assets.

The power to change the corporate culture in aarosgtion lies largely with its senior
management. One of the main corporate governaungesdf senior management is that
it must be accountable and responsible for theeptimin of the assets of an organisation.
Further, senior management should set a cleamvisioits organisation and lead through
direction-giving. The direction-giving should beh#&eved through the implementation of
corporate policies. Further, the corporate pati@éan organisation, and the consequent
procedures, should outline the desired behavioquired from all employees in an

organisation for the protection of assets.
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More specifically, the Corporate Information Setufolicy should describe the vision
that senior management has for information securityits organisation. Related
procedures should outline the behaviour requirednfremployees for the successful
protection of information assets. The main aimany policy, whether for information
security or not, is to influence and determine siecis and actions by specifying what
behaviour is acceptable and what behaviour is wmable. Policies and procedures are,
therefore, organisational laws that determine aatd#@ and unacceptable conduct within

the context of the corporate culture

The vision of senior management, as outlined incbrporate policies, may imply that
the existing corporate culture is sufficient andl wbt require change, as the normal
development of the culture will achieve the vismhmanagement. Or else, the vision
may imply that minor, or widespread, change is ssasy to fulfill the vision of senior
management. The desired corporate culture wouldneewhere the vision expressed at
the espousedralueslevel of culture by senior management is suppobgdhe actions
and behaviour of employees determined by $hared tacit assumptionslevel of

corporate culture.

To achieve the information security vision of semoanagement it is often necessary
that the behaviour of employees will have to chalmgeomply with this vision. In order
for this vision to be achieved it is important thiais correct behaviour desired by senior
management becomete factoor second-nature to employees and part of thely da
activities. If the desired information securityhla@iour and actions become second-
nature to employees and part of the corporate reyltthen Corporate Information

Security Obedience will be evident in an organdisati

For Corporate Information Security Obedience toapparent in an organisation, it is
required that thehared tacit assumptiorsvel of corporate culture, or the beliefs and
values of employees, is in line with tlespoused valuelevel of senior management.

This indicates that a Goal Consensus Environmesitlean achieved in an organisation,
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where both management and employees are workingréswthe vision of senior

management.

8.4 Third Component of MISSTEV: Modes of KnowledgeCreation

“The beginning of knowledge is the discovery of stinng we do not understand”. This
quote by Frank Herbert highlights that for knowledgeation to begin, it must first be

discovered what knowledge is lacking (The QuotaiBPage, 2006, online). To maintain
a competitive edge it is necessary for organisatitm create and disseminate new
knowledge on a daily basis. In most organisatibmsinformation security practices to

become part of the daily routine, it is requiredhtthihis new information security

knowledge is created. This new knowledge, pertirteninformation security, will

impact several levels of corporate culture as béllseen in this section.

The new knowledge created is either tacit or ekpknowledge. Tacit knowledge is
difficult to communicate and includes beliefs, tatfies and values. Explicit knowledge,
on the other hand, can be communicated effectivdlge four processes of interaction
between tacit and explicit knowledge are represknte the Modes of Knowledge
Creation.  These processes aeaxternalization socialization combination and

internalization.

Throughexternalizationtacit knowledge is made explicit. Tacit knowledgdound at
the shared tacit assumptiontevel of corporate culture and this tacit knowledg
determines the actions and behaviour of employdérefore, througlexternalization
the beliefs and values that drive behaviour shdweldnade known Externalizationcan

be achieved through the expression of beliefs ahaeg in discussion and dialogues.

Socializationenables the tacit knowledge of an individual tottaamsferred to the tacit
knowledge of another. Knowledge is captured thhodigect interaction and a good deal
of knowledge can be created through observati®ocializationimpacts theshared tacit

assumptiongevel only as it creates tacit knowledge from t&cibwledge. Socialization
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depends on the shared experiences of individualaiild theshared tacit assumptions
level of corporate culture.

Combinationis used for the transfer of explicit knowledgehe explicit knowledge of a
group. Explicit knowledge can be disseminated ughy for example, documents,
policies and e-mails, as well as through meetingS8ombinationimpacts only the
espoused valuekevel of corporate culture and deals with explicitowledge. The
collection of explicit knowledge and the way thablledge is distributed throughout an

organisation is of utmost importance for the sus@sombination

Internalizationis the process individuals use to absorb exgtietiwledge into their own
tacit knowledge. The explicit knowledge is found the espoused valuekevel of
corporate culture and defines the desired behaviequired from employees. For
internalizationto be successful it is necessary for an individoapractice the skills,
tasks or behaviour learnt through the explicit klemlge from thecombinationprocess.

Gradually, explicit knowledge, and the relatedlslkaind tasks, will become tacit.

The Modes of Knowledge Creation are extremely $icamt to the learning process of an
organisation and goes beyond the concept of orgimisl learning. Organisational
learning entails the detection and correction obrein an organisation. Organisational
learning can be compared to théernalizationandcombinationprocesses of the Modes
of Knowledge Creation as it deals chiefly with g@version of explicit knowledge into
organisationaltheory-in-use or tacit knowledge, and explicit knowledge to l&ip
knowledge and, therefore, has limited implicatioie Modes of Knowledge Creation
deal with both tacit and explicit knowledge and thehange between these types of
knowledge.

In order to set the Modes of Knowledge Creation mbtion, a degree of commitment is
necessary from employees. As mentioned in Cha&jtemployees’ commitment to an
organisation plays an important role in encourading creation of new knowledge.

Therefore, in order to change the way things ameda an organisation and to create
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new knowledge requires that employees are commitbethat change. It is vital,
therefore, to encourage employees to be committechformation security in their
organisation. One way to ensure this commitmemmbrisemployees to fully understand
the significance of information security for theyanisation.

Figure 8.1 represents the relationship betweenfitee component of MISSTEV, the
Three Levels of Corporate Culture, and the thirthgonent, the Modes of Knowledge
Creation.

Espoused Values Combinatiol

I " Internalizatiol

Externalizatiol

Shared Tacit Assumptions Socializatiol

Figure 8.1: Three levels of corporate culture anddes of knowledge creation

As can be seen in Figure 8.1, the knowledge creg@tiiocess o€ombinationaffects only
the espoused valudgvel of corporate culture as it deals only wittplecit knowledge.
The processes afiternalizationand externalizationaffect both theespoused valuesnd
shared tacit assumptiorievel of corporate culture as they deal with botplieit and
tacit knowledge. The process sicializationaffects theshared tacit assumptiorisvel

of corporate culture only as it deals with tacioluedge alone.
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8.5 Fourth Component of MISSTEV: Information Security
Competence Maturity Model

In a quote by Abigail Adams she says, “Learningnas attained by chance; it must be
sought for with ardor and attended to with dilige€h¢The Quotations Page, 2006,
online). Employees in an organisation must be ctitachto change in order to learn
new skills and behaviour. As they step through Itifermation Security Competence
Maturity Model, employees should be motivated tacrethe pinnacle of the Maturity
Model. As detailed in Chapter 7, for employeesetirn new skills and behaviour, they
must move through four stages of learnifgnconsciousincompetence Conscious

IncompetenceConsciousCompetenceandUnconsciousCompetence

At Stage 1,Unconscioudncompetenceemployees are unaware of the tasks, skills and
behaviour necessary for the protection of infororatassets. Through an Information
Security AwarenessProgram employees should be made conscious ofalles they
should be playing in information security. At Sta@, Conscious Incompetence
employees are aware of their role in informatiocusigy, but as yet do not know how to
go about protecting information assets. In ordeprogress to Stage 3 of the Maturity
Model, employees must attend an Information Secdiiaining Program. Through this
Program employees will learn the skills and behavicequired of them to protect

information assets.

At Stage 3Conscious Competencemployees now have the skills to be competetiten
protection of information assets. Employees h&eenecessary proficiency to complete
any information security task. However, the cortipte of these tasks still requires a
great deal of concentration. Therefore, even thoegqployees are competent in
information security skills, it is possible thaethmay still be careless or forgetful in the
protection of information assets. This is as alltesf the fact that information security
has not, as yet, become part of the corporatereultin order for this to happen and for
information security to become part of the dailytioe, employees must progress to
Stage 4 of the Information Security Competence kigtuModel, Unconscious

Competence
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An Information SecurityfeducationProgram can be used to assist in the progress$ion o
employees from Stage 3 to Stage 4 of the InformaB8ecurity Competence Maturity
Model. The skills learnt in the Information SetyiTraining Program and reinforced by
the EducationProgram should, by this stage, have become setatuge to employees.

In addition to the Information SecuriducationProgramExperiencewill contribute to
making employees comfortable with the new informatsecurity practices. The more
experienced employees become in the informationrgggractices, the more rapidly
these practices and skills will form part of therpmrate culture of an organisation.
Experiencewill, over time, ensure that Corporate Informati@ecurity Obedience

becomes evident in an organisation.
Figure 8.2 represents the relationship betweenst#wmnd component of MISSTEV,

Corporate Information Security Obedience, and theth component, the Information

Security Competence Maturity Model.
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Figure 8.2: Information security competence matunitodel

As can be seen from Figure 8.2, Corporate Infomnatbecurity Obedience is the
ultimate goal that should be strived for in an migation in terms of information
security. Through Information SecuriwarenessTraining and EducationPrograms,
employees should progress from beidgconsciously Incompetei® Unconsciously
Competentin information security procedures and practice©ver time, through
Experiencethe information security skills and practicestthave become second-nature
to employees will evolve and become part of thergley activities of employees.
Information security has, therefore, become parttleé corporate culture of the

organisation. This behaviour should reflect thesidel behaviour outlined in the
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Corporate Information Security Policy, and relafgdcedures, and will indicate that

Corporate Information Security Obedience has bebireaed.

8.6 The Model for Information Security Shared Tacit Espoused
Values or MISSTEV

The senior management of an organisation, throtgyjlsarporate governance duties, is

responsible and accountable for the protectiomafrganisation’s assets. Information is

one of the most important assets that an orgaorsptissesses. Therefore, it follows that

senior management is responsible and accountabkadagprotection of the information

assets in its organisation.

A common grievance of information security professils is that senior management
does not give the protection of information theopty it deserves. Information security
is most often thought of, by senior managementhadT department’s problem and not
one for senior management. Management'’s focufies dimited to a small set of acute

threats to information assets rather than a congmste information security solution.

A further obstacle in accomplishing the protectmhinformation assets is the often
indifferent attitude and corresponding apathetibaw®ur of employees. Employees
frequently do not fully appreciate the role thatlshould be playing in the protection of
information assets and see information securityaas‘add-on’ that is not vital to
completing their tasks. As a result, employee$ nedgularly use any ‘workaround’ they
can to avoid information security related tasks.owdver, if employees were to
comprehend the importance of information secutiyw it relates to their job and the
sustainability of the organisation, they will be manclined to adhere to the information
security practices prescribed by senior managem@er time, as these practices are
used more often, information security should becemmdedded in the corporate culture
of an organisation. This section will detail thenstruction and development of
MISSTEV which tracks the progression of employeesifthe awareness of information

security practices to an Information Security Comss Corporate Culture. The Model
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for Information Security Shared Tacit Espoused ¥alar MISSTEV is shown in Figure
8.3.
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Figure 8.3: Model for information security shareatit espoused values or MISSTEV
The foundation of MISSTEV, as seen in Figure 8&3he information security vision of

senior management. Senior management must demnsts commitment to the

protection of information assets by formalizingutsion for information security through
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the Corporate Information Security Policy. The @wate Information Security Policy,
and the related procedures, describes the actiotdsbahaviour that is required from
employees for the protection of information asseffirough the creation of the policy,
senior management is converting its tacit knowledgamcerning information security,
into explicit knowledge. This is done through #ernalizationprocess of the Modes
of Knowledge Creation. This process allows thet tsowledge of theshared tacit
assumptiondevel of senior management to be expresse@sgoused valuesf the
organisation.

As seen in the Model, once tlegternalizationprocess is complete, and the Corporate
Information Security Policy has been created, tmetence of employees in terms of
information security can now be addressed. Fopthiposes of the Model, all employees

begin the spiral process at thaconscious Incompetenstage.

At this stage, employees are unaware of the skélsessary to adequately protect the
information assets of an organisation and they a@toknow the role they should play in
information security as yet. At this stage, thepkayees’ beliefs and values regarding
information security, found at th&hared tacit assumptiorisvel of corporate culture, is
not in alignment with the vision of senior managetnat theespoused valudsvel. In
other words, the tacit knowledge of employees ifedint to the explicit knowledge of

the organisation.

In order for employees to become aware of the tioéy should play in information
security all employees, as seen in Figure 8.3, paicipate in an Information Security
Awarenes$’rogram. The purpose of the program is to maka@l@rees conscious of the
importance of information assets and the reason itvhwst be protected for the well-
being of the organisation. The explicit informatisecurity knowledge included in the
Information SecurityAwarenessProgram should develop into the explicit knowledde

employees through the processombination
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Through combination the vision of senior management, expressed inQbeporate
Information Security Policy and found at thspoused valudsvel of corporate culture,
will be made known to employees and become thefi@k knowledge. The vision is
now known to employees, but as yet is not partheirtshared tacit assumptionsAs
employees are now aware of the importance of inddion and the skills they lack, they

progress to th€onscious Incompetenstage of MISSTEV.

At this stage employees know what they should bagdto protect information assets,
but, as yet, do not know how this can be accomgtish Through the Information
SecurityAwarenes$rogram, employees have been made fully consobesactly what
is required of them to achieve the information s#gwision of senior management.
Further, employees must now learn the skills arattores necessary to support the
Corporate Information Security Policy. This can dzhieved, as seen in the Model,
through an Information Securiffraining Program. ThisTraining Program should be
tailored according to the job descriptions of empks and their information security
responsibilities. As seen in Figure 8.3, throulgé Training Program, employees will
undergoskills developmennhecessary for the implementation of informationusiy in
the organisation.

Employees will now be competent in the informatisecurity skills, procedures and
practices necessary for the protection of infororatassets. As such, employees will
progress to theConscious Competendevel of MISSTEV. However, even though
employees are now competent, this does not meanethaloyees will necessarily
implement the skills they have learned. The skifned through the Information
Security Training Program will only be effective if employees arentouously

encouraged, monitored and motivated to use thehesd information security skills and
practices still require a good deal of concentratamd thought to be implemented
correctly. Therefore, even though the correct rimfation security practices and
procedures might be in place in an organisatioe, uhderlying beliefs and values

associated with the behaviour of employees areawoyet, necessarily aligned with the
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vision of senior management. This means thatrif@mation security vision, found at

theespoused valudsvel, is not in line with thehared tacit assumptiotasvel.

In order to align theespoused valueand shared tacit assumptiorisvels of corporate
culture, it is necessary for employees, as sedfigare 8.3, to attend an Information
SecurityEducationProgram. This Program will give employees a deepéerstanding
of the information security vision of senior managat and encourage employees to
adopt this vision as their own. In conjunctiontwthis, over time, as employees are
constantly using the information security skillglgractices they have learnt, these skills
and practices will become intrinsic or second-retorthe employees. The protection of
information assets will, therefore, become parthef daily activities of employees. The
process of employees adopting the values espohisedgh the Corporate Information
Security Policy, and actively using information @ety practices, is achieved through the

process ointernalization

Throughinternalization the explicit knowledge of employees becomes tawnwledge.

In other words, the information security vision esped by senior management has
become part of thehared tacit assumptioraf employees. As both senior management
and employees are now working towards the samennaion security vision and goals,
employee behaviour at ttaatifacts level of corporate culture will support the Corgiar

Information Security Policy.

Once theinternalization process is complete, employees will have progressethe
Unconscious Competencgtage of MISSTEV. At this stage, information s#gu
practices and procedures, displayed atatttigacts level, are as a result of the modified
beliefs and values found at trehared tacit assumptionkevel. The shared tacit
assumptiongevel, in turn, is aligned with thespoused valudsvel of corporate culture.
Further, the Corporate Information Security Polgyound at theespoused valudsvel.
This indicates that the Three Levels of CorporatdtuCe are aligned with one another

and aligned with the information security visionsehior management.
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As seen in Figure 8.3, over time and throligtperience employees at thenconscious
Competencestage of MISSTEV will ultimately reach Corporatdfdrmation Security
Obedience. For this to occwspcializationis necessary. Theocializationprocess is
needed to ensure that the tacit information sgcunbwledge, learnt as they progressed
through MISSTEV and througBExperience is shared among employees. This process
becomes particularly significant for employees wdre new to an organisation as it
assists them in determining what is expected ahtlre terms of information security.
The socializationprocess is, therefore, necessary for the sustéiiyabi the corporate
culture.

Once all employees have achiewddconscious Competenaeinformation security, the
socializationprocess will allow, ultimately, for the evolutioffi the corporate culture into
one where Corporate Information Security Obediga@vident in the organisation. This
means that the everyday de factoemployee behaviour complies with the information
security vision as outlined in the Corporate Infatibn Security Policy. Once Corporate
Information Security Obedience has evolved in agabisation, success has been
achieved. The ultimate vision of senior manageni@ntnformation security has been
realised in the organisation.

8.7 Conclusion

The corporate culture of any organisation is compd@ad multifaceted and greatly
influences the behaviour and attitude of employed$ie senior management of an
organisation has the responsibility to shape theparate culture into one that will
support the vision senior management has for therduof the organisation. Senior

management must outline its vision for the orgamsahrough its corporate policies.
A general grievance of security professionals ie thck of support from senior

management for information security as it is ofsm@en as the responsibility of the

Information Technology department. The developmamd creation of a Corporate
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Information Security Policy should demonstrate ¢thenmitment of senior management

to the protection of information assets.

The Corporate Information Security Policy, and thlated procedures, will outline the
behaviour necessary for achieving the successhtibgtion of information assets. The
challenge, however, is ensuring that the behavialined by the information security
procedures becomes tde factobehaviour of employees and part of an organisation
corporate culture. In order for this to occur, theit knowledge of employees, found at
the shared tacit assumptiorievel of corporate culture, must be modified. Hmared
tacit assumptiontevel of corporate culture should be aligned with vision outlined in
the Corporate Information Security Policy found tite espoused valuedevel.
Employees must learn the behaviour and skills rsacgs for the protection of

information as described in the policy.

The learning process of employees is outlined & Model for Information Security
Shared Tacit Espoused Values or MISSTEV. The mgldlocks for this Model were
outlined in this chapter, namely; the Three LeveisCorporate Culture, Corporate
Information Security Obedience, the Modes of Knalgke Creation and the Information
Security Competence Maturity Model. MISSTEV tra¢ke progression of employees
from the Unconscious Incompetencgtage to theUnconscious Competencstage.
Through MISSTEV, employees should be informed albio@iinformation security vision
of senior management and their roles and respditisbito protect information. Further,
by following the spiral of the Model, employees slibbe made aware of and trained in
the correct skills necessary to protect informatissets, and these skills should become
part of thede factopractices of the employees. Ultimately, if all@ayees follow the
spiral of MISSTEV, Corporate Information Securitp&lience should become evident in

an organisation and the vision of senior manageméiiiave been realised.
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CHAPTER 9

CONCLUSION

9.1 Introduction

This thesis is a report of the research undertakih regard to the integration of

acceptable information security practices into teporate culture of an organisation.
To accomplish this, the following topidster alia, were examined; corporate culture and
management’s role in corporate culture, informasenurity and the impact of employee
behaviour on the protection of information assetsd knowledge creation and the

learning processes within an organisation.

It was argued that in order to address the resqanablem the focus should be on the
beliefs and values of employees regarding inforomatecurity. Only once employees
believe in the importance of information assetstha@ sustainability of an organisation
will they begin to integrate information securitsaptices into their daily activities. The
greater part of this concluding chapter will evéduashether the research objectives of

this thesis were met. Following this, areas feourfe research will be discussed.

9.2 Evaluation of the Research Outcomes

The primary objective of this research project waslevelop a model that will assist in
the integration of information security practicegoi an organisation. To achieve this
primary objective, a number of secondary objectwese defined. This remainder of
this section will address the secondary objectivdsch were identified in Chapter 1,
Section 1.4.
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Research Objective:An investigation into the role that management &hplay

in the integration of information security into arganisation.

This objective helped clarify the accountability darresponsibility senior
management should have towards the informationtsageeits organisation.
Further, the role that senior management shouly plathe integration of
information security practices into the corporatdture of an organisation was

explained.

Senior management has many corporate governangengakilities in its
organisation. One of the main duties of the mamgaglirector, together with
senior management, is to set the vision and sitatigection for the organisation
in a responsible manner. Senior management isuataigle to stakeholders and
must ensure the reputation of its organisation dnel protection of the

organisation’s assets. One such asset that mysbtected is information.

Senior management should demonstrate its commitrteerthe protection of
information assets by developing a Corporate In&drom Security Policy.
However, it is not enough for the policy to just dreated. Through the policy,
employees must begin to understand their rolesrasgonsibilities towards the
protection of information. It is through undersiarg that employees will begin

to incorporate the correct information securitygbices into their daily behaviour.

Therefore, this objective was achieved in Chap8rand 4 by detailing that
management’'s role in integrating information sdgurpractices into an
organisation should be part of its corporate goaece duties in the protection of

the organisation’s assets.
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Research Objective:An examination of the impact that employee behaviou
could have on the successful implementation ofrimdition security practices in

to an organisation.

It was highlighted how the apathetic or incorreeh&viour of employees can be
an obstacle to the successful implementation offimétion security practices into

an organisation.

The human element of information security is onghef most, if not the most,
essential. This is because almost all informatienurity practices rely on the
human element to a large degree. However, emptogestinue to be the most

severe threat to information security.

An organisation could have the best physical actirtieal controls in order to
protect its information assets, but an employedheei inadvertently or
maliciously, could circumvent these controls anfbrimation is placed at risk.
For the majority of employees, their main concdrweark is to complete the task
at hand. As a result of the pressure related teraployee’s job, any tasks that
are not deemed essential to ‘getting things doreebéten overlooked or regarded
as obstacles. Therefore, if employees considerrggdo be something that is a
hindrance to completing their tasks, they might take proper preventative
measures, and worse, might find a ‘workaround’rnig security measure they do
not consider necessary. In order for employeeehato positively impact the
implementation of information security practicetimn organisation, the beliefs

and attitudes of employees must be addressed.
Therefore, as seen in Chapter 4, incorrect emplbgdaviour can severely, and

negatively, impact the success of the implementatb information security

practices into an organisation.
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Research Objective:A study of the theories and concepts underlyingpaate
culture and determining how corporate culture coirlfluence the employees in

an organisation.

This study of the theories and concepts underlyingporate culture helped
clarify the complex concept of corporate culturel avhy it is such an important
consideration when attempting to change the bebaviand attitudes of

employees.

Corporate culture is an underlying, but often mistoued, force within all
organisations that influences the behaviour andudés of its employees. In
order to gain a better insight into corporate aeltfut was established that the
Three Levels of Corporate Culture, namebdrtifacts espoused valugsand
shared tacit assumptionsnust be examined and understood in an organisatio
The espoused valuelevel represents the goals and strategy of ann@gton.
However, the values identified at tspoused valudsvel is not always apparent
at theartifactslevel, which denotes the actions and behavioungileyees. This

is because it is the beliefs and values of empkyémind at theshared tacit
assumptionsevel of corporate culture, that influence the debur of employees

observable at thartifactslevel.

Therefore, the concept of corporate culture wadoeggd in Chapter 2 and the
influence that the corporate culture has on thewelr of employees, as a result

of their beliefs and values, was detailed.
Research Objective:An investigation into management’s role in corperat
culture and the influence of management policiesslmaping the corporate

culture.

The investigation addressed and assisted in diagifyhe significant role that

senior management should be playing in the prateaf information assets. Itis
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vital that senior management understands, andvived in, the shaping of the
corporate culture, as it is the corporate cultunat tassists in giving the
organisation its meaning and direction. Howevhgping and transforming the
corporate culture takes time and determinationortfer to change the corporate
culture, employees’ beliefs and values at #t@red tacit assumptionkevel

should be changed. Unlearning beliefs and chantiecattitudes of employees
can be a painful process. Further, it should lpéosenanagement’s task to lead
this transformation of the corporate culture bytisgtan example, so that the
change can saturate the organisation. If managedsnonstrates the need for
changing the current beliefs and values is impegatd the sustainability of the

organisation, it will emphasise and encourage lfange in corporate culture.

To assist in shaping the corporate culture, anrosgéional vision should be
expressed by management in its policies. Managepwities, and the related
procedures, determine what behaviour and actiomseceptable and which are
unacceptable. These policies should be enforceddist management in curbing
incorrect behaviour in its organisation and, ultiehg change the corporate
culture.

Therefore, as detailed in Chapter 3, senior manageimas a significant role to
play in shaping the corporate culture in its orgation. Senior management
should be involved in the development and commtioicaof management
policies to employees, as the role of policies sthbe to influence and determine
the behaviour and actions of employees. Conselguesgnior management
should shape the corporate culture through poligied through leading by

example.
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Research Objective:Determining the role of the Corporate Informatioec8rity
Policy in aligning management’s information secunision with the behaviour

of employees.

This objective established the purpose of the Qatpolnformation Security
Policy and why it is crucial in the alignment o&tmformation security vision and
the behaviour of employees. To demonstrate itsneiomment to information
security, senior management should be involved hia tlevelopment of a
Corporate Information Security Policy. This polighould outline senior
management’s vision for information security in trganisation. In addition, the
policy, and the related procedures, should progidielance for employees as to
what behaviour is acceptable and what behaviounasceptable in the protection

of information assets.

The communication of the Corporate Information $#guPolicy is just as

important as the policy itself. It is crucially portant that the policy is

effectively disseminated to all employees in thgaoisation for the employees to
know what is expected of them. However, even thoaimgployees know what is
expected of them, it is possible that they will ramthere to the behavioural
guidelines in the policy if they do not believe ihn¢o be of any consequence.
Therefore, senior management must emphasise thartmmge of the policy, and
related procedures, to influence employees intangagttention to the policy and

treating the policy with respect.

Therefore, as discussed in Chapter 4, the Corpdmétemation Security Policy
should outline the information security vision @ngr management. As the
policy should influence the behaviour and actions employees in an
organisation, it should be used as the foundatioraligning the vision of senior
management and the behaviour of employees by gpegitvhat is expected of

employees.
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Research Objective:A study of the knowledge creation process in an

organisation and the learning process of employees.

The study of the knowledge creation procesglighted the fact that knowledge
creation is an essential part of any organisatioWithout the creation and
effective use of new knowledge, organisations woindall probability, lose their
competitive edge. Essential to change in an osgdion is the development of
both tacit and explicit knowledge, and the inteé@actbetween the two. Explicit
knowledge refers to knowledge that is transmittabie formal, organised
language. Tacit knowledge, on the other hand, eh@&rsonal quality, which
makes it difficult to formalise and communicateacit knowledge drives action,
commitment, and involvement in an organisatione Tdur Modes of Knowledge
Creation proposed by Nonaka, namelycialization combinationinternalization
and externalization are the processes used by organisations to cfesgh
knowledge through the interaction of explicit aratit knowledge. It must be
emphasised that knowledge creation is a spiralgz®c¢hat leads to a deeper
understanding of the knowledge that has been deatshared.

Whenever employees need to learn new skills argkilply, develop new beliefs,
there are four stages that they will progress thinpunamely; Unconscious

IncompetenceConscious Incompetendegonscious CompetenaadUnconscious

Competence In terms of information security, it is importatihat employees
understand the role they should play in the praeadf information assets. This
awareness and understanding should be achievedgthrimformation Security

AwarenessTraining andEducation

Therefore, this objective was achieved through xeresive study of the Modes

of Knowledge Creation in Chapter 6 and throughitietathe learning process of

employees in Chapter 7.
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Research Objective:An investigation into the relationship that shouddist

between information security, corporate culture @oedporate governance.

This objective was met through the definition o tierm Corporate Information
Security Obedience which can be used to describerdhationship between

corporate culture, corporate governance and infoomaecurity.

Through this relationship, senior management ik lotountable and responsible
for the information assets in its organisation.CArporate Information Security
Policy should be developed to outline the visioat thenior management has for
information security in its organisation. Furthemns, the Corporate Information
Security Policy should influence the actions antiaweour, and ultimately the
fundamental beliefs and values, of employees inpitotection of information
assets. As the beliefs and values of employees hiegchange and become
aligned with the Corporate Information SecurityiBgl so too will the corporate
culture of an organisation change into one thatnre information security

conscious.

Therefore, as detailed in Chapter 5, the discipliolecorporate culture, corporate
governance and information security should be meadly linked, through
Corporate Information Security Obedience, to enffugesatisfactory protection of

information assets in an organisation.

In addition to these secondary objectives, the annobjective of developing a model to
assist with the integration of information secutyctices into an organisation was met
through the development of MISSTEV constructed ima@er 8. MISSTEV should
communicate the information security vision of ngement to employees, as well as the
roles, responsibilities and skills needed by emgésyto protect information assets.
Through the spiral process of MISSTEV the protettal information assets should

becomede factobehaviour for employees.
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Therefore, one can assertively state that the pyinmbjective of this thesis, the
development of MISSTEV, as well as the secondajgatives of this thesis have been

discussed and met.

9.3 Directions for Future Research

This research project proposed the Model for Infttom Security Shared Tacit
Espoused Values or MISSTEV. This model was contdufrom various components
which were detailed in this thesis. There remhowever, certain aspects of the model
that can be refined and investigated further. Bleistion will outline these aspects and

the areas for future research.

The externalizationprocess of senior management’s information sgcurdion and the
translation of this vision into the Corporate Imf@tion Security Policy can be

investigated further.

Further, it was established that in order for erppés to progress from thénconscious

Incompetencéo theConscious Incompetenséage of MISSTEV employees will have to
take part in an Information SecuriBwarenesdProgram. This study, however, did not
detail the elements that should be included inAtharenessProgram. Future research
should investigate how an Information Secufityarenes$?rogram should be structured
to be most beneficial for an organisation. Simiteestigations should be undertaken to
establish the structure and components that stimildcluded in an Information Security

Training andEducationPrograms.

An Information SecurityTraining Program is necessary for employees to progress fro
the Conscious Incompetende the Conscious Competenatage of MISSTEV. Future
research should include an investigation into tk#lssthat will be necessary for
employees to adequately protect information assetan organisation. In addition,

ideally, an Information Securityraining Program should be tailored to fit the roles and
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responsibilities of employees. Future research begble to establish how this can be

achieved.

An Information SecuritfeducationProgram is necessary for employees to progress fro
the Conscious Competende the Unconscious Competenatage of MISSTEV. The
details of what should be included in tBducationProgram should form part of future

research.

Therefore, future research should attempt to refisgects of MISSTEV. This should
provide added depth to the modeld further detail to the learning process of erygds
as they progress through MISSTEV.

9.4 Epilogue

The most important asset of many organisationgfsrmation. It is crucial that this
significant asset is protected through adequatenmidtion security practices. One of the
major stumbling blocks, however, to the successfyblementation of information
security practices is the incorrect and apathegbaliour of employees. Incorrect
employee behaviour could have an enormously detiahémpact on the protection of

information.

Therefore, the issue of employee behaviour mustdoeessed in an organisation to assist
in ensuring the protection of information assenployees could adhere to the correct
behaviour because of rewards they might receivbesause of the consequences they
will face if they do not. Rewards and consequenhewever, should not be the reason
for employees adhering to the correct behaviour piratttices. Further, rewards and
consequences are not the ideal in an organisa®roth rewards and consequences
require strict management to ensure their effecégs. Ideally, the corporate culture of
an organisation should be shaped to include comémimation security practices into the
everyday tasks and behaviour of employees. Inrotdeaddress the behaviour of

employees it is imperative that the beliefs andi@alof employees are addressed.
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As the beliefs of employees regarding informaticcusity change to reflect the
importance of information security to an organatiso the behaviour of employees
should also change. Over time, and through expegiethe correct information security

practices and behaviour should become part ofdh@ocate culture of the organisation.
Thereby, theshared tacit assumptionsf employees and thespoused value®f

management, regarding information security, shdagdaligned to create a corporate
culture that is information security competent.
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TOWARDS CORPORATE IN FORMATION
SECURITY OBEDIENCE

Kerry-Lynn Thomson and Rossouw von Solms
Port Elizabeth Technikon, South Africa; kthomson@pk.ac.za;
rossouw@petech.ac.za

Abstract: All organisations possess a corporatéul whether they are aware of it or not. Thidture
determines, to a large extent, the effectivenesmafrganisation and the behaviour of employeésinvit
an organisation. As part of its corporate goveceaduties, senior management is responsible for the
protection of the assets of its organisation. Asdinformation is a vital asset to most organiseatio
senior management is ultimately responsible forpitutection of information assets. An ideal cogter
culture, in terms of information security, would t»ee where the second-nature behaviour of employees
determined by the culture, is to protect informatéssets. This paper will provide initial guidelnas to
how to establish this culture by examining Scheim®del and by investigating how to start
implementing Corporate Information Security Obed&n

Key words: Information Security; Corporate GoverrggnCorporate Culture; Goal Consensus; Corpordoenation
Security Obedience.
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1. Introduction

Information is a vital asset and it is often ddsed as the lifeblood of organisations
(Gordon, 2002, online). It is, however, difficuth measure the exact value of the
information that an organisation possesses. $tiils evident that any breach in the
confidentiality, integrity or availability of infanation could result in devastating
consequences for an organisation (Gordon and @lick&C, 2001, online). Information
security practices, together with other physical gsthnological means, therefore, need
to be implemented and managed within the orgaoisat ensure that the information is
kept safe and secure (Krige, 1999, p 7).

As information is a fundamental organisational gst® security must be integrated into
the organisation’s overall management plan (La®851 pp 2-3; Smith, 1989, p 193).
This plan should be guided by good corporate game practices. Corporate
governance is one of the significant issues inrmss at present. Corporate governance
is there to endorse the competent use of resoarcédo involve accountability for the
management of those resources (Gaines, 2002, pWodd Bank Group, 1999, online).

Senior management, as part of its corporate gomeenaluties, should encourage
employees to adhere to the behaviour specified dnjos management to contribute
towards a successful organisation.  Senior managens@ould preferably not
autocratically enforce this behaviour, but encoardgas naturally as possible, resulting
in the correct behaviour becoming part of the caaf@culture. Corporate culture is the
outcome of all the collective, taken-for-grantegiamptions that a group has learned
throughout history. It is the residue of succ&shein, 1999, p 29).

The purpose of this paper is to detail the idegbaxate culture that should exist for it to
be effective in protecting information. The paptially investigates the role senior
management should play in protecting informatiosets and how the creation and
execution of the Corporate Information Securityi®otould play a part in cultivating an

information security conscious culture. The emphasf this paper is to start

investigating how to implement Corporate Informati®&ecurity Obedience through
expanding Schein’s model of corporate culture irdo two-dimensional model

representing both management and employee dimension

2. Managing an organisation

Corporate governance is extremely important for agamg the operation of

organisations. Senior management, through efeatirporate governance practices,
must lead its organisation through ‘direction gg/inand strategy implementation

(Planting, 2001, online). In order to implemenistimanagement strategy, the King
Report recommends that four central pillars of ocose governance are visible in an
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organisation, namely; accountability, responsiilfiairness and transparency (2001, p
17).

Accountability provides assurance that individuals and groupsniroanisation are
accountable for the decisions and actions that thley (King Report, 2001, p 14). The
pillar of responsibilityindicates that corrective action should be takeairesy negligence
and misconduct (King Report, 2001, p 14). Thedtpilar, fairness attempts to ensure
that there is a balance in an organisation, in seointhe recognition various parties
should receive. The final pillartransparency is the measure of how effective
management is at making necessary informationalailin an open, precise and timely
manner (King Report, 2001, pp. 13-14). These follars contribute to the overall goal
of proper corporate governance.

Through effective corporate governance, senior mament is accountable and
responsible for the wellbeing of its organisatiord anust ensure that the assets of its
organisation are well protected. One such assetfasmation, and, therefore, it is the
responsibility of senior management to protectittiermation assets of its organisation
(King Report, 2001, p 17; Deloitte & Touche, 2002)ine). Another responsibility of
senior management is to cultivate and shape thgocate culture of its organisation.

3. Corporate culture

Organisations develop cultures whether they wantotonot. The culture of an
organisation operates at both a conscious and somus level and if management does
not understand the culture in its organisationgiild prove to be fatal in today’s business
world (Hagberg Consulting Group, 2002, online). ga&dH. Schein defines three levels
of culture.

The three levels of corporate culture

One of the problems when trying to understand ceilts to oversimplify this complex
field. Culture exists at several levels, whichgarirom the very visible to the tacit and
invisible. Furthermore, it is imperative that thelgvels are managed and understood
(Schein, 1999, p 15).

The first level of corporate culture is tietifacts Level This is probably the easiest
level to observe as it consists of the visible veha of individuals (Hagberg Consulting

Group, 2002, online; Schein, 1999, p 15). At flesel, it is still not clear as to why

employees of an organisation behave in this way wamy each organisation is

constructed as it is (Schein, 1999, p 16). Thal$eto an investigation of the second
level of culture. Thdespoused/aluesLevelof corporate culture is the level where the
values an organisation is promoting are outlinedh organisation’s policies (Schein,
1999, p 17).
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There could be a few noticeable inconsistenciesdxt some of thEspoused/aluesor
goals of an organisation and the visible behavajundividuals as seen at thetifacts
Level These inconsistencies indicate that a deepel tdthought is driving the obvious
behaviour of the employees (Schein, 1999, p 18) trlly understand the visible
behaviour and culture of an organisation, 8tfared Tacit Assumptions Lewdlculture
must be understood (Schein, 1999, pp 18-19).

This Shared Tacit Assumptions Levepresents the core of corporate culture. Thie cor
is the mutually learned beliefs and assumptions llegome taken for granted as the
organisation continues to be successful. The fisefied values found at this level are
second-nature to employees and influence the desisand actions that they take
(Schein, 1999, p 21). The corporate culture ofoaganisation should assist senior
management in enforcing and ensuring good infommasiecurity practices. Together
with corporate culture, good corporate governaneetices are essential for successful
information security.

4, Information security and corporate governance

Information security transcends many facets of ggamisation and is one tfie most
significant policy and structure decisions in agasrisation (Spafford, 1998, online). It is
becoming progressively more obvious that accesemeect information at the right time
is imperative to gaining competitive advantage anpdy remaining in business
(PriceWaterhouseCoopers, 2002, p 1). Policiespmadedures are the responsibility of
senior management as part of their corporate gamem duties. Therefore, it follows
that senior management should be responsible fngatrategic direction regarding the
protection of information. One of the ways for ragament to express its commitment to
information security in its organisation is to pige support towards a documented
Corporate Information Security Policy, as it is asfethe controls considered common
best practice in terms of information security (B®9-1, 1999, p 4).

5. Corporate information security policy

The Corporate Information Security Policy is a difen-giving document and should
define the objectives and boundaries of the infoionasecurity program. The main aim
of any policy is to influence and determine decisioactions and other issues, by
specifying what behaviour is acceptable and whdtabeur is unacceptable. The
behaviour and actions of employees often represbatsveakest link in the information
security process (Martins & Eloff, 2002, p 203)oliEles and procedures are, therefore,
organisational laws that determine acceptable amaicaeptable conduct within the
context of corporate culture (Whitman & Mattord 030 p 194). Additionally, it should
indicate management’s commitment and support féorimation security and should
describe the role that the policy plays in reachihmgorganisation’s vision (Hone, 2003,
CD-ROM; BS 7799-1, 1999, p 5). The correct behawjias envisioned in the Corporate
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Information Security Policy, should become secoatire to employees and the
corporate culture should adapt to reflect this.

6. The need to change the corporate culture

The acceptable actions and behaviour of employ®earts information as outlined in
the Corporate Information Security Policy shouladdrae the behaviour that employees
demonstrate in their daily activities. Physicatl @achnical controls are tangible controls
that attempt to enforce compliance with informatsacurity practices and procedures in
an organisation, but it is really operational colgrand the resulting behaviour and
actions of the employees and the processes thethasean sustain information security
practices (Deloitte & Touche, 2002, online). Asrs@reviously, the corporate culture of
an organisation largely determines the behaviouremployees. Therefore, for the
acceptable behaviour to become tihefacto behaviour of employees, the corporate
culture must be changed.

Apprehension arises when there is the prospectbif @hange in the environment that
employees know so well (Drennan, 1992, p 9). Towey to change corporate culture
lies principally in the hands of senior managemamd transforming the culture takes
vision, commitment and determination. Without tb@snbination it will not happen, and
it certainly will not last (Drennan, 1992, p 3-4Employees of an organisation may be
coerced into changing their obvious behaviour, thig behavioural change will not
become established until the deepest level of ®jltheSharedTacit Assumptiongeve|
experiences a transformation (Schein, 1999, p 26).

A new corporate culture cannot simply be ‘create8enior management can demand or
encourage a new way of working and thinking, manage can monitor the changes to
make sure that they are done, but employees obrigp@nisation will not internalise the
changes and make it part of the new culture urtlesg understand the benefit of these
changes. It is senior management’s responsiltdityighlight that the changes needed in
the current culture are worthwhile and importanth@n, 1999, p 187). Senior
management, through effective corporate governgmeetices, must ensure that the
policies of the organisation are in line with thsion for the organisation. Senior
management should then enforce these policies aothiey become part of the way
things are done in the organisation and ensureetingloyees understand the benefits to
their organisation. However, it is not enough $enior management to only enforce its
policies - it is important for the attitudes of s@mmanagement to encourage this change
in the corporate culture. If nothing changes ia pnocedures of the organisation or the
attitudes of its management, employee attitudelsnotl change either (Drennan, 1992, p
3).
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7. Organisational environments

There are three key environments that could existrganisations. These environments
dictate how the organisation is run and how emmeyeact in certain circumstances.
These environments are Coercive, Utilitarian andl@wnsensus (Schein, 1992, online).

The Coercive Environment is one where employeesdiéenated in their environment

and seek to leave this environment if possibleerRelationships in this environment
develop in defence of the authority in the orgaiosa in other words, senior

management. These employees perform tasks betaesanust, rather than because
they agree with the actions and decisions of sem@magement (Schein, 1992, online).
The Utilitarian Environment is one where employpasticipate in their organisation by

evolving workgroups based on an incentive systémthis environment employees will

do as senior management wishes because of thedetat they will receive. They still

do not necessarily agree with senior managemehe($c1992, online).

Figure 1 illustrates the Coercive and UtilitarianviEonments mapped onto Schein’s
model of corporate culture. It shows that, in @eercive and Utilitarian Environments,
the Artifacts Level of both management and employees are in concwrenit one
another. In the Coercive Environment this indisdteat there is stringent management
control and employees adhere to the behaviour fspddy management, or else harsh
corrective action will be taken against them. he tUtilitarian Environment this
concurrence indicates that employees will do asagament wishes in return for a
reward. As indicated in the Figure, ti&hared Tacit AssumptionsLevel in both
environments is not in line at all — the beliefslalues of management and employees
are not the same. Without either strict manageraeimcentives, the correct behaviour
of employees would fade.

Employees SN Management

\

/ Artifacts

v
, \

/ N Information
’ \ S ity Poli
/" Espoused Values ecury Foley

\
\
\

/' Shared Tacit Assumptions

Figure 1. The coercive and utilitarian environments and Schie's model
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In Figure 1 the Information Security Policy is fauat theEspoused Values Levef
Schein’s model and found on the Management sida@s indicates that the contents of
the policy are in agreement with what managemeshes, but not at all in line with the
beliefs and values of the employees. It is vitat employees are in agreement with their
work policies, as it is indicated that productivitgd performance will increase by 30% to
40% if employees are satisfied with the policiesh@er, 2003, online). Consequently,
employees should be satisfied with the Corporaterdmation Security Policy. If the
Information Security Policy is not discussed, supgub and evaluated by management
and employees, the Policy may remain a ‘piece gepaCanadian Labour Program,
2003, online).

The third organisational environment, the Goal @ossis Environment, is one where
employees are morally involved with the organisatio They identify with the
organisation and share the same beliefs and valussnior management and they are
striving towards the vision of senior managemem this environment, employees’
actions are not as a result of being forced toalorsbecause of a reward, but because
they are in agreement with the way things are dornghe organisation (Schein, 1992,
online). This Goal Consensus Environment couldd®en as a corporate culture which is
in line with the vision of senior management. Thwisuld mean that ‘right’ decisions and
actions of employees become second-nature anafpidair culture (Schein, 1999, p 15-
17).

Employee Management

Artifa:lcts

]

Information

Secur:ity Policy
1

Espousied Values

Shared Tacit Assumptions

Figure 2. The goal consensus environment and Schein's model

Figure 2 illustrates that in the Goal Consensusirgninent, all three levels of corporate
culture in Schein’s model are in agreement. Then ideal corporate culture, in terms of
information security, as the information securitgien expressed at thiespoused/alues
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Level by senior management is supported by the actindsbahaviour of employees at
the Artifacts Level This level is determined by tt&haredTacit Assumptiond.evel of
corporate culture. In the Figure, the Corporafermation Security Policy is found at
the intersection of management and employees. iiitlisates that the beliefs and values
of the employees are in agreement with senior mamagt's vision for information
security. This would indicate that Corporate Infiation Security Obedience has been
implemented in this organisational environment {fison & von Solms, 2003, p 107).

8. Implementing corporate information security obedence

As seen previously, corporate culture is the residiusuccess. In other words, it is the
set of procedures that senior management and epgdogf an organisation follow in
order to be successful. For information secungcpces to be successful, it is important
for Corporate Information Security Obedience tarbplemented in an organisation.

By implementing Information Security Obedience, tieefactobehaviour of employees
towards information security should be the cortetiaviour outlined in the Information
Security Policy. In order to do this, tBspoused Valuesnd Shared Tacit Assumptions
Levelof Schein’s model must be addressed. Senior mamagemust have a very clear
vision as to what correct behaviour is in termsrdbrmation security. Management
should then analyse its current corporate cultue identify the cultural elements that
need to change (Spotlight, 2002, online). THspoused Values Levd where the
organisational policies, including the Corporatdotmation Security Policy, of an
organisation are created by senior management.order for Information Security
Obedience to be implemented, the Information Sgctwlicy contents must be drafted
and communicated in a way that is acceptable imdenf the employees’ beliefs and
values. One way to do this is to involve employieedecision-making processes, taking
into account employee welfare. If employees do mgtee with the Corporate
Information Security Policy or do not understand benefits of the change in behaviour
they will not adhere to the correct behaviour (BQRIC, 2003, online).

Correct behaviour should be encouraged and displéayesenior management, which
will, to a large extent, shape the corporate calt(liagberg Consulting Group, 2002,
online). If this new, correct behaviour is an imypgment on the current behaviour it
should begin to influence the beliefs and valuesroployees found at tHéhared Tacit
Assumptions Level This in turn should begin to shape the corpocatkure (Schein,
1999, p 23). This would mean that tEspoused Values Levahd the associated
Information Security Policy is in line with th8hared Tacit Assumptions Lewvef
employees and Corporate Information Security Obedidnas been achieved.
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9. Conclusion

Information is a vital asset in most organisatiamsl as such should be well protected
through effective information security practicesOne of the problems facing the
protection of information is the actions and bebavi of the employees in an
organisation. If correct information security piees could become second-nature to
employees and part of the way they conduct thely detivities, it would, to a large
extent, eliminate this problem. This would assisthe creation of an environment of
Corporate Information Security Obedience, where ittiermation security procedures
outlined by senior management in the Corporaterinébion Security Policy is the
behaviour displayed by employees.

In order to implement Information Security Obedienthe beliefs and values of
employees, in terms of information security, mustldressed at the root levelSifared
Tacit Assumptions This level must be aligned with the contentstlod Corporate
Information Security Policy found at tlespoused Values Levelf these two levels are
in concurrence with one another, it will mean tkia¢ information security practices
employed by employees is the same as the corrfectriation security practices outlined
at the Espoused Values Level This paper has outlined the reason that Corporat
Information Security Obedience is necessary forleyges to fully understand the role
they must play in information security in their argsation. This should, to a large
extent, eradicate the incorrect information segyitactices performed by employees and
further research will continue to investigate thatian that should be taken to firmly
entrench correct information security practicesam organisation through Corporate
Information Security Obedience.

At present, the concept of implementing Corporat®rmation Security Obedience is
being researched. Therefore, there are no furteeommendations on how to
accomplish this implementation included in this grap These recommendations will
form part of further research.
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ABSTRACT

One of the most prevalent problems with regardrtigeting information assets is the
behaviour of employees. Moreover, the behaviouemployees is, to a large extent,
determined by the corporate culture of an orgaisisatSenior management, as part of its
corporate governance responsibilities, must dedivesion for information security in its
organisation. An ideal corporate culture, in tewhsnformation security, would be one
where thede factobehaviour of employees is to satisfactorily proiatormation assets.
This paper will expand Schein’s corporate cultur@dei into two dimensions, detailing
both management and employee’s behaviour in tefmafarmation security and the
three levels of corporate culture. A diagram dieigithe Driving and Restraining Forces
involved in the process of culture change will le¢afled and the paper will conclude by
investigating the Force Field Analysis process.

KEY WORDS

Corporate Information Security Obedience; InforimatiSecurity; Corporate Culture;
Force Field Analysis
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CULTIVATING CORPORATE INFORMATION SECURITY
OBEDIENCE

1. Introduction

In order to adequately protect the information essé an organisation it is vital for
Corporate Information Security Obedience to be enmnted in the organisation. As
part of Information Security Obedience, senior ngemaent must define the vision for
information security in their organisation. In &dh, the de factg or second-nature,
behaviour of employees must adhere to the behawviecgssary to adequately protect the
information assets of an organisation.

This paper will outline the importance of corporatgiture and the Corporate
Information Security Policy, which should influenite Edgar Schein’s corporate culture
model will be examined and it will be investigatadw to expand this into a two-
dimensional model to create an environment in whidbrmation Security Obedience
can be implemented. The paper will conclude beétigating Force Field Analysis and
the Force Field Diagram, in an attempt to begin tiamsformation of the corporate
culture.

2. Corporate culture

Every organisation has a corporate culture whichatlarge extent, determines the
behaviour of employees. Employees’ behaviour fiscééd by culture as it defines what
behaviour is acceptable and what is unacceptaldadd 1993, p 17). And, very often,
the behaviour and actions of employees and thenr#tion security processes they use
in their daily work represents the weakest linkthe information security process. A
disturbing fact, though, is that it is estimatedttlonly 5% of organisations have a
definable culture, where the senior managemenstakeactive role in the shaping of the
corporate culture (Atkinson, 1997, p 17). Therefamnly in a minority of organisations
is senior management active in positively influaegdhe behaviour of employees.

Corporate culture effects organisations in two @uways. The first is through
legislation and, second, through its own decisi@kimg. The effects of legislation on an
organisation are direct and can be identified. idlagon represents the culture of a
country, by defining what can and what cannot beedoConsequently, an organisation
must adhere to the legislation that affects iteothise legal action could be taken against
it. Not adhering to this legislation would haveligect and visible consequence for the
organisation. However, the effects of corporathucet on an organisation’s decision
making are indirect and invisible and can be diffico assess. Matters of culture are
elusive and difficult to pin down, but no less imjamt than legislation issues (Policy
Studies Institute, 1999, online).
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Edgar Schein defines three levels of culture taides this complex field and it is
vital for these levels to be managed and undersbgosenior management (1999, p 15).
The first level of corporate culture is the Artifadevel and consists of the visible and
obvious behaviour of individuals (Hagberg Consgiti@roup, 2002, online; Schein,
1999, p 15). At this level, it is still not cleas to why employees of an organisation
behave in this way. Therefore, it is necessarnynvestigate the second level of culture;
the Espoused Values level (Schein, 1999, p 16 H3poused Values level of corporate
culture is the level where the vision and valueaganisation is promoting are found.
The vision and values and the resulting necessamg\bour of employees to achieve this
vision, are outlined in management’s policies & el (Schein, 1999, p 17).

Therefore, the first two levels of culture describbat can be seen through the
visible behaviour and actions of employees, desdriat the Artifacts level, and what
should be seen as a result of the behaviour amghaabutlined at the Espoused Values
level. There could, however, be a few obvious reisancies between some of the
Espoused Values or goals of an organisation andisiilde behaviour of individuals as
seen at the Artifacts level. Therefore, in manyesait is not the contents of management
policies that dictate employee behaviour, but & teeper level of thought that is driving
the obvious behaviour of the employees. To fuligerstand what is driving the visible
behaviour of employees, the Shared Tacit Assumgtitavel of culture must be
understood and appreciated (Schein, 1999, pp 18-19)

This third level of culture, the Shared Tacit Asgdions level, is the heart of
corporate culture as it represents the commonlynéeh values and assumptions of
employees that become taken for granted in an @g@on. The beliefs and values
found at this level are innate to employees anit behaviour in their work environment
is directly influenced by these beliefs (Scheir@9,% 21).

Therefore, in order to change corporate culture, likliefs found at the Shared
Tacit Assumptions level needs to be changed, aetheliefs influence the actions and
behaviour of employees. These beliefs would ireltltdbse that influence employees
with regard to information security. One of the/lamponents of an organisation, with
regard to information security, is a Corporate tnfation Security Policy.

3. Corporate information security policy

According to its corporate governance duties, semmanagement must lead its
organisation through ‘direction-giving’ and stragegnplementation. This ‘direction-

giving’ is achieved through the creation and impdatation of management policies
(Planting, 2001, online; King Report, 2001, p 48h addition, senior management, as
part of their corporate governance duties, is katbountable and responsible for the
protection of the assets and reputation of its misgdion (King Report, 2001, pp. 45-47).
Therefore, one of the main functions of senior ngagmaent in terms of good corporate
governance is to guarantee that policies and ptwesdare in place in the organisation to
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protect its assets. And, as one of the most irapbrassets of any organisation is
information, it follows that senior management dbddae accountable and responsible for
information security practices in its organisation.

One of the ways to implement good information sigupractices in an
organisation is to ensure that a detailed Corpdrdtemation Security Policy is in place.
The content of the Corporate Information Securit¥idy is particularly significant as it
should outline the behaviour employees should adtein order to adequately protect
information assets. However, it is extremely impot for senior management to realise
that the culture of an organisation is not formedwhat it, as senior management,
preaches or publishes in policies, but what it ptsén practice (Drennan, 1992, p 3).
Therefore, if the behaviour of employees is notime with the behaviour outlined in
management policies, but is not corrected by sem@nagement, the ‘incorrect’
behaviour will continue.

A Corporate Information Security Policy must outlinthe vision senior
management has for the organisation in terms ofimdtion security. The Information
Security Policy would be found at the Espoused ¥sllevel of culture, as it is at this
level that the vision and goals are expressed. Adrporate Information Security Policy
must work within the organisation where this cudtexists and must address the security
needs of the specific organisation (Deloitte & Tioe,c2002, online). Therefore, each
policy must be tailored for each organisation aalthough no organisation can guard
against all the possible risks related to protgciimformation, a carefully constructed
Information Security Policy can establish the foatmh of a corporate culture that is
able to lessen many of the threats to informatiGorflon and Glickson LLC, 1997,
online).

Therefore, the Information Security Policy assistthe creation of an information
security conscious corporate culture by specifyuligt behaviour is acceptable and what
behaviour is unacceptable in terms of informatieousity. If the policy is implemented
properly in an organisation, it should begin to redea the behaviour of employees and
consequently the culture and would lead to a stdt€orporate Information Security
Obedience. However, changing the corporate cuitunet an easy task.

4. Changing corporate culture

A new corporate culture cannot be created overnigborporate culture is one of the
most stable aspects of an organisation as marheahbst important facets of culture are
essentially invisible, which makes transformingtaré very difficult (Schein, 1999, pp.
21-26). Any prospective change in an environmemnwhich employees are comfortable
could lead to massive amounts of anxiety and \esist to change. For an organisation’s
corporate culture to change, it involves the umledy of beliefs, values and assumptions
and a change in attitude (Schein, 1999, p 26). |&mweps prefer stability in their
environment and the traditions that are inherenthis environment are difficult to
change. These traditions play a large part in isigaphe corporate culture of an
organisation (Drennan, 1992, p 9).
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Senior management can demand a new way of workiggcan monitor these
coerced modifications to make sure that they areeddHowever, the power behind any
successful culture change is the degree to whietpdople who have to implement the
changes are engaged in the change process (M@6ét,éhline). In an organisation, the
people who must implement the changes are botbrser@nagement and employees.

Therefore, it is vitally important for both managemh and employees to be
involved with the change process from the beginniiddl parties should have input as
employees of an organisation will not internalise thanges and make it part of the new
culture unless they understand the benefit of tbhaages, hence the need for them to be
involved in creating the change process. It isi@emanagement’s responsibility to
highlight that the changes needed in the curreltireuare worthwhile and important and
needed to obtain the vision for information segunit the organisation (Schein, 1999, p
187).

Vision defines the ideal future. This vision migimply that the current culture be
kept the way it is or it might imply the need fdramge in the organisation. This means
that the vision might need nothing more than thteimaé evolution of the present culture,
or it may require drastic changes in what the asgion is doing — and perhaps,
therefore, in the organisation’s culture (Beach93,9p 17). As seen previously, the
vision for information security is found at the Bsged Values level of culture.

The behaviour of employees towards information g8cus influenced by their
beliefs and values regarding information, whickoisnd at the Shared Tacit Assumptions
level of culture. Employees of an organisation ntegy coerced into changing their
obvious behaviour, but this behavioural change wit become established until this
deepest level of culture, the Shared Tacit Asswmpti level, experiences a
transformation (Schein, 1999, p 26). Thereforeat¢bieve the vision for information
security, the Espoused Values level and the Shaaett Assumptions level of culture
should be aligned, so that the employees’ behawbthe Artifacts level will support the
vision for information security. The following dem will show this graphically by
expanding Schein’s culture model into two dimension

5. Expanding Schein’s model

There are three types of environments that coulddo@d in organisations. These
environments are Coercive, Utilitarian and Goal €amsus. These environments
determine how the organisation operates and howloyegs will react in certain
circumstances (Schein, 1992, online).

The Coercive Environment is one where employeefopertasks because they
must, rather than because they agree with the rsctand decisions of senior
management. Peer relationships in this environrdemtlop to protect the employees
from the authority in the organisation, namely; isermanagement (Schein, 1992,
online). In the Utilitarian Environment employegdl do as senior management wishes
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because of an incentive system and not because ribegssarily agree with senior
management (Schein, 1992, online).

In the Goal Consensus Environment employees idewiith the organisation and
share the same beliefs and values of senior mareadeand they are willingly striving
towards the vision senior management has for indtion security in the organisation.
The employees’ actions are not as a result of béinged to do so or because of
remuneration, but because they are in agreemeht thvt way things are done in the
organisation and their behaviour is second-natuteem (Schein, 1992, online).

Figure 1 illustrates the progression from a Coeray Utilitarian Environment in
‘Culture 1’ to a Goal Consensus Environment in tGrd 3’. The Corporate Information
Security Policy is represented by ‘A’.

Employee Management Employee » Management

SArtifacts ., Aftifacts

" Espoused Values *, @ :

Espoused Valdes

Shared Tacit Assumptions ™

S.h'ared Tacit Assum[:‘l'tions

Culture 1
Culture 2

Employee : Management

Arti-iacts
D

Espousiad Values

Shared Tacit i\ssumptions

Culture 3

Figure 1: Schein’s model expanded intd employeemaadagement dimensions

‘Culture 1’ illustrates that the beliefs and valugsemployees and management, at
the Shared Tacit Assumptions level, are widelyadi@nd not in line with one another.
This means that the information security beliefsenfployees are not those shared by
senior management. However, in ‘Culture 1’, thlerimation security practices used by
employees, visible at the Artifacts level, areimelwith the information security
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practices used and approved by senior manageriéig.is as a result of the fact that, in
both the Coercive and Utilitarian Environments, #ifacts level of employees and
senior management is in line, not as a result gfleyees agreeing with the policies of
senior management, but rather because they arg fogoed to do so.

In addition, the Information Security Policy in ‘Gure 1’ is found completely in
management’s dimension of the culture. This itlasts that the information security
beliefs and values of employees are not the santheasformation security vision of
senior management, as expressed in the Inform&wority Policy. The alignment of
the behaviour of employees and management, witlardego information security
practices, would not be possible in the CoercivevifBnment without stringent
management control, or an incentive system in ttil@ddian Environment. Therefore, in
order for senior management to ensure that thda&ts level remains in line with their
policies, they must stringently enforce these pedion their reluctant employees. This
leads to increasing tension in an organisation.

‘Culture 2’ illustrates that, as the Corporate hnfiation Security Policy is shifted
towards the employee dimension, the ‘arms’ of thmapleyee and management
dimensions move closer together. This represéetsact that the beliefs of employees
and management, with regard to information secuaity beginning to correlate. In order
to shift the Information Security Policy, it is ressary for employees to start
understanding the vision senior management haiformation security. Employees
should now begin to realise the advantage of adetyuprotecting information security
assets and, as a result, their actions do not teabe enforced to such a large extent.
This would decrease the tension in the organisati@employees are beginning to
understand the benefit that good information ségcysractices would have for their
organisation.

In ‘Culture 3’ an ideal culture has been achievathis is where all three levels of
Schein’s model are in line with one another. ThepOGrate Information Security Policy
has successfully been shifted to be part of bathethployee and management dimension
in the diagram. In this culture, employees domesd incentives, or are not under threat
of severe consequences, to implement correct irgfbom security practices. Employees
are in agreement with the way things are done & dhganisation and acceptable
information security practices are second-naturthéon (Schein, 1992, online). This is
referred to by Schein as a Goal Consensus Envimnras the environment represents a
corporate culture where senior management’s viiomformation security is shared by
everyone in the organisation. Everyone is striiimgards the same goals. Tihe facto
behaviour of employees is, consequently, the belbaviecessary for the organisation to
be successful (Schein, 1999, p 15-17).

When all the levels of corporate culture are i mith one another, with regard to
information security, as in ‘Culture 3’, it indies that Corporate Information Security
Obedience has been implemented in this organisdtiemvironment (Thomson & von
Solms, 2003, p 107). This section described tkalidorporate culture that should exist
to adequately protect information assets. A metbdakgin transformation of the
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corporate culture into this ideal culture, adhertogCorporate Information Security
Obedience, is described in the subsequent section.

6. Force field analysis

Organisations frequently are unsuccessful in th@lementation of change. This
implementation is most often hindered by the faett tthange initiatives are treated as
‘top-down’ processes. Senior management attengpispose change on employees,
instead of taking their actions and attitudes oaosideration. This ‘top-down’ approach
lacks understanding and the motivation of the egg#e (Maset, 2001, online). As seen
previously, employees will not internalise cultwwbange unless they understand the
benefit of this change to their organisation. Efi@re, it is extremely important, when
implementing culture change, that employees arelved in and understand the process.
One method of change, the Force Field Analysis agur, developed by Kurt
Lewin in 1947, would ensure that employees are lua in the implementation of
culture change. According to Lewin, any changesfivar cultural or not) can be viewed
as the effect of Driving and Restraining Forcasterms of culture, the current corporate
culture is the status quo in an organisation. Dheing Forces seek to upset the status
quo, while Restraining Forces attempt to presdmeestatus quo (Pojasek, 2001, p 74).

Senior management must be held accountable folaf®#ag and communicating a
clear vision of the future. This vision is thegsea for change, or the Driving Forces. At
the same time, senior management must be awartee afurrent reality, or Restraining
Forces, that inhibits the realisation of the visi@harlton, 2000, p 42). The Driving
Forces are moving the organisation towards change the Restraining Forces are
pushing against change. The actual, resultinggd@na consequence of the interaction
of these two sets of forces. A Force Field Analyshould result in a Force Field
Diagram illustrated in Figure 2.

Current Cultur Ideal Cultur:

\ 4
N

Driving Forces Restraining Forces

a
Strengths — Weaknesses

Opportunities — ¢ Risks

Figure 2: Template for a Force Field Diagram
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A Force Field Diagram represents Driving Forcesome side of the diagram,
pushing towards the ‘ldeal Culture’ and the Resirgj Forces pushing towards the
‘Current Culture’. Each Driving or Restraining Eeris represented by a vector or arrow
and the length of the vector is equivalent to thhergjth of the force. Therefore, if two
opposing vectors are of equal length, there wilhbechange. If the Driving Force vector
is stronger than the Restraining Force vector,dhléure will shift towards the ideal.
However, if the Restraining Force vector is stranipan the Driving Force vector, the
culture will not change and achieving a culturengeawill be very difficult. Therefore,
by referring to Figure 2, we can conclude the foilay:

If a=b : Status quo maintained
If a>b Change towards ideal culture
If a<b : Status quo maintained

Increasing one set of vectors without decreasirgg dther will, as in physics,
increase the tension and conflict in an organisatit is, therefore, preferable to decrease
the Restraining Forces instead of applying greptessure to the Driving Forces when
attempting to change culture in an organisationa$&k, 2001, p 75).

a. The process of force field analysis

Force Field Analysis for culture change should bhedy describing the current

culture, followed by a detailed description of tha@eal culture for that
organisation. The ‘gap’ that is identified shoddd breached by the process of Force
Field Analysis. It should also be identified wiia¢ impact will be for an organisation if
their current culture is not changed (Saferpak020@line).

The next step is for the Restraining Forces, represl diagrammatically by
vectors, to be identified and placed on one sidthefdiagram. Each Restraining Force
should then be considered and possible solutiongsd¢acome the effect of the force must
be developed. These are the Driving Forces, apoesented by vectors, and must be
placed on other side of the Force Field DiagramI@&C 2000, p 1; Pojasek, 2001, p
75). A numerical value should be assigned to actor according to its strength.

A Force Field Diagram is a very simple, but powkrfaol that could be used to
simplify the complex problem of culture change. ténms of information security, the
‘Ideal Culture’ to represent in a Force Field Degr would be one where Corporate
Information Security Obedience has been achieVdthse Restraining Forces acting as a
barrier to Corporate Information Security Obedienugst be identified and the Driving
Forces necessary for change must also be identified

If a Driving Force is imposed on employees by semmanagement without
decreasing or eliminating the opposing Restraifiogce, a great deal of tension will
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exist between employees and senior managements ddhld result in a Coercive

Environment where it is necessary to compel em@sye behave in accordance with
correct information security practices, insteadtlodse information security practices
becoming part of their intrinsic behaviour. Theref the Restraining Forces must be
decreased through awareness and understandinmgoafout a change that is not forced
on employees, which should bring about an envirarirtteat would facilitate the change

to the ‘Ideal Culture’.

7. Conclusion

Protecting information assets is crucial for thecassful operation of most organisations.
However, one of the major problems facing the mtide of information assets, through
information security, is the behaviour and actioh®€mployees. Often it is the lack of
understanding the importance of the informationuggc processes that lead to
‘incorrect’ behaviour and actions of employees.

The corporate culture of an organisation largelfluences the behaviour of
employees within the organisation by defining whwehaviour is ‘acceptable’ and
‘unacceptable’. The behaviour of employees, vesidl the Artifacts level of culture, is
directly influenced by the Shared Tacit Assumptidexel of culture. The vision for
information security and the resulting ‘correct’ hlgiour necessary to protect
information assets should be expressed at the Esdoalues level of culture in the
contents of the Corporate Information Security &oli

If the ‘correct’ behaviour, outlined in the Inforti@n Security Policy, and the
actual behaviour of employees does not matchdictates that the corporate culture of
the organisation will have to be changed. To ckahg corporate culture into one that
incorporates Corporate Information Security Obeckernhe beliefs and values, found at
the Shared Tacit Assumptions level, must be adajtdak in line with the principles
found in the Information Security Policy at the Bgped Values level.

One of the methods currently being researched dtiure change is Force Field
Analysis, resulting in a Force Field Diagram. Tdiagram simplifies complex change
problems into sets of vectors representing Drivimgd Restraining Forces. By
identifying Restraining Forces, and the associ@esling Forces, it clarifies what the
exact barriers are for culture change. At predéete is no technique to assign specific
values to the vectors in the Force Field Diagrahhis, and the adaptation of the Force
Field Diagram into one that can be used to fatditthe implementation of Corporate
Information Security Obedience, will form part otdre research.
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Abstract

Information is a fundamental asset within any orgaiion and the protection of this

asset, through a process of information securityofi equal importance. This paper
examines the relationships that exist between fibklsf of corporate governance,

information security and corporate culture. Ithlights the role that senior management
should play in cultivating an information secur@gnscious culture in their organisation,
for the benefit of the organisation, senior manag@mand the users of information.
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INFORMATION SECURITY OBEDIENCE: A DEFINITION

1. INTRODUCTION

Information is important. It is often depicted thg lifeblood of the growing electronic

economy (Gordon, 2002, online). Commercial orgatioes and governments rely

heavily on information to conduct their daily adi®s. Therefore, the security of

information needs to be managed and controlled gstpdLane, 1985, pp 2-3; Smith,

1989, p 193). No matter what the information imed; whether it is customer records or
confidential documentation, there are many threélags make information vulnerable

(Gordon, 2002, online). Information security, #fere, needs to be implemented and
managed within the organisation to ensure thatirtf@mation is kept safe and secure
(Krige, 1999, p 7).

Information is an organisational asset, and corsetiyithe security thereof needs to be
integrated into the organisation’s overall managenman (Lane, 1985, pp 2-3; Smith,
1989, p 193). Effective corporate governance shalittate this overall management
plan. Sir Adrian Cadbury, in the foreword ©brporate Governance: A Framework for
Implementationhas the following description of corporate govewwea He states that
corporate governance deals with establishing anbaldetween economic and social
goals and between individual and mutual goals. ffémmework for governance is there
to promote the competent use of resources and,hé dame way, to involve
accountability for the stewardship of those resesi@Vorld Bank Group, 1999, online).

It is inevitable that these organisations that &hoeploy effective corporate governance
develop a corporate culture. Cultural assumptiongrganisations develop around how
people in the organisation relate to one anothar that is only a tiny portion of what
culture covers (Schein, 1999, p 28). Corporateucellis generally defined as values that
are shared by everyone in an organisation, inctuflimdamental beliefs, principles and
practices (Beveridge, 1997, online). These funddatéeliefs, principles and practices
have a direct influence on the behaviour patterfnsnoployees as far as information
security is concerned.

The purpose of this paper is to investigate to vehd@ent the senior management of an
organisation should be involved in changing theeli®| principles and practices of their
employees towards information security, therebjugricing their behaviour favourably
towards the protection of information. The papélt imitially investigate the field of
corporate governance, followed by the challengesnda corporate governance and
information security. Corporate culture and itportance to an organisation will then be
explored and the paper will conclude by investiggathe relationships between corporate
governance, corporate culture and information sgcuBased on this investigation, the
term ‘Information Security Obedience’ will be defuh
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2. CORPORATE GOVERNANCE

Corporate governance is a contemporary term foissure which has been challenging
organisations for decades — that of ‘accountahili§orporate governance is defined as
the exercise of power over and responsibility fanporate entities (Blackwell Publishers,
2000, online). At its most fundamental level, cogie governance provides assurance
that an organisation has the necessary corporaietigies to support accountability
(Brooks, 1997, online).

Accountability, however, is only one of the foullgrs of corporate governance. The
remaining pillars are responsibility, fairness arahsparency (King Report, 2001, p 17;
World Bank Group, 1999, online). The pillar @écountabilityensures that individuals
or groups in an organisation are accountable far ttecisions and actions (King Report,
2001, p 14). The second pillasesponsibility indicates that corrective action can be
taken against mismanagement and misconduct (KimpiRe2001, p 14).Fairness the
third pillar of corporate governance, attempts tsuge that there is a balance in an
organisation. The rights of various groups shoodd recognised and valued (King
Report, 2001, p 14). The final pillaransparencyis the ease with which outsiders can
see what is transpiring inside an organisation gkkeport, 2001, p 13).

Through these corporate governance pillars, thedo&Directors is both accountable

and responsible to their organisation and theiredt@ders for the wellbeing of their

organisation (King Report, 2001, p 17). Informatis a vital asset to most organisations,
and because the Board of Directors is both accbietand responsible for the welfare of
their organisation they should ensure that the rosgéional asset of information is

protected to ensure the well-being of the orgamisgDeloitte & Touche, 2002, online).

3. CHALLENGES FACING CORPORATE GOVERNANCE AND
INFORMATION SECURITY

There are many challenges facing the convergenceogborate governance and
information security — one of which is to convintee senior management of an
organisation that they should be ultimately accablet and responsible for the protection
of their organisation’s information. PriceWatereeCQoopers highlights the lack of
support there is for information security, in th@®02 Information Security Breaches
Survey, by stating that “The root cause is thatggcis treated as an overhead rather
than an investment” (PriceWaterhouseCoopers, 3032,

Furthermore, according to PriceWaterhouseCoopey, /% of organisations in the

United Kingdom spend more than 1% of their Inforiorat Technology budget on

protecting their information and only 5% of orgatiens spend more than 10% of their
IT budget on information security (PriceWaterhousegers, 2002, p 3). This lack of
attention to information security could be as aultesf the fact that managers can
normally only allocate a limited amount of time asa@hsideration to information
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security. As a consequence, management’s atteistioften limited to a small group of
acute threats and countermeasures that happetate te the issues of the day (Buren,
van der Meer, Shahim, Barnhoorn & Roos Lindgre@991 p 76).

However, the successful operation of organisattoday relies on information, and the
exchange of information. Further, the protectidninformation, through information
security, is important for the impact it can havehwsiness (Deloitte & Touche, 2002,
online). Therefore, management should be concemigd information security as
information is vital for the success of the orgatien. In fact, they are accountable and
responsible for the well-being of the organisatioait depends heavily on information, as
highlighted earlier.

One of the ways for management to demonstrate deelication to information security
in their organisation is to provide their suppontdacommitment towards a formally
agreed upon and documented corporate informatioarigg policy, as it is one of the
controls that is considered common best practiceerims of information security (BS
7799-1, 1999, p 4).

Quality information security begins and ends witlality corporate policies (Whitman &
Mattord, 2003, p 194). An overriding duty of thedd of Directors is to ensure the
long-term feasibility of an organisation. To dastht is essential that the assets of an
organisation are protected (World Bank Group, 1@98ine).

Therefore, it follows that the Board of Directotsosld be involved in the protection of

information, an important organisational assete Tvel of information security that the

Board of an organisation is prepared to proposeparidnto operation, and the level of

information security that is acceptable to the shalders should be consolidated and
result in the corporate information security polifiging Report, 2001, p 96). The

information security policy should be based ondpproved corporate security objectives
and strategy and is there to provide managemeettiin and support for information

security (British Standards Institute, 1993, p 17).

The main aim of any policy, whether for informatisecurity or not, is to influence and
determine decisions, actions and other issuespégifging what behaviour is acceptable
and what behaviour is unacceptable. Policies amdcegures are, therefore,
organisational laws that determine acceptable amacaeptable conduct within the
context of corporate culture (Whitman & Mattord020p 194).

4. CORPORATE CULTURE
Every organisation has a culture and this cultuxeste at both a conscious and

unconscious level (Hagberg Consulting Group, 2G@#ine). This culture could be
operating with authoritative principles and drivantop management. However, many
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organisations have a culture that exists by defalittis culture changes by accident and
is influenced by a few key people in the organesat(Atkinson, 1997, p 16). A
disturbing fact is that it is estimated that onB6 ®f organisations have a definable
culture, where the senior management takes aneaadle in the shaping of the culture
(Atkinson, 1997, p 17). If management does noteustdnd the culture in their
organisation, it could prove to be fatal in todaplssiness world (Hagberg Consulting
Group, 2002, online).

Culture is the overall, taken-for-granted assunmdithat a group has learned throughout
history (Schein, 1999, p 29). Corporate cultur@ansextensive issue and because the
shared beliefs of an organisation include valuesiatvhat is desirable and undesirable —
how things should and should not be — these belietate the kinds of activities that are
‘legal’ and the kinds that are ‘illegal’ for the piayees in an organisation (Beyer, 1981,
p 21).

Since corporate culture plays a major role in ttt@as of employees in an organisation,
it is an important aspect in an organisation, &s é¢entral to restraining or enhancing the
performance of an organisation (Atkinson, 1997, k#17). Culture is imperative
because it is a powerful, underlying and often msc@mus set of forces that establishes
individual and group behaviour. Corporate cultiseespecially important because
cultural elements determine the strategy and gofakn organisation (Schein, 1999, p
14).

One of the difficulties in trying to understand tcwé is that it is a very complex
discipline, which should not be oversimplified.idtvery simple to say that culture “is the
way things are done around here”, but a much betgrof thinking is to appreciate that
culture exists at numerous levels. These levelgadrom the visible to the tacit and
invisible. Furthermore, it is imperative that thelgvels are managed and understood
(Schein, 1999, p 15).

Levels of Corporate Culture

The corporate culture and behaviour of people gapisations has been extensively
researched by Edgar H. Schein. Schein states‘fagtter way to think of culture is to
realise that it exists at several ‘levels’, andtthe@ must understand and manage the
deeper levels” (1999, p 15).

The first level of corporate culture and probalie tsimplest level to examine in an
organisation is that ddrtifacts Some of the most visible expressions of culareethese
artifacts (Hagberg Consulting Group, 2002, onlinéytifacts can be described as what
an individual can see, hear and feel when they wdtk an organisation. Examples of
artifacts could range from the design and décdheforganisation to how people behave
towards each other and customers (Schein, 1998).p 1
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Espoused valuesre the second level of culture in an organisatibhese are the values
expressed and published in an organisation’s gsli@and are those values that an
organisation is said to be promoting. Examplegsgoused values are teamwork and
good communication (Schein, 1999, p 17).

When it comes to the first two levels of corporatdture, there could be a few obvious
contradictions between some of thgpoused/aluesor goals of an organisation and the
visible behaviour of an organisation as seen at dhédacts level. What these
contradictions between the two levels indicatd& & deeper level of thought and insight
is driving the evident behaviour of the employe&gshgin, 1999, p 18). What an
organisation strives to do and the values it wigbesndorse may be different from the
values, beliefs, and norms expressed in the aqiuattices and behaviour of the
organisation (Hagberg Consulting Group, 2002, @)linTherefore, the deeper level that
drives the visible behaviour may or may not be tast with the values and principles
that are espoused by the organisation. So, ty tmmderstand the culture of an
organisation the deepest level of corporate cultoust be understood (Schein, 1999, pp
18-19).

Schein refers to this deepest level asdhared tacit assumptiorlsvel. The heart of
corporate culture is the mutually learned valuesljels and assumptions that have
become taken for granted as the organisation asgirio be successful. These tacit
assumptions involve the nature of the organisati@mvironment and how to succeed in
it. Examples of shared tacit assumptions are wnigua particular organisation, but
generally are decisions and actions that are secatnde to an employee (Schein, 1999,
p 19).

Therefore, the decision and actions of employeesiatermined through the three levels
of corporate culture. And these three levels emigleahat culture is extremely stable, as
it represents the accumulated learning of a gr@apéin, 1999, p 21).

As has been highlighted earlier, the Board of Doexshould be both accountable and
responsible for the well-being of an organisatiohich depends on information and

information resources. To protect this informatitrte behaviour patterns of employees
must assist in ensuring information security. 8jnthe corporate culture of an

organisation determines the behaviour of employees organisation; it should be used
to influence these behaviour patterns of employewsrds the protection of information

as envisioned by the Board of Directors.

5. RELATIONSHIPS BETWEEN THE THREE FIELDS
The three fields of information security, corporgtevernance and corporate culture have
been highlighted individually in the earlier pafttbe paper. The following section will

investigate the relationships that should existwbenh these three fields. The
relationships between the fields can be depictagrdmmatically, as shown in Figure 1.
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Corporate
Governance

Information
Security

Corporate
Culture

Figure 1.The relationships between information securitypocate governance and
corporate culture

The relationship that should exist between inforamat security and corporate
governance, represented by ‘A’ in the diagram,ighlighted with the following quote
from Michael Cangemi, President and COO of thertegeAigner Group Inc. He states
that, “The information possessed by an organisai@mong its most valuable assets and
is critical to its success. The Board of Directavbjch is ultimately accountable for the
organisation's success, is therefore responsibléhéoprotection of its information. The
protection of this information can be achieved othlyough effective management and
assured only through effective board oversightA(IAICPA, ISACA, NACD, March
2000, online). This highlights the fact that theya very strong relationship between the
fields of information security and corporate go\arce.

As seen in previous sections of the paper, infaonatecurity is currently being seen as
an overhead, rather than as an investment. Therseanagement of organisations tends
to view information security as a technical problémat the IT department should be
concerned with. However, the information that desion an organisation’s systems is
owned by the business as a whole, not the IT managdgormation and information

systems play critical roles in business proces3éwrefore, it is the senior management
of organisations that needs to direct the apprt@a@hotecting their information (Deloitte
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& Touche, 2002, online). Proactively addressingoaganisation’s information security
issues in the digital era is not only good busir@sstice; it is a necessity (Gordon and
Glickson, 2001, online). One of the ways to enkeartke relationship between
information security and corporate governance issémior management to support and
direct the creation and implementation of a corformformation security policy.
Therefore, the corporate information security pobbould play a critical role in the way
that senior management governs the security ofrméiion.

The relationship, represented by ‘B’ in the diagraepresents the relationship between
information security and corporate culture. Whavestigating information security, it is
often seen that the procedures employees use iindagy work and their behaviour
could symbolise the weakest link in information w&y (Martins and Eloff, 2002, p
203). In addition, it has been pointed out that¢brporate culture of an organisation, to
a large extent, determines the decisions and acbbremployees (Schein, 1999, p 17).
Therefore, the corporate culture in an organisasbould be used to influence the
behaviour of the employees towards information ggcin a positive way. In order to
do this, theshared tacit assumptiorievel of corporate culture must be addressed. The
collective beliefs and values of employees are doanthis level of corporate culture.
This shared tacit assumptiongvel directly influences thartifacts level of culture,
which displays the visible behaviour of employe&berefore, for employee behaviour to
change; their beliefs must be altered positivelyaims information security.
Understanding the corporate culture around infoionasecurity is crucial, and assessing
employees’ awareness, competence and commitmegrindees the best method for the
implementation and distribution of the corporatéoimation security policy so that it
will be effective (Deloitte & Touche, 2002, online)An encompassing information
security policy should assist in cultivating a amngte culture that takes advantage of the
benefits of information security practices (Gordamd Glickson, 1997, online).
Therefore, as information security is highly depamdon the behaviour of the users of
information, the behaviour should preferably betiliesi through corporate culture to
ensure that acceptable behaviour becomes the tetfalcaviour.

The relationship between corporate governance angbrate culture is represented by
‘C’ in the diagram. The behaviour of employeestts,a large extent, shaped by the
beliefs and values the employees have askizged tacit assumptiorievel of corporate
culture. Therefore, senior management should n@akesolute attempt to shape the
sharedtacit assumptiongevel, and, consequently, the corporate cultute ame that will
help in the achievement of the organisation’s goals

As part of good corporate governance practices, afnthe responsibilities of senior
management is that they must outline the goalsvasidn for their organisation. These
goals and vision of an organisation should be whakpressed by senior management at
the espousedvalues level of corporate culture. It is also senior g@Mment’s
responsibility to guide their organisation in aclg these goals. Therefore, senior
management, as part of their corporate governamiesd should ensure that the
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necessary elements of corporate culture are ineptacsupport the organisation in
achieving its goals.

The desired corporate culture would be one whesgevision expressed at tlespoused
valueslevel of culture by senior management is suppobiethe actions and behaviour
of employees determined by thiearedtacit assumptiongevel of corporate culture.

The behaviour displayed by senior management, imseof information security
practices, helps shape the attitude of employeasrtts information security. In
addition, it is also the behaviour senior manage¢naenepts from their employees that
influences the corporate culture. Management @alicdescribe what behaviour is
acceptable and unacceptable. Senior managemerit enssre that the policies are
implemented in their organisation in such a way the behaviour of the employees
change, which would ultimately lead to a changéha corporate culture. Therefore, as
information security is a management responsibilitye information security policy
should guide employees to function in a mannerddds to the protection of information
(Whitman & Mattord, 2003, p 194). As detailed pomsly, for senior management to
transform the corporate culture in their organ@atihey must address the beliefs and
values found at theshared tacit assumptionslevel of corporate culture. Senior
management must ensure that their employees’ bealidifsupport allespousedaluesof
their organisation, including their vision for imfoation security.

The relationship represented by ‘D’ in the diagranthe relationship between the three
fields of information security, corporate governanand corporate culture. To be
genuinely valuable, information security needs &rdme part of the way everyone
conducts their daily tasks, from senior managemtanbughout the entire organisation
(Deloitte & Touche, 2002, online). Therefore, imf@tion security should become an
intricate part of the corporate culture of the migation, as it is the culture that
determines how employees conduct their daily ta@&sach, 1993, p 11). This
relationship should represent the situation whergdryior management’s vision for the
protection of information in the organisation isngeyed through the corporate
information security policy. This policy should beafted, advocated and implemented
in such a way that it positively influences thepmate culture with regard to information
security. Further, as information security is tygtlependent on the behaviour of users,
the corporate culture should contribute towardsfttwe that the de facto behaviour of
users is indeed what senior management envisageac@ptable behaviour. This
relationship can be encompassed by the term ‘Ilrdion Security Obedience’.
Obedience is defined as “compliance with that whishrequired by authority”
(Dictionary.com, 2003, online). The authority hist case is the senior management of
organisations, striving towards effective corporgtezernance. Another definition is,
“words or actions denoting submission to author{@ictionary.com, 2003, online). As
has been said, the words or actions of employeegs@e large extent, determined by the
corporate culture in an organisation.
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Therefore, by using the term Information Securitye@ience, it binds together all three
fields of information security, corporate governaremd corporate culture. The term
does this by stating that the actions of the enmgd#gymust comply with that which is
required by senior management in terms of inforomasiecurity. Therefore, ‘Information
Security Obedience’ is defined, for the purposethisf paper, as ‘de facto user behaviour
complying with the vision of senior management engd in the corporate information
security policy’.

6. CONCLUSION

Information is important to any organisation. Hewe the protection of this information
through information security still forms a very dmpart in the overall corporate
governance strategy. Senior management must be @adre that the protection of
information should be their responsibility and trsould create the policy necessary to
ensure information security in their organisati@ne of the problems facing information
security is the behaviour of employees. Most eygds do not understand the
importance of protecting information, and this lasfkunderstanding is reflected in their
negligent information security practices. The cogte information security policy
should describe the vision and goals of senior m@ment in relation to information
security. This policy should then be implementethie organisation in such a way that it
affects the behaviour of the users. To ensurebieaviour of employees change
favourably towards information security practicess,should become second-nature
behaviour in the daily activities. Information Sety Obedience is the solution to
ensuring proper information security behaviour.

This paper defined the term ‘Information Securitype@ience’. It explored the
relationships between the three fields of corpogdgernance, corporate culture and
information security, and highlighted the importanaf binding these fields together.
Further research will be conducted to investigabev lcurrent information security
practices should be modified to have an effectmparate culture. The manner in which
the corporate information security policy is drdftend implemented in an organisation
will be investigated. A further paper will highlig how ‘Information Security
Obedience’ can be used to integrate the threesfestdi what actions must be taken to do
So.
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1. Introduction

“If you think technology can solve your securityoptems, then you don’t understand the
problems and you don’t understand the technologyhis quote by Bruce Schneier
highlights that technical controls alone will notsere the safety of the information assets
of an organisation and will not solve informatioecsrity related problems. Just as
important to the protection of information, if notore so, are the operational controls
necessary to ensure the success of informationigepuactices, as information security
is people-based (Shorten, 2004, p 1374).

It is important for the senior management in orgations to realise that information
security is not solely concerned with technical ghgisical controls. Most technical and
physical controls have operational issues assatiaith them, dependent on human
behaviour. In addition, employee behaviour, toaegeé extent is dependent on the
corporate culture in an organisation. Therefongy attempt in an organisation to
implement technical and physical controls withownsidering the culture in the

organisation could have disastrous consequencesi(&ke, 2004, p 1080). Corporate
culture is a strong driving force in organisatiamsich largely affects the behaviour of
employees and, consequently, the success of themafion security practices (Beach,
1993, p 17).

The vision of senior management with regard torimtion security must be outlined in
the Corporate Information Security Policy of theyamisation. The Policy should be
‘translated’ into procedures that will positivelyfext the attitude and behaviour of
employees. Eventually thte factg or second-nature, behaviour of employees should
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adhere to the behaviour necessary to adequatetgegprthe information assets of an
organisation, as outlined by the vision of senioanagement in the Corporate
Information Security Policy. Thomson and von Soldedine this natural behaviour of
employees, in line with the information securitysioh of senior management, as
Information Security Obedience (2003, p 107).

This paper will highlight the effect that employéehaviour has on the success of
information security practices. The paper will ewae the Conscious Competence
Learning Matrix and will introduce an Informatioe&irity Competence Maturity Model
that could assist the senior management of an ma@#on in positively adapting the
behaviour of the employees.

2. The Significance of Corporate Culture

Culture is generally defined as those beliefs, emland assumptions that a group has
learned over time. Corporate culture is the seprotedures and practices that both
senior management and employees follow in ordéretsuccessful in their environment
(Schein, 1999, p 29).

This set of procedures and practices should be ostggp in the policies of an
organisation. Further, it is the responsibilitysginior management to give effect to the
policies in an organisation (Leveson, 1970, p 53).is essential that a Corporate
Information Security Policy is created in an orgation, as it implies what behaviour is
acceptable and what behaviour is unacceptablenmstef information security practices
(Beach, 1993, p 17). The Corporate Informationu8igc Policy must work within the
organisation, where the corporate culture exisid, must address the security needs of
the specific organisation (Deloitte & Touche, 2008line).

Therefore, if the corporate culture is not taketo inonsideration when enforcing the
Information Security Policy in an organisation, thehaviour of employees will not
change to reflect the ‘wishes’ embedded in thermfdion Security Policy. This results
in the fact that employee behaviour is often thaaggpal obstacle in ensuring that
information assets are kept secure (Martins antf, 2002, p 203).

However, diligent and well trained employees cacobge the strongest link in terms of
information security in an organisation (Henry, 200 1100). It is, therefore, critical to
understand how to get employees dedicated to aadlkdgeable about their roles and
responsibilities towards information security. it also of vital importance that
employees commit to an information security programd adapt their behaviour
positively towards information security. The infaation security program should be
created, enforced and encouraged by the seniorgaarent of an organisation through
the Corporate Information Security Policy (Henr§02, p 1100).
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3. Conscious Competence Learning Matrix

The Conscious Competence Learning Matrix expldiesprocess and stages that people
must move through to learn a new skill, behaviautechnique. This Matrix is generic
and could cover a wide variety of skills. It igat, however, that people only respond to
training when they are aware of their need fo€Cligpman, 2001, online).

The first stage of the Conscious Competence Legrritatrix is Unconscious
Incompetence At this stage the employee is not aware of thekd that must be
performed and the employee is not aware that tiseaedeficiency in the skills needed to
perform the particular task. The employee does uraterstand the relevance and
significance of the new task and must become consaf his/her incompetence before
learning can begin (Chapman, 2001, online). Enmgegydo not know what is ‘right’ or
‘wrong’ and their behaviour is consequently outiioé.

At stage two of the MatrixConscioudncompetencethe employee becomes aware of the
existence and relevance of the task to be perfarniéd employee now becomes aware
of his/her role in this task and that by learnihg skills required for this task, he/she
improves his/her ability and effectiveness in tmgamisation. Employees at this stage
know what actions and behaviour are ‘right’ and ckhare ‘wrong’, and the relevant
tasks that must be performed. However, they dtilhot know exactly how to perform
these tasks. Ideally at this stage, the employee & measure of his/her level of
deficiency in the particular task and a measuréhef stage of skill that is needed to
perform the task (Chapman, 2001, online).

The third stage of the Conscious Competence Legiditrix is ConsciousCompetence
At this stage, the employee will need to conceateatd think to be able to perform the
task. The employee will not be able to perform thagk unless thinking about it and
making a mental effort, as the task has not beceemnd nature’ or part of the culture.

The most effective means of progressing to thetlfiostage in the Learning Matrix is
practice. The employees must practice the new @3k commit to becoming
Unconsciously Competent at the task (Chapman, 2fitlihe).

At the UnconsciousCompetentstage, the task becomes so practiced that it tier

subconscious thinking of the employee and becorsesohd nature’ or part of the
culture. The Unconsciously Competent employee even have difficulty in explaining
how a task is done as the task has become mostiggtual (Chapman, 2001, online).

The progression through the various stages of tbes€@ous Competence Learning
Matrix can be demonstrated through an everyday pl&amWhen a person first begins
typing on a keyboard it is usually with one or tiwmers (Stage 1). As the need to type
faster increases, more fingers will be used angbénson may wish to take a typing
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course to improve his/her skill (Stage 2). Iniialvhen the person achieves typing using
both hands the typing is a conscious effort, whik person frequently looking at his/her
hands to check that the correct keys are beindStdge 3). Eventually, the typing
becomes an unconscious process, where the persablesto look at the computer
monitor while typing (Stage 4). However, if tharstiard QWERTY keyboard were to be
replaced with a new keyboard that has a compleliélgrent layout, the learning would
have to begin again and the person would once dgae to progress through the
Conscious Competence Learning Matrix.

Senior management would like employees in its degdion to be at stage four of the
Conscious Competence Learning Matrix for the dadgks that employees should
perform. This would signify that the correct prees would be part of the natural
behaviour of employees. In the following sectitrte Conscious Competence Learning
Matrix will be used to define the Information SetuiCompetence Maturity Model as a
way for employees to become skilled in informatsacurity practices.

4. Information Security Competence Maturity Model

Employees of an organisation are very often undoasty incompetent when it comes to
information security practices. They are not awidwa they are unskilled in terms of
information security. Therefore, they are at Stdgeof the Information Security
Competence Maturity Model. At Stage 1, employeesadtheJnconsciousncompetent
stage and unaware of the role they should be gapiterms of information security. At
this stage employees are not aware of their ingffeess in information security
practices. Any attempt to change behaviour at #tége will not be advisable, as
employees of an organisation will not internalibe thanges and make it part of their
new culture unless they understand the benefihede¢ changes (Schein, 1999, p 187).
Therefore, if employees view information securigy @ hindrance to their work and do
not fully understand the benefit, they will not ept the appropriate responsibility for
their role in information security, and may go ofitheir way to find a “work-around” to
any information security measure they do not carsmdcessary (Shorten, 2004, p 1381).

In order for employees to progress form Stage Btapge 2 an effective Information
Security Awareness Program should be run in therosgtion. The purpose of the
Information Security Awareness Program is to foattention on information security.

Employees taking part in the program are recipieftsformation and do not take an
active role in the program (National Institute ofiehce and Technology Special
Publication 800-16, 1998, p 15). An effective imfi@ation Security Awareness Program
should help employees understand why they mustitdkemation security seriously and
what they will gain from its proper implementati{®eltier, 2004, p 1494). Ideally, an
Information Security Awareness Program should mespamployees for Information

Security Training by encouraging a change in emgxowttitude towards information
security. Examples of Information Security Awaremeomponents are awareness

180



Appendix D

presentations, videos, posters and inspiratiorfalrnmation security slogans (National
Institute of Science and Technology Special Pubboa800-16, 1998, p 15). Once
employees have participated in the Information 8gcéhwareness Program, and they
have been made aware of all the potential threatsformation assets, they progress to
Stage 2.

Stage 2 iConscioudncompetence At this stage employees are already aware aof the
information security roles and responsibilitiesmoyees at this stage understand the
benefit of protecting information assets and tlepoasibilities that they have with regard
to information security. Employees realise thait@cting information assets not only
protects themselves, but their organisation as amll employees realise what action is
required from them to progress to Stage 3.

For employees to move from Stage 2 to Stage 3, thest participate in Information
Security Training. Through Information Securityaiiing, employees will learn “how”
information assets must be protected and employéekearn vital skills enabling them
to perform information security practices (Natiotastitute of Science and Technology
Special Publication 800-16, 1998, p 18). The Imfation Security Training program
should reinforce all the terms and concepts intceduin the Information Security
Awareness Program and employees should apply feaining through hands-on
activities. One of the main aims of Informatiorc&ety Training is to promote personal
responsibility for information security amongst dayees and to achieve positive
behavioural change in terms of information secuptactices (National Institute of
Science and Technology Special Publication 800:268, p 25). Once employees have
participated in the Information Security Trainingpgram, and gained the required skills,
they are ready to progress to Stage 3.

At Stage 3 of the Information Security Competencatwity Model, Conscious
Competenceemployees need to consciously focus on the irdtion security practices
they need to perform. These practices are perfbrooerectly, but are neither second-
nature nor part of the employees’ corporate culture

For employees to progress from Stage 3 to Stagecdmbination of techniques can be
used. Firstly, a mixture of education and expedeshould be used. For employees to
fully appreciate the complexity of information sety they should progress from
Information Security Awareness to Information Ségufraining to Information Security
Education. Information Security Education providesight to employees and a deeper
understanding of information security practices.nfotmation Security Education
provides long-term learning through seminars andepth discussion (National Institute
of Science and Technology Special Publication 8601998, p 18).

However, Information Security Education is not eglou A Chinese proverb says “I hear

and | forget, | see and | remember, | do and | wstdad.” This proverb loosely tracks
the progression of employees through the InformaBecurity Competence Maturity
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Model. Employees will only be able to legitimat@lsogress to Stage 4 when they apply
the skills they have learnt through Information 8#&g Awareness, Training and
Education and have gained Experience by perforrtiiegnformation security practices
incessantly and become accustomed to the newliyntlgaactices. Once employees
become experienced in information security prastitey will progress to a point where
these practices become second-nature and theyadithnce to Stage 4 through the
experience they have gained.

Secondly, positive reinforcement will help prometaployees from Stage 3 to Stage 4.
Reinforcement should be used as confirmation thateémployees are performing the
correct information security practices and to sbfithe benefit of information security
practices to the employees. These reinforcementgaentives do not have to be
monetary, as positive reinforcement is widely usedbehaviour modification in
organisations, and it has been found that praidesanial reinforcers are more common
and effective than monetary reinforcers (Arnol@lett998, p 232).

The ultimate goal of the Information Security Cortgmee Maturity Model is for the
employees of an organisation to reach Stage 4,ughroawareness, training and
experience, and becoménconsciouslyCompetentin the critical information security
practices which support the information securitgiam of senior management. These
practices should adhere to the information secungjon of senior management and
become part of thele factoemployee behaviour and, therefore, part of the cratp
culture. If this is achieved, then Information Gety Obedience, as described by
Thomson and von Solms, has been realised. Thergasign of employees from
Unconscious Incompetence to Information Securityeddnce is depicted in the
Information Security Competence Maturity Model igiie 1.
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Figure 1: Information Security Competence Matutgdel

Employees progress from Stage 1 of the InformatBmturity Competence Model
(Unconscious Incompetence) to Stage 2 (Consciouonmpetence) through an
Information Security Awareness Program.

Employees at Stage 2 progress to Stage 3 (Cons€ougpetence) once they have
undergone Information Security Training and aret ooly aware, but skilled in the
various information security tasks.

For employees to move from Stage 3 to Stage 4 (bswous Competence) the
employees must gain sufficient experience in th&rmation security practices.
Employees at Stage 4 perform information securitgciices correctly as they fully
understand and are in agreement with the way thémgsdone in the organisation and
their behaviour is second-nature to them (Sched®21online). Information Security
Obedience could then be observed in those orgamsaivhere employees have reached
Stage 4.
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5. Conclusion

One of the principal problems facing informatiorsgty is the behaviour and actions of
employees towards the information assets. Consélguemployees who understand the
benefit of protecting the information assets andirthioles and responsibilities, and
adhere to the correct behaviour, could be the gasinlink in the information security
infrastructure. Therefore, senior management ghisations would ideally like its
employees to become Unconsciously Competent imrimdion security practices.

This paper focused on how employees should advaiooe Unconscious Competence
through various stages to reach Stage 4 of ther#tion Security Competence Maturity
Model. Initially, the Conscious Competence LeagnMatrix was investigated and used
to define the Information Security Competence Matuvlodel. This model could assist
organisations in determining at which Stage empeyare currently, and advising the
best way to promote employees to Information Sec@bedience.
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Abstract

An information security solution should be a fundsatal component in any organisation.
One of the major difficulties in achieving the as#ation of information into an
organisation is the actions and behaviour of eng#ey To ensure the integration of
information security into the corporate culture af organisation, the protection of
information should be part of the daily activitiaad second-nature behaviour of the
employees.
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1. Introduction

“Despite our intellect, we humans — you, me andyawee else — remain the most severe
threat to each other’s security.” This quote frigevin J. Mitnick (2002, p 8) highlights
the issue facing the protection of information tisadften overlooked — the human factor.
One of the biggest threats to the success of irdbam security in an organisation is the
erroneous actions and behaviour of employees waedlimg information.

In order to guard against this, it is vital that ppoyees learn about, and integrate,
acceptable information security practices intortlesieryday behaviour. This paper will
address how employees should learn, develop amgjrate the correct information
security skills into their daily behaviour and, inately, facilitate the protection of
information assets.

2. An Information Secure Corporate Culture

Corporate culture is the total of all the sharaéen-for-granted assumptions that a group
has learned over time (Schein, 1999, pp 28-29)enEwrganisation has a corporate
culture, whether it is aware of the culture or nand this culture exists at both a
conscious and unconscious level (Hagberg ConsuGirmyp, 2002, online). A balanced
corporate culture is essential in an organisat®it & a powerful, underlying and often
unconscious set of forces that establishes indalidad group behaviour (Schein, 1999,
p 14). In terms of information security, employa#ions and behaviour are particularly
important as almost all information security saas rely on the human element to a
large degree (Berti and Rogers, 2004, p 150-19herefore, as the corporate culture of
an organisation establishes and influences empltwgdmaviour, it should be used to
mould the information security behaviour of emplege

Information security is far more than simply applyian assortment of physical and
technical controls (Berti and Rogers, 2004, p 14nformation security solutions have
been meticulously developed to attempt to proteetnformation assets of organisations.
However, as mentioned earlier, the most significsamberability — the human factor — is
often left unaddressed. Organisations may not ble @& protect the integrity,
confidentiality, and availability of information they do not ensure that all employees
involved understand their roles and responsibslitielt is also vital that these same
employees are adequately trained to protect thenrdtion assets in their organisation
(National Institute of Science and Technology SplePublication 800-16, 1998, p 12).
Properly trained and diligent employees can becaime strongest link in an
organisation’s security infrastructure (Henry, 20(@ 664). The understanding of
employees, with regard to information security, #imel resulting behaviour and actions
should become second-nature to employees andfgadiodaily activities. For that
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reason, information security practices should bexgart of the corporate culture of an
organisation.

Corporate culture not only places constraints uplom activities and behaviour of
employees, it also prescribes what the organisatiod its employees mudo.
Consequently, the corporate culture guides thevideS of the organisation and its
employees (Beach, 1993, p 11).

However, the question remains — how can informasieourity be incorporated into a

corporate culture? Any prospective change in timeent corporate culture requires, in

essence, the unlearning of beliefs on the pati@®employees and could result in a huge
amount of anxiety and resistance to change froml@maps (Schein, 1999, p 25). To

change the culture, employees’ values, norms atitlicd#s must change. This is to

ensure they make the ‘right’ contribution to thealti®y corporate culture despite any

conflict of individual and group interest (Meek,88 p 454). The environment that has
the most influence on employees’ beliefs and alituis the environment within the

organisation. Therefore, the power to change thire of an organisation lies largely

with senior management (Drennan, 1992, pp 3-4).

As part of its corporate governance duties, ihis duty of senior management to define
and express the vision it has for the organisatigision defines the ideal future for an
organisation. This could imply preserving the euatrcultureor the vision could imply
change. That is, the vision may require no moaa tihe natural evolution of the present
culture, or it may require radical changes in wiia organisation is doing and the
resulting culture (Beach, 1993, pp 49-50). ItitalMor senior management to outline its
vision for the organisation in terms of informatisecurity as well. One of the ways to
do this is for management to articulate its visiom policy. Senior management should
demonstrate its dedication to information security providing its support and
commitment towards a formally agreed upon and desued Corporate Information
Security Policy, as it is one of the controls tisategarded as best practice in terms of
information security (BS 7799-1, 1999, p 4). Thwecobjective of any policy is to
influence and determine the decisions, actionsbecviour of employees by specifying
what behaviour is acceptable and what behavioun&ceptable (Whitman & Mattord,
2003, p 194). Therefore, by creating the policsotigh its governance duties, senior
management is initiating the shaping of the cor@or@lture to include information
security.

This results in the amalgamation of corporate caltinformation security and corporate
governance and is termed Information Security Odoezl. In previous work, Thomson
and von Solms defined Information Security Obedieas ‘de facto user behaviour
complying with the vision of senior management enegd in the Corporate Information
Security Policy’ (Thomson and von Solms, 2005, h 74
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The rest of the paper will detail the Model for dmhation Security Shared Tacit
Espoused Values or the MISSTEV Model and its corepts that could assist
organisations in achieving Information Security @ieace. The two components, the
Conscious Competence Learning Model and the Motl&owledge Creation, will be
examined, followed by an explanation of the MISSTHWYdel itself.

3. Conscious Competence Learning Model

The first component of the MISSTEV Model is the 8apus Competence Learning
Model. The model describes the process and st#dearning a new skill or behaviour
and is partitioned into four stages, which progreesn Unconscious Incompetence to
Unconscious Competence. These four stages witldtailed in the following section
(Chapman, 2001, online).

3.1 The first stage i&Jnconscioudncompetence People at this stage are not aware
of the existence of the particular skills that aequired from them. In other
words, they do not know that they lack particullaiis or types of behaviour. It
is possible that they might deny the practicalitg aisefulness of the new skills.
In order to learn new skills, it is vital that péepecome aware of the necessity to
learn something new (Chapman, 2001, online). Kkample, a person who has
never attempted driving a car is not aware oftadl kills, and knowledge of the
road, required to be licensed driver.

3.2  The second stage @onscioudncompetence At this stagepeople become aware
of the existence of the relevant skills they shopigsess. They have realised
their inadequacies and should be able to assedswvibleof skills that is required
for their own competence (Chapman, 2001, onlifflédr example, a person who
has passed the learner drivers test is now awartheokkills and knowledge
required to drive a car, but has not acquired tis&gks as yet.

3.3  The third stage i€onsciousCompetence People at this stage have acquired the
new, necessary skills. However, people still heoveoncentrate on performing
these skills and, therefore, the skills are nobsdenature as yet. In other words,
people cannot perform these skills without haviaghink about them and the
skills are not part of their behaviour (ChapmanQ20online). For example, a
person who has recently obtained a driver’s licehss acquired the necessary
skills to drive a car, but still has to concentratechanging gears, using the clutch
and remembering to look in the rearview mirror.

3.4  The final stage i¥JnconsciousCompetence By this stage, the skills learned at
the Conscious Competenstage have become so practiced that people nerong
have to think about how to perform them. The sKilhve become second-nature
or part of the actions and behaviour of peopleh& stage and have become
largely instinctual (Chapman, 2001, online). Faaraple, for a person who is an
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experienced driver, the skills required to driveaa have become automatic to a
large extent.

Therefore, whenever a new skill or set of skillsstnbe learnt, people will naturally
progress through the four stages of the Consciamsp@tence Learning Model.

4, Modes of Knowledge Creation

The second component of the MISSTEV Model is Nofmakdodes of Knowledge

Creation. The Knowledge Creation process compriaeg knowledge and explicit
knowledge, as well as the knowledge conversionsstieat must occur for one type of
knowledge to be translated into the other.

Tacit, or implicit, knowledge is subjective and exipnce based. This knowledge is
difficult to formalise and communicate and includediefs, attitudes and intuition, as
well as technical skills. Knowledge in the tadtrh is actionable, or can be used, by the
owner (Nonaka, 1994, p 16). Explicit, or overt,olledge, on the other hand, is
objective and rational knowledge that can be comoated in words and sentences and
includes theoretical approaches and problem sol{itwnaka, 1994, p 16). The purpose
of Nonaka’'s Modes of Knowledge Creation is to idfgnexisting knowledge and
‘convert’ it to new knowledge. This is done bysddying four processes of interaction
between tacit and explicit knowledge. These preeesre classified as Socialization,
Externalization, Combination and Internalizatioro(fdka, 1994, p 18).

4.1  Socializationis the process whereby one person’s tacit knovdadgransferred
to tacit knowledge in another person. Socializatio/olves capturing knowledge
through direct interaction with individuals both side and outside an
organisation. Socialization depends on havingeshaixperience, and results in
acquired skills and common mental models. Soeitibn is primarily a process
between individuals (Nonaka, 1994, p 19).

4.2  Externalizationis the process whereby tacit knowledge is maddicixp One
way to do this is through ‘articulatiomf tacit knowledge by expressing beliefs
and values in words, metaphors or analogies. Argkevay is through ‘eliciting
and translatingthe tacit knowledge of others into an understareldbtm or
explicit knowledge. Dialogue and discussion arepanant means for both
methods. During such communication, people shaliefs and can learn how to
better articulate their thinking. Externalizatima process among individuals
within a group (Nonaka, 1994, p 19).

4.3  Once knowledge has become explicit, it can be tearex! to explicit knowledge

through a process Nonaka cal®ombination Explicit knowledge can be
conveyed in, for example, documents and email,elsas through meetings and
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training. The collection and dissemination of valet information becomes very
significant in this process. Combination allow®Wwhedge transfer among groups
across organisations (Nonaka, 1994, pp 19-20).

4.4  Internalizationis the process of understanding and absorbingoéxkhowledge
into the tacit knowledge held by an individual.telmalization is largely practical
as explicit knowledge is transferred to tacit tlglouhe actual doing of a task or
skill or through simulations. The internalizatipnocess transfers organisation
and group explicit knowledge to the individual (N, 1994, p 20).

The four processes of interaction between tacitexplicit knowledge are represented in
Figure 1. It shows that the Socialization proceassfers Tacit Knowledge to Tacit
Knowledge. The Externalization process transfeexitT Knowledge to Explicit
Knowledge. The Internalization process transfergliEit Knowledge to Tacit
Knowledge. And the Combination process transfexpli€it Knowledge to Explicit
Knowledge.

Tacit Knowledge o Explicit Knowledge

Tacit Socialization Externalization
Knowledge

from
Explicit Internalization Combination
Knowledge

Figure 1: Nonaka’'s Modes of Knowledge Creation

The interactions between tacit knowledge and eixglicowledge will tend to become

larger in scale and faster as more individualh@drganisation become involved in the
knowledge conversion or creation processes. Tboexeforganisational knowledge

creation can be seen as an increasing spiral mostarting at the individual level

moving up to the collective or group level, andnthaltimately, to the organisational

level (Nonaka, 1994, p 20). Therefore, through &lk@is Modes of Knowledge Creation,
an organisation can create and disseminate newl&dge.
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5. Model for Information Security Shared Tacit Espaised Values or
MISSTEV Model

As detailed previously, if the de facto employeddeaour complies with the vision of
senior management, which should be detailed inGbegporate Information Security
Policy, then Corporate Information Security Obedernis evident in the organisation.
The following section integrates the Conscious Cetmpce Maturity Model and the
Modes of Knowledge Creation, both discussed in iptes/sections, into the Model for
Information Security Shared Tacit Espoused ValuesMISSTEV Model. This

MISSTEV Model details the progression from the depment of the Corporate

Information Security Policy to the realization ofoi@orate Information Security
Obedience. The MISSTEV Model is shown in Figure 2.
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Corporate
Information Security
Obedience

Unconscious
Competenct

-

Figure 2: MISSTEV Model

The foundation of the MISSTEV Model is the Corperatformation Security Policy. As
described previously, it is through this policytteanior management should illustrate its
vision for information security within its organtgan.

The tacit knowledge, or vision, of senior managensfiould be translated into explicit

knowledge through the creation of the Corporaterimition Security Policy and through
the process afxternalization
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Once the vision of senior management has beennaitaxd, the Corporate Information
Security Policy must be introduced to the employefethe organisation. In terms of
information security, these employees are atUmeonscious Incompetenstage, as
shown in Figure 2, as they are unaware of theiporinftion security roles and
responsibilities.

The information security vision of senior managetrsould now be explicit knowledge
through the Corporate Information Security Policpgdashould be transferred to
employees through the processamimbination As detailed previouslycombination
allows knowledge transfer among groups across wgtons. The explicit knowledge
of senior management, or in other wortitsge Corporate Information Security Policy,
should be transferred to the explicit knowledgeeoniployees through an Information
Security Awareness Program. The purpose of anrrirdbon Security Awareness
Program is merely to focus attention on security anxake employees aware of the skills
they need to adequately protect information as@étdional Institute of Science and
Technology Special Publication 800-16, 1998, p 15j.is vital at this stage that
employees realise what is required from them, ahy thie protection of information is
so vital to the protection of an organisation. rHEfiere, through the process of
combination employees should realise their inadequacies whemes to the protection
of information and should move to ti@onscioudncompetenceatage of the MISSTEV
Model.

Once at theConscious Incompetenstage, and in order to progress to the next stage i
the MISSTEV Model, employees must be trained imrmfation security practices. All
employees need basic training in information séguwoncepts and procedures. The
National Institute of Science and Technology (NISEcommends three levels of
training: Beginning, Intermediate and Advanced hvwatich level linked to the roles and
responsibilities of the employees (National Insétof Science and Technology Special
Publication 800-16, 1998, p 5). Once employeesHasen trained in their particular
information security roles and responsibilitiesddmave acquired the necessary skills,
they should progress to tl®nscious Competenséage of the MISSTEV Model.

Once the necessary information security skills haeen transferred to employees
through training, the processioternalizationwill facilitate the absorbing of this explicit
knowledge into the tacit knowledge of employeese ifiternalizationprocess is, for the
most part, practical as explicit information setgukknowledge is transferred to tacit
through employees actually performing a task oH.skHowever, employees will not
internalize these skills and their responsibiliiethey are not committed to and do not
fully understand their role in the protection oformation.

Internalizationguides employees to tlunconscious Competenstage of the MISSTEV

Model. Throughinternalization, employees should fully understand and support the
information security vision of senior management,dy this stage, the information
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security skills should have become so practiced thay are second-nature to the
employees. In order for employees to remain atdheonscious Competenstage, the
tacit information security knowledge that has béearnt and absorbed through the
MISSTEV Model should be transferred to the tacibwifedge of other employees
through the process &ocialization. Over time, this should ensure the evolution &f th
Unconscious Competenstage into Corporate Information Security Obediesicshown
in Figure 2. Once Information Security Obedienas levolved in an organisation,
success has been achieved. The ultimate visi@embr management for information
security has been realised in the organisation.

6. Conclusion

One of the biggest issues facing an organisatimimation is the lack of knowledge,
skills and commitment by employees when it comethéoprotection of information. In
order for employees to become more knowledgeablmutaland committed to the
protection of information, knowledge creation amdnsferal is necessary. This is
possible through Nonaka’'s Modes of Knowledge Cosatbetween tacit and explicit
knowledge as discussed in the paper. In additas),knowledge is created and
disseminated, employees move through the stageshefConscious Competence
Learning Model. In terms of information securitfjpnaka’s Modes of Knowledge
Creation and the Conscious Competence Learning Mualee been integrated into the
Model for Information Security Shared Tacit Espalis@lues or MISSTEV.

Through the MISSTEV Model, employees should be rmfed about the information
security vision of senior management and theirssad@d responsibilities to protect
information. Further, by following the spiral dig¢ Model, employees should be made
aware of and trained in the correct skills necgsgaprotect information asset, and these
skills should become part of the everyday practafethe employees. Ultimately, if all
employees follow the spiral of the MISSTEV Modelpr@orate Information Security
Obedience should become evident in an organisatinod the vision of senior
management has been realised.
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