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ABSTRACT 

To provide structure to cyber awareness and educational initiatives in South Africa, Kortjan 

and Von Solms (2014) developed a five-layer cyber-security awareness and education 

framework. The purpose of the dissertation is to determine how the framework layers can be 

refined through the integration of communication theory, with the intention to contribute 

towards the practical implications of the framework. The study is approached qualitatively 

and uses a case study for argumentation to illustrate how the existing framework can be 

further developed. Drawing on several comprehensive campaign planning models, the 

dissertation illustrates that not all important campaign planning elements are currently 

included in the existing framework. Proposed changes in the preparation layer include 

incorporating a situational and target audience analysis, determining resources allocated for 

the campaign, and formulating a communication strategy. Proposed changes in the delivery 

layer of the framework are concerned with the implementation, monitoring and adjustment, 

as well as reporting of campaign successes and challenges. The dissertation builds on, and 

adds to, the growing literature on the development of campaigns for cyber-security 

awareness and education aimed at children. 
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CHAPTER 1 INTRODUCTION 

“I don't see how she can ever finish, if she doesn't begin.” 

(Lewis Carroll, Alice's Adventures in Wonderland)  
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Chapter one: Introduction 

Research question:  

What are the elements required for the preparation and delivery of a cyber-safety 

awareness campaign? 

Chapter two: Research methodology 

Research objective I. 

To identify, using existing literature, the 

essential elements required for 

conducting a cyber-safety awareness 

campaign in South Africa. 

Description of case and context 

Chapter three:  
Cyber-safety in 

South Africa 

Chapter four:  
Campaign 
planning 

Information 
Technology 
perspective 

Communication 
Science 

perspective 

Research objective II.  

To describe an existing South African 
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case study; 
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Chapter five:  
SACSAA campaign 

 

Research objective III. 

To compare the case study with the 

identified elements, and to determine 

whether there are any application gaps 

and areas for improvement; 

Research objective IV.  

To make recommendations for improved 

and integrated strategies for cyber 

awareness campaigns in South Africa. 

Lessons learnt and closing vignette 

Chapter six: 
Conclusion 

Findings and recommendations 
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1.1 Introduction 

The term ‘cyberspace’ is not novel; it has been used since the 1980’s to refer to new 

technologies and devices which enable users to access the Internet and connect with 

others (Strate, 1999).  Although the online world has been in existence for quite some 

time and Internet users have increased (Stork, Calandro & Gillwald, 2013), all users are 

not necessarily equipped with the knowledge required to deal with the ever-changing 

dangers online (Quigley, Burns & Stallard, 2015). As more people gain access to 

technology and the Internet, the need to teach users to navigate the online world 

responsibly and safely has become more urgent (Deibert, 2012).  

To address online dangers, Gcaza, Von Solms and Van Vuuren (2015) explored the 

creation of a national cyber-security culture. Achieving the goal of creating a cyber-safe 

culture, requires ongoing initiatives to educate and remind users about online risks 

(Rantos, Fysarakis & Manifavas, 2012). Initiatives should be coordinated and therefore, 

Kortjan and Von Solms (2014) developed a conceptual framework for cyber-security 

awareness and education campaigns in South Africa. Developing effective campaigns 

which lead to behaviour change (Bada & Sasse, 2014), finds its roots in the field of 

Communication Science (James, 2011; Werder, 2015). The study of communication 

incorporates different theoretical contributions from humanities, sociology, psychology, 

philosophy, and literature, with the intent of exploring the verbal and non-verbal 

exchange of information in different settings (Pooley, 2016). The link between 

communication theory and Information Technology (IT) has been established (Hammick 

& Lee, 2014), but the integration of communication theory for cyber-security campaign 

planning can be further explored to contribute to the overall effectiveness of campaign 

initiatives. Therefore, for the purpose of this study, the framework developed by Kortjan 

and Von Solms (2014) will be analysed from a Communication Science perspective.  

To motivate for the analysis of the framework from a Communication Science 

perspective, chapter one provides an overview of cyber-security and communication 

theory used for campaign planning. The framework developed by Kortjan and Von 

Solms (2014) is discussed briefly to indicate areas of concern which can be addressed 

by communication theory. These areas of concern forms the rationale and purpose of 

the study which is addressed through the research question and research objectives 

outlined in chapter one. An overview of the research design used for the study, as well 

as the assumptions, limitations and significance of the research, is introduced in the 
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chapter. The process followed for the study is presented in table format to orientate the 

reader, followed by a list of the key terminology used throughout the study. Chapter one 

concludes with an overview of the main ideas discussed in the first section of the 

dissertation.  

1.2 Cyber-security 

There is ongoing research to improve cyber-security systems (Bendovschi, 2015; 

Julisch, 2013; Maskun, Manuputty, Noor & Sumardi, 2013) and to implement enhanced 

cyber-security technology (Such, Gouglidis, Knowles, Misra & Rashidet, 2016; Skopik, 

Settanni & Fielder, 2016). However, the continuous development of cyber-security 

systems has led some attackers to shift the focus from computer systems to targeting 

human users directly (Al-Khateeb & Epiphaniou, 2016; Henshel, Cains, Hoffman & 

Kelley, 2015; Pfleeger & Caputo, 2012). Organisations provide information security 

training to employees to protect their information systems (Gurnani, Pandey & Kant Rai, 

2014), but Von Solms and Van Niekerk (2013) argue that the focus should be on cyber-

security training as humans can also fall victim to online dangers. 

Although there has been an increase in cyber-related legislation to protect users from 

cyber-attacks (Davis, 2012; Menon & Siew, 2012), humans unintentionally create 

susceptibilities for cyber-security systems (Ashenden, 2008). Negligent behaviour 

(Alavi, Islam, & Mouratidis, 2016) and a limited awareness of risks (Reid & Van Niekerk, 

2014; Slusky & Partow-Navid, 2012) are key elements creating vulnerabilities for 

information security systems. 

Globalisation (McCrohan, Engel & Harvey, 2010) and the rapid development of 

technology (Özgür, 2016) leads to increased cyber risks (Tikk, 2011; Wong, 2010). 

These risks highlight the need for users to be informed about dangerous online 

behaviour (Ey & Cupit, 2011; Saridakis, Benson, Ezingeard & Tennakoon, 2016). The 

lack of cyber-safety awareness is one of the major cyber-security concerns in South 

Africa (Kritzinger, 2014; Swart, Irwin & Grobler, 2014). One way of informing users about 

the risks associated with the use of IT is the development of awareness and educational 

campaigns (Lebek, Uffen, Neumann, Hohler & Breitner, 2014). Awareness of cyber risks 

is believed to assist users in making more informed decisions (Slonje, Smith & Frisén, 

2013). Various researchers have proposed interventions for cyber awareness and 

education  (Amankwa, Look & Kritzinger, 2015; Dlamini, Taute & Radebe, 2011; 



4 

Labuschagne, Burke, Veerasamy & Eloff, 2011). Creating a dialogue regarding cyber-

security issues, ensuring participation of all stakeholders (Martin & Rice, 2011; Ong, 

2015; Shillair, Cotten, Tsai, Alhabash, LaRose & Rifon, 2015) and reflecting on cyber-

security practices are strategies proposed to manage cyber-security effectively 

(Albrechtsen & Hovden, 2010). 

Cyber awareness is an essential aspect of information security (Aloul, 2012). The 

purpose of information security awareness initiatives is to direct the attention of the 

target audience to cyber-security issues, while cyber-security education focuses on 

providing insight into cyber-security issues (Amankwa, Loock & Kritzinger,  2014). 

Pusey and Sadera (2011) distinguishes between cyber-security as computer systems 

implemented to protect computer hardware and software against malware; and cyber-

safety which focuses on teaching users to act responsibly online.  

The purpose of cyber awareness and education campaigns is to ensure that users 

understand best practices and protect themselves online (Abawajy, 2014). Vulnerable 

groups such as children are important target audiences for campaigns (Ktoridou, 

Eteokleous & Zahariadou, 2012) as they can engage in risky behaviour (Aiken, Mc 

Mahon, Haughton, O’Neill & O’Carroll, 2015). Children can fall victim to online sexual 

harassment, pornography, cyberbullying and technology addiction (Tomczyk & 

Kopecký, 2016).  

Not all children have access to Information and Communication Technology (ICT) 

infrastructure in South Africa (Kritzinger, 2014; Van Niekerk & Blignaut, 2014), but 

mobile phones are used to access the Internet (Unicef, 2012). Mobile devices, however, 

are often not monitored by children’s guardians and teachers (Jobi & Kritzinger, 2014). 

Although the Internet holds several advantages for use in education, schools find it 

challenging to monitor online behaviour (Mark & Ratliffe, 2011), and too much Internet 

exposure causes anxiety, depression and impulsive behaviour in learners (Kim & Kim, 

2015). 

There are existing initiatives in South Africa to inform and educate children about cyber-

safety issues and risks. Organisations in the business sector develop online platforms 

and resources for users such as parents and educators (Kritzinger, 2016). Higher 

Education Institutions develop campaigns and community projects such as 

PumaScope, developed by the University of Pretoria, and initiatives to inform rural 
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communities such as the Council for Scientific Industrial Research (Grobler, Dlamini, 

Ngobeni & Labuschagne, 2011) and the University of Venda projects (Dlamini & Modise, 

2012). Although short-term initiatives have been effective (Reid & Van Niekerk, 2014b), 

campaigns tend to take place in different parts of South Africa and tend to be small in 

size (Dlamini & Modise, 2012), which highlights the need for an integrated national 

approach (Kortjan & Von Solms, 2014). 

1.3 South African schools 

Education in South Africa is managed by the Department of Basic Education (DBE) and 

the Department of Higher Education and Training (DHET) (Government of South Africa,  

2016). While schooling is compulsory for learners aged seven to fifteen, enrollment at a 

public or independent school for Grade R is possible at the age of five (Government of 

South Africa,  2016). The DBE manages the curriculum of Grade R to Grade Seven 

learners, who attend primary school, as well as the Grade Eight to Grade Twelve pupils 

who attend high school. Public schools are controlled and funded by the South African 

government, while independent schools, though registered with the DBE, are governed 

and funded privately (Amod, Vorster & Lazarus, 2013; Government of South Africa,  

2016).  

Travelling distances and financial implications influence whether a learner will attend 

schooling in an urban, suburban, township or rural area (De Kadt, Norris, Fleisch, 

Richter & Alvanides, 2014). Schools located in residential areas are often referred to as 

good schools (Donaldson, Mehlomakhulu, Darkey, Dyssel & Siyongwana, 2013) and 

are attended by more affluent learners (Bayat, Louw & Rena, 2014). Township schools 

are located in informal settlement areas, associated with high unemployment rates 

(Altman, Schöer & Rama, 2013) and poverty (Mestry & Ndhlovu, 2014; Ramnarain, 

2014). Rural schools are located in underdeveloped countryside areas which, at times, 

are without essential resources or services (Breen, Daniels & Tomlinson, 2015; 

Timæus, Simelane & Letsoalo, 2013) such as access to sanitation or electricity 

(Mukeredzi & Mandrona, 2013). Some rural schools need basic infrastructure 

development (Gumbo, Jere & Terzoli, 2012) and are located in buildings constructed 

with mud (Skelton, 2014). Township and rural schools are often associated with low-

quality education (Mestry, 2014) and ineffective management (Shepherd, 2016). These 

schools are also linked by the digital divide (Unicef, 2012), which refers to communities 

with limited or no access to the Internet or ICT infrastructure (Qureshi, 2012).  
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The digital divide is complex and extends to issues such as data availability and the 

access to or sharing of devices (Dalvit, Kromberg & Miya, 2014). Various stakeholders 

are investing in ICT for development (ICT4D) projects to bridge the digital divide in South 

Africa (Lewis, 2013; Unicef, 2012). Projects include providing access to ICT facilities at 

government facilities such as libraries and community centres (Dalvit, Kromberg & Miya, 

2014; Lesame & Seti, 2014). ICT4D Living Lab computer laboratories (Gumbo, Jere & 

Terzoli, 2012) and cost-effective mobile applications (Dalvit, Kromberg & Miya, 2014) 

are also created.  

Incorporating technology in schools is seen as one of the top priorities of bridging the 

digital divide (Gudmundsdottir, 2011). Teachers are expected to integrate new teaching 

and learning strategies, including technology, into their classrooms (Adegbenro & 

Gumbo, 2014; Adesote & Fatoki, 2013).  The Internet is beneficial for education in so 

far as it can assist learners in obtaining information through search engines (Abbasi & 

Manawar, 2011; Olohunfunmi & Fajri, 2014), which assists in learning and overall school 

performance (Ktoridou, Eteokleous & Zahariadou, 2012). Access to the Internet also 

creates an opportunity for the development of e-learning and mobile learning platforms 

(Botha, Herselman & van Greunen, 2010) or support sites for learners and schools 

(Platz, Krieger, Niehaus & Winter, 2016). Mobile learning ICT enables a free-flow of 

information and communication between users (Gamreklidze, 2014). Learners use the 

Internet for social interaction with friends (Al-Khateeb & Epiphaniou, 2016; Amichai-

Hamburger & Vinitzky, 2010), to play games and to search for information (Al-Jerbie & 

Jali, 2014). Through the use of social networking sites, the cyber world creates 

opportunities for children to socialise and reinforce feelings of acceptance from peers 

(Ktoridou, Eteokleous & Zahariadou, 2012).  

The Internet provides opportunities, but also pose several risks for children (Teimouri, 

Hassan, Bolong, Daud, Yussuf & Adzharuddin, 2014). Dangers include creating and 

sharing inappropriate content, such as sexually explicit images (Aiken et al., 2015); 

(Jones, Mitchell & Walsh, 2012), exposure to online pornography (Nevondwe & Odeku, 

2014) and cyber bullying (Popovac & Leoschut, 2012; Smit, 2015). Children need cyber-

safety training (Manuputty, Noor & Sumardi, 2013; Tuukkanen & Wilska, 2015) and to 

address this need, Kortjan and Von Solms (2014) developed a five-layer cyber-security 

awareness and education framework which contains a sub-campaign for children. 
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1.4 Conceptual framework for cyber-security awareness and education 

campaigns in South Africa 

The five-layer cyber-security awareness and education framework developed by Kortjan 

and Von Solms (2014) consists of a strategic, tactical, preparation, delivery, and 

monitoring layer.  As indicated in Figure 1, the framework layers are supported by 

people, information, applications, infrastructure and financial capital (Kortjan, 2013).  

The strategic layer considers the national vision, requirements, and expectations of 

cyber-security and the safety initiatives envisioned by the government (Kortjan & Von 

Solms, 2014), reflecting that governments are increasingly investing in cyber-security 

(Kshetri, 2013). Studies have called for national campaigns and participation by 

governments (Diga, Nwaiwu & Plantinga, 2013; Dlamini & Modise, 2012; Kritzinger, 

2014) and therefore, the layer refers to the National Cyber-safety Policy, and the units 

tasked with the development of a strategic cyber-security plan (Kortjan & Von Solms, 

2014).  

The tactical layer follows the strategic layer. The South African National Cyber Security 

Policy Framework (NCPF) calls for the promotion of a cyber-safety culture, which is 

driven by the State through training, education, research, and skills-development 

programmes (Kortjan, 2013). The tactical layer proposes a national campaign called 

iWise Mzanzi; ‘i’ was selected to represent an informed and wise audience, which is 

cyber aware; while ‘Mzanzi’ refers to South Africa (Kortjan & Von Solms, 2014). The 

national campaign is supported by different private or public stakeholders (Kortjan & 

Von Solms, 2014). Kortjan (2013) proposed four sub-campaigns, or initiatives, 

consisting of a national awareness week; a community outreach programme; a 

campaign for all citizens; and a campaign aimed at schools. The preparation layer of 

the framework entails the topic, content and medium selection for these sub-campaigns 

(Kortjan & Von Solms, 2014). Once the content has been developed, the target 

audience for sub-campaigns or initiatives is identified and defined in the delivery layer 

(Kortjan & Von Solms, 2014).  

The final layer is concerned with the control and evaluation of campaigns and initiatives 

to obtain feedback, identify the indicators of success and benchmark good practices 

(Kortjan & Von Solms, 2014). To plan successful campaigns, it is important to 
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understand the communication process involved in the exchange of information 

(Gregory, 2010). 

 
  

 

Figure 1. Conceptual framework for cyber-security awareness and education 
campaigns in South Africa (Kortjan, 2013) 
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1.5 Communication process 

Before planning a campaign, the basic elements of the communication process should 

be understood by the campaign planner as it forms the foundation for the strategy used 

to communicate a message to a target audience. For this reason, two popular western 

representations of the stages involved in a communication exchange, the Shannon and 

Weaver linear model, and Osgood and Schramm circular model will be used to illustrate 

the communication process (Bandhiya & Joshi, 2015). Although the elements and focus 

of the two models differ, the process of communication is presented holistically when 

both models are studied. For this reason, the following section outlines the elements 

and process illustrated by the two models. 

Figure 2 outlines the communication process which, according to the Shannon and 

Weaver model, includes an information source, sender, channel, receiver, destination, 

and noise (McKay, Marshall & Grainger, 2014).  

Figure 2. Shannon and Weaver model of communication  

(Adapted from Al-Fedaghi (2012)) 

The sender of the information, seen as the information source, transmits a message 

through a channel to the receiver (Mazzei, 2014). The sender encodes the information 

by allocating meaning to the message, while the receiver decodes the information by 

interpreting the meaning of the message and provides feedback to the sender (Guttman, 

2015).  Along the way, the message can be distorted by noise which distracts from the 

message’s meaning or intention (Laidre, Lamb, Schultz & Olsen, 2013). Distortion can 

be due to technical issues such as the effectiveness of symbols used (Adetunji & Sze, 

2012), semantic issues such as whether symbols conveyed meaning (Grouchy, 

D'Eleuterio, Christiansen & Lipson, 2016), whether an exchange was successful 
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(Dimitrova, 2013); and whether the message had the intended effect (Epure, Eisenstat 

& Dinu, 2014). The Shannon and Weaver model highlights that the sender always has 

a specific end goal in mind when sending a message to the receiver (Harrison, 2014). 

In the case of a communication campaign, the purpose is to influence or change the 

behaviour of recipients by developing and sending messages through appropriate 

channels to reach the intended audience (Rice & Atkin 2013). 

In contrast to the linear model of Shannon and Weaver which focuses on sending and 

receiving messages, the Osgood and Schramm Circular model focus more on the 

interpretation of messages through the process of encoding and decoding (Popescu, 

Pârgaru, Popescu & Mihai, 2015). Figure 3 illustrates the circular nature of the Osgood 

and Schramm circular model of communication. The sender and receiver both 

continuously encode and decode messages cognitively (Guttman, 2015; Turnitsa, 

2013). 

Figure 3. Osgood and Schramm circular model of communication  

(Adapted from Elkins, Derrick, Burgoon & Nunamaker (2011)) 

Senders and receivers use denotative and connotative interpretation to understand the 

messages communicated during the information exchange (Kropp, 2015). Denotative 

interpretation refers to analysing a message in a factual or simple way, whereas 

connotative interpretation considers meaning in context (Anand, 2014).  

In summary, the Shannon and Weaver linear model, and Osgood and Schramm Circular 

model illustrate the elements contained in the process of communication. Although 

these models are not used as frameworks for campaign planning, the fundamentals of 

communication is an important consideration in campaign planning (Rice & Atkin, 2013). 

According to the Shannon and Weaver model, a message can be distorted by noise, 
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which will influence whether a message will be received and interpreted as intended 

(McKay, Marshall & Grainger, 2014). Campaign planners, therefore, need to consider 

factors which contribute to distortion when designing the message and selecting the 

tools or mediums to deliver the message. The Osgood and Schramm Circular model 

show that messages can be interpreted in different ways, which can lead to message 

distortion when receivers interpret information differently to what was intended by the 

sender (Popescu, Pârgaru, Popescu & Mihai, 2015). Campaign planners, therefore, 

need to consider the denotative and connotative interpretation of the symbols used in 

their communication exchanges.   

With a basic understanding of the communication process, a campaign planner can 

consider several theories which address elements of campaign development (Rice & 

Atkin, 2013). As no communication theory exists which encompasses all aspects of 

campaign planning (Rice & Atkin, 2013), an integrated approach will be used for the 

study, by combining elements from the fields of communication, public relations and 

social marketing (Smith, 2012; Šramová, 2015).  

Six approaches used for campaign planning will be discussed in chapter four of the 

dissertation. The first approach refers to the campaign principles proposed by Wilcox 

and Cameron (2014). The principles contain seven stages and were developed for 

public relations campaigns. The second program and campaign planning framework, 

developed by Cornelissen (2014), consists of six stages and was developed for 

communication campaigns. The third approach, suggested by Perloff (2014), is used for 

social marketing campaign planning and has five stages. Social marketing applies 

promotion principles to campaigns encouraging some form of social change in society 

(Kubacki, Rundle-Thiele, Lahtinen & Parkinson, 2015; Lefebvre, 2013). The fourth 

approach refers to The Public Relations Institute of Southern Africa’s (PRISA) seven 

steps for programme planning (Skinner, Mersham & Benecke, 2013). The fifth approach 

contains the planning stages for public relations campaigns summarised by Gregory 

(2010). The sixth approach considers the steps required for the development of effective 

communication campaigns proposed by Kotler, Armstrong and Tait (2010). Campaigns 

need to be managed and executed in a logical sequence, which is proposed by the 

framework developed by Kortjan and Von Solms (2014). 
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1.6 Rationale 

Kortjan and Von Solms (2014) addressed the need for a South African framework for 

cyber-safety awareness. Kortjan (213) supports the strategic and tactical layers of the 

proposed framework with several examples from global studies and initiatives to 

indicate how it was developed, but the preparation, delivery and monitoring layers of the 

framework can be developed further. The purpose of this study will be to refine the 

preparation and delivery layers, while the refinement of the monitoring layer can be 

addressed by future studies through the integration of communication, business 

management and IT theory. 

The preparation and delivery layers can be developed through the integration of 

communication theory. According to Kortjan (2013), the target audience would influence 

the topic and content selection during the preparation layer. The audience, however, is 

only defined by the next layer, called the delivery layer, which follows the preparation 

layer. The topic, content, medium and tools are interrelated and selected for an 

audience who is defined only by the delivery layer. Not identifying a target audience at 

the outset to determine how cyber-safety best practices are learnt can lead to campaign 

failure (Korpela, 2015).  

It is important to target specific audiences when planning campaigns (Ridley, 2015). 

According to communication research, the target audience should be identified and 

described before developing campaign material (Mayasari, 2012; Nathanail & Adamos, 

2013; Thaler & Helmig, 2013). Identifying the target audience ensures that the 

characteristics of the messages and the channels used appeal to the message 

recipients (Andreu, Casado-Díaz & Mattila, 2015; Ferguson & Phau, 2013; Yoon & 

Tinkham, 2013).  

Campaigns need to achieve maximum impact (Babooram et al., 2010). Not only has 

running campaigns become increasingly expensive (Evans-Lacko, London, Little, 

Henderson & Thornicroft, 2010), but it is also difficult to reach the intended audience in 

a cluttered media environment (Taylor, 2013; Urwin & Venter, 2014). Consequently, it 

is essential to plan and execute cyber-safety and awareness campaigns efficiently 

(Aloul, 2012; Kajzer et al., 2014). 

As indicated in Figure 4, there is an overlap between IT and communication theory when 

planning cyber-safety campaigns. By incorporating the two fields, the interdisciplinary 
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study can contribute towards developing effective cyber-safety campaigns. This 

observation leads to the rationale for the study. 

Figure 4. Overlap between cyber-safety and communication 

By incorporating theory from the two fields, the interdisciplinary study builds on and adds 

to the growing literature on the development of cyber-safety awareness and educational 

initiatives. 

1.7 Purpose of the study 

The purpose of the research is to refine the preparation and delivery layers of the 

proposed cyber-safety awareness and educational framework for South Africa, as 

developed by Kortjan and Von Solms (2014), through the integration of communication 

theory in the framework. 

To refine the scope of the research and to ensure that the study provides a clear 

contribution to the field, the focus is on children as they form the target audience for 

iWise-Mzanzi:For Schools, which is a sub-campaign of the framework. 

1.8 Research question 

The following research question must be addressed to fulfil the purpose of the study: 

What are the elements required for the preparation and delivery of a cyber-safety 

awareness campaign aimed at children? 

  

Cyber-safety awareness campaigns 
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1.9 Research objectives 

The following research objectives guide the study:  

I. To identify, using the existing literature, the essential elements required for 

conducting a cyber-safety awareness campaign for children; 

II. To describe an existing South African cyber-safety awareness campaign aimed at 

schools, which forms the single case study; 

III. To compare the case study with the identified elements, and to determine whether 

there are any application gaps and areas for improvement; 

IV. To make recommendations for improved and integrated strategies for cyber-

awareness campaigns aimed at school children in South Africa. 

1.10 Research design 

A qualitative case study design was selected to fulfil the objectives of the study. 

According to Grbich (2013), qualitative research designs acknowledge the subjectivity 

of the researcher, consider what is truthful within the context and at the time when the 

research conducted and takes on a holistic approach.  

A summary of the research methodology used for the study is provided in Table 1, 

followed by a brief discussion of how the research design will assist in meeting each 

research objective.  

Table 1. Overview of research design used for the study. 

Research objective Research design 

I. To identify, using the existing literature, the essential 

elements required for conducting a cyber-safety 

awareness campaign for children; 

Literature review 

II. To describe an existing South African cyber-safety 

awareness campaign aimed at schools, which forms 

the single case study; 

Case study 

III. To compare the case study with the identified 

elements, and to determine whether there are any 

application gaps and areas for improvement; 

Data-driven thematic 

analysis 

IV. To make recommendations for improved and 

integrated strategies for cyber-awareness campaigns 

aimed at children in South Africa. 

Based on analysis and 

findings from objective 

I and II 
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The following section briefly outlines the research design used to fulfil each objective: 

 Research Objective I 

The first objective is to identify, using existing literature, the essential elements required 

for conducting a cyber-safety awareness campaign in South Africa. 

The first objective is addressed through a literature review. From an IT perspective, 

there is a need for cyber-safety awareness, and educational initiatives to influence user 

behaviour (Grobler, Jansen van Vuuren & Zaaiman, 2011; Kritzinger & von Solms, 2012; 

Walaza, Loock & Kritzinger, 2014). Chapter three of the dissertation provides literature 

on the essential elements required to conduct a cyber-safety awareness campaign for 

children. From a communication perspective, six campaign planning models are 

reviewed and integrated into cyber awareness campaign planning. Chapter four of the 

dissertation provides literature on the requirements for campaign planning from a 

communication perspective. 

 Research Objective II 

The second objective is to describe an existing South African cyber-safety awareness 

campaign aimed at schools, which forms the single case study. 

A qualitative case study design guides the research.  Case studies can be used to 

describe, explain or predict various phenomena (Boblin, Ireland, Kirkpatrick & 

Robertson, 2013; Woodside, 2010).  According to Simons (2015), case study research 

can also be used to test or build on existing theory. A case study refers to a bounded 

system which requires a clear description of what the case refers to and what it includes 

or excludes (Creswell, 2013; Rule & John, 2015). Researchers can focus on a single 

case or multiple cases (Dasgupta, 2015; De Massis & Kotlar, 2014). If a single case is 

selected, in-depth information and knowledge are obtained, as content accessed and 

gathered is relevant to a specific example or situation (Rule & John, 2015; Thomas, 

2011).  

For the purpose of the study, the South African Cyber Security Academic Alliance 

(SACSAA) cyber-safety campaign forms the bounded system for this study. 

Researchers from the University of Johannesburg (UJ), the University of South Africa 

(UNISA), and Nelson Mandela Metropolitan University (NMMU) formed SACSAA in 

2011 to equip South African citizens with the cyber-security knowledge and the skills 

required to protect themselves from dangers online (Kortjan & Von Solms, 2014).  
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In response to the need for cyber-safety awareness and training for children, SACSAA 

developed a two-part educational campaign aimed at children, educators and parents 

(SACSAA, 2016). According to the SACSAA website (cyberaware.org.za), the first part 

of the campaign consists of educating children about cyber-safety risks. The second 

part of the campaign allows children to apply their knowledge through a poster contest  

According to Yin (2013), qualitative research studies frequently use purposive sampling, 

which is described as selecting a sample that is most pertinent to a study (Creswell, 

2013; Flyvbjerg, 2006; Ridley, 2015). The SACSAA campaign material serves as the 

sample for the study and includes the SACSAA website (www.cyberaware.za) and all 

campaign documentation available on the SACSAA website. A letter from SACSAA, 

granting permission for the use of the material as part of the study, is attached as 

Appendix A.  

 Research Objective III 

The third objective is to compare the case study with the identified elements and to 

determine whether there are any application gaps and areas for improvement. 

The essential elements for campaign planning identified from Information Technology 

and Communication Science literature, are compared to the SACSAA campaign in 

chapter five. A data-driven thematic analysis is used to identify and compare the 

elements (Malterud, 2012) identified as essential for the planning and delivery of a 

campaign, with the SACSAA campaign. The analysis process includes skimming, 

reading, analysing and interpreting the data (Bowen, 2009; Creswell, 2013; Schreier, 

2012) to identify patterns, which leads to the development of themes (Bowen, 2009; 

Frededay & Muir-Cochrane, 2006). The themes are presented in the form of a SWOT 

analysis, which refers to a summary of the strengths, weaknesses, opportunities and 

threats associated with the SACSAA campaign (Monzani, Ripoll, Peiró & Van Dick, 

2014). 

 Research Objective IV 

The fourth objective is to make recommendations for improved and integrated strategies 

for cyber awareness campaigns in South Africa. Recommendations are outlined in 

chapter six. Recommendations are made for the proposed refined preparation and 

delivery layers of the cyber-security awareness, and education framework, based on 
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the current strengths and weaknesses, as well as future opportunities and threats 

associated with the SACSAA campaign. 

1.11 Implementation of validity and reliability principles  

Reliability, or trustworthiness, is important throughout the study; and is especially 

applicable to the collection, and analysis phase of data and reporting of findings (Maree, 

2007). Humans are subject to biases and therefore it is important to consider the 

reliability of findings (Woodside, 2010). Different sources of verified data and a detailed 

record of the research process contributes to the reliability of findings (Maree, 2007). 

The research takes an interdisciplinary approach, and several sources of information 

(Yin, 2013) and theoretical perspectives are used to obtain information to validate the 

discussions contained in the study (Creswell, 2013). To further contribute to the 

trustworthiness of the study, data analysis is clearly explained by relevant literature and 

supported by visual elements, such as illustrations (Riege, 2003). 

Communication studies use argumentation when determining the persuasiveness of 

messages (Xu & Zhang, 2012); scientists use argumentation to justify the use and 

application of theoretical frameworks or models in studies (De Sá Ibraim & Justi, 2016); 

and the legal profession uses argumentation as logical reasoning to defend or attack a 

point of view (Prakken & Sartor, 2015). For the present study, interpretation of evidence 

(Kane, 2013; Prakken & Sartor, 2015), based on the review of literature and application 

of the case study, will be used as an argument for the proposed refinements of the 

framework. 

1.12 Assumptions, limitations, and scope  

There are four forms of delimitation applicable to case studies, as outlined by Rule and 

John (2015), namely:  

 Category delimitation, which refers to the case study, in this instance focusing 

exclusively on the SACSAA cyber-safety campaign, and the focus on two of the five 

framework layers;  

 Spatial delimitation, which in this study applies to the South African context;  

 Temporal delimitation, as the case study represents the work of one academic 

alliance between 2011 and 2016; and 
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 Thematic delimitation, as the case study only includes content applicable to the 

cyber-safety awareness and educational framework developed for South Africa. 

1.13 Significance of the study 

By adopting a communication perspective on cyber-safety research, this 

interdisciplinary study can assist cyber-safety researchers to refine and, in future, to 

implement a more effective cyber-safety awareness and educational framework. The 

implementation of an improved framework contributes to the creation of a cyber aware 

and cyber-safe culture in South Africa as described by Von Solms and Von Solms 

(2014). 

1.14 Dissertation structure  

The dissertation is outlined according to the writing structure proposed by Creswell 

(2013) and consists of an entry vignette, introduction, description of the case and 

context, an overview of the development of issues, a summary of assertions or lessons 

learnt and a closing vignette.  A table outlining the structure and research objectives 

addressed by the study introduces each chapter. 

1.15 Definition of terms 

The following terminology is defined in the context of the research: 

Communication campaign: refers to a short-term planned attempt to inform, educate 

and persuade a target audience (Guttman, 2015).  

Communication programme: relates to the long-term integration of various 

communication campaigns and activities to contribute to the strategic management of a 

project or organisation (Mohamad, Abu, Halim, Rageh, Bakar, Halim & Ismail, 2014). 

Cyber awareness: having knowledge about cyber risks associated with the online world 

and using the knowledge to be alert to possible online dangers.  

Cyber awareness training: relates to all initiatives developed and implemented to 

educate users about the risks associated with the online world (Saridakis et al., 2016). 

Cyber-ethics: relates to acting within the moral and ethical guidelines expected by 

society when working online (Pusey & Sadera, 2011). 

Cyber-safety: refers to behaviour and best practices linked to acting responsibly in the 

digital world (Pusey & Sadera, 2011). 
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Cyber-security: refers to computer systems implemented to protect computer hardware 

and software from malware (Pusey & Sadera, 2011). 

Digital citizen/ Digital citizenship: relates to the online identities and behaviour of users 

in the online world (Isman & Gungoren, 2013). 

Stakeholder(s): are internal and external audiences who influence or are influenced by 

an organisation or project (Fassin, 2011). 

1.16 Conclusion 

Chapter one confirmed the importance of cyber awareness education. Different 

terminology has been used to describe the process of cyber awareness, but the key is 

ensuring that users are equipped with the skills required to be safe online.  At risk users 

such as children can be reached through communication campaigns, but these 

initiatives need to be structured and coordinated in a coherent manner.  

South African children are faced with many challenges caused by socio-economic 

factors, problems with the management of school systems, and national problems such 

as the amount of violence experienced in the country. These challenges lead to 

circumstances which make South African children vulnerable to online exploitation.  

To ensure that children are aware of online dangers, Kortjan and Von Solms (2014) 

developed a conceptual framework for cyber-security awareness and education 

campaigns in South Africa. Although the framework was developed for a cyber-security 

context, the integration of communication theory can assist in refining the preparation 

and delivery layers of the framework, to ensure that it can be implemented in future. The 

interdisciplinary study, therefore, aims to contribute to the creation of a cyber-safe 

culture in South Africa by refining the preparation and delivery layer of the cyber-safety 

awareness and educational framework, through the integration of communication 

theory. To fulfil the purpose of the study and to make a clear contribution to cyber-

security awareness efforts, the focus is placed on campaigns for children as they form 

the target audience for iWise-Mzanzi: For Schools, which is a sub-campaign of the 

framework. The research design used to fulfil the purpose of the study is discussed in 

the following section. 
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CHAPTER 2 RESEARCH METHODOLOGY 

“Would you tell me, please, which way I ought to go from here?" 

"That depends a good deal on where you want to get to." 

(Lewis Carroll, Alice's Adventures in Wonderland)  

 

Entry vignette 
Abstract 

Introduction to case and context 
Chapter one: Introduction 

Research question:  

What are the elements required for the preparation and delivery of a cyber-safety 

awareness campaign? 

Chapter two: Research methodology 

Research objective I. 

To identify, using existing literature, the 

essential elements required for 

conducting a cyber-safety awareness 

campaign in South Africa. 

Description of case and context 

Chapter three:  
Cyber-safety in 

South Africa 

Chapter four:  
Campaign 
planning 

Information 
Technology 
perspective 

Communication 
Science 

perspective 

Research objective II.  

To describe an existing South African 

cyber-safety awareness campaign 

aimed at schools, which forms the single 

case study; 

Development and detail about 
selected of issues 

Chapter five:  
SACSAA campaign 

 

Research objective III. 

To compare the case study with the 

identified elements, and to determine 

whether there are any application gaps 

and areas for improvement; 

Research objective IV.  

To make recommendations for improved 

and integrated strategies for cyber 

awareness campaigns in South Africa. 

Lessons learnt and closing vignette 

Chapter six: 
Conclusion 

Findings and recommendations 

https://www.goodreads.com/author/show/8164.Lewis_Carroll
https://www.goodreads.com/work/quotes/2375385
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2.1 Introduction 

A detailed record of the research process contributes to the reliability of findings (Maree, 

2007), and therefore, chapter two provides an overview of the qualitative research 

methodology which guides the study.  

The structure of a study depends on the research design selected (Yin, 2013). Rule and 

John (2015), state that there are no research approaches which should be seen as more 

significant when compared to others, as the method chosen by the researcher links 

directly to the purpose, research question, objectives and the type of study undertaken.  

The purpose of the study is to refine the preparation and delivery layers of the proposed 

cyber-safety awareness and educational framework for South Africa, as developed by 

Kortjan and Von Solms (2014), through the integration of communication theory. To 

refine the scope of the research, and to ensure that the study provides a clear 

contribution to the field, the focus is on children as they form the target audience for 

iWise-Mzanzi:For Schools, which is a sub-campaign of the existing framework. 

To fulfil the purpose of the study, four objectives have to be met. The first objective of 

the study is to identify, using the existing literature, the essential elements required for 

conducting a cyber-safety awareness campaign for children. A review of relevant 

Information Technology and Communication Science literature leads to the identification 

of key components of campaign planning. The second objective of the study is to 

describe an existing South African cyber-safety awareness campaign aimed at schools, 

which forms the single case study. Chapter two provides an overview of the qualitative 

case study design, and explains the procedure followed to analyse the SACSAA 

campaign, which serves as the case study. The analysis of the SACSAA campaign data, 

links to the third objective, which is to compare the case study with the elements 

required for campaign planning, and to determine whether there are any application 

gaps and areas for improvement. The analysis results are used to meet the fourth 

objective, which is to make recommendations for improved and integrated strategies for 

cyber-awareness campaigns aimed at school children in South Africa. 

Following the explanation of the procedure followed for analysing the case study, the 

chapter concludes with an overview of the ethical considerations relevant to the study.  
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2.2 Research design 

A qualitative approach is adopted for the study, because qualitative research is 

characterised by the need to gain a deeper understanding of phenomena  

(Sommerfeldt, Kent & Taylor, 2012) through exploring rich descriptive content about 

relevant subject matter (Tracy, 2013).  

According to Creswell (2013) qualitative studies take the form of narrative research, 

phenomenology, grounded theory, ethnography, or case studies. Narrative research is 

associated with exploring and presenting experiences of individuals through story-telling 

(Lewis, 2015). Phenomenology constructs meaning from individual experiences or texts 

and finds commonalties shared by a phenomenon (Creswell, 2013; Grbich, 2013). 

Grounded theory draws on experiences and observations of social exchanges, 

procedures or activities to produce theory (Creswell, 2013). Ethnography studies 

requires researchers to join and observe groups who share the same characteristics to 

analyse the behaviour of the group culture (Creswell, 2013). Case studies are used to 

describe, explain or predict everyday phenomena through an in-depth investigation of a 

case (Boblin et al., 2013; Woodside, 2010).  

Based on a review of the different approaches to qualitative research, a case study 

design is deemed most suitable to fulfil the purpose of the research. Classification of 

the purpose, approach and process applicable to case studies varies according to the 

author’s perspectives (Thomas, 2011). According to De Massis and Kotlar, (2014) case 

studies can be classified as exploratory (when the purpose is to find out how something 

takes place), explanatory (when the purpose is to find out why something happens), and 

descriptive (to explain the relevance of something). Rule and John (2015) distinguish 

between case studies investigating issues with a broad scope (instrumental), and 

problems unique in nature (intrinsic). Creswell (2013) refers to intrinsic, instrumental 

and collective case studies.  Instrumental case studies focus on a specific issue of 

concern, illustrated through a bounded system; intrinsic case studies concentrate on a 

given case; and collective case studies focus on several cases, which deal with the 

same issue of concern (Creswell, 2013). 

A case study is seen as a unit of analysis (De Massis & Kotlar, 2014) or bounded system 

which requires a clear description of what the case refers to and what it includes or 

excludes (Boblin et al., 2013; Creswell, 2013). Researchers can use a single case or 
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multiple cases to focus on (Dasgupta, 2015; De Massis & Kotlar, 2014). If a single case 

is selected, in-depth information and knowledge can be obtained, based on a specific 

example or situation (Rule & John, 2015; Thomas, 2011).  

According to (Simons, 2015), case study research can also be used to test or build on 

existing theory. The approach used for a case study analysis, depends on the purpose 

of the study (Yin, 2013). Figure 5 illustrates that existing theory, concepts and 

methodologies are verified through its application to a case. An existing theory can be 

developed further to suit a specific context or case (Rule & John, 2015).  

 

Figure 5. Theory-first approach to case (Rule & John, 2015) 

A theory-first approach applies to this study, because existing communication theories 

and concepts will be used to analyse a South African cyber-safety awareness campaign 

(Rule & John, 2015; Yin, 2013). 

2.3 Advantages of using case study approach 

The advantages of case studies are in-depth knowledge, flexibility in the range and 

scope of research studies, the versatility and accommodating nature towards other 

research approaches, the manageability and flexibility in the range and scope of 

research studies as the key advantages of case studies (De Massis & Kotlar, 2014; Rule 

& John, 2015; Simons, 2015).  
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2.4 Challenges of using case study approach 

The challenges of using case study approach often link to the validity and reliability of 

the research. Reliability refers to the trustworthiness of a study (Elo, Kääriäinen, Kanste, 

Polkki, Utriainen & Kyngas, 2014); and it is essential that the necessary safeguards are 

shown to have been put in place for the collection, analysis and reporting of the data to 

be considered valid (Maree, 2007).  Not least, researchers are subject to their biases 

(Watkins, 2012), which makes it important to consider the trustworthiness of the findings 

(Kapoulas, 2012; Woodside, 2010).   The trustworthiness of research based on a case 

study increases through triangulation by using different sources of data, providing 

detailed descriptions (Zimmerman, 2014); verifying data throughout the process, and 

keeping a detailed record of the research process (Houghton, Casey, Shaw & Murphy, 

2013). 

Scholars question the rigour of case study research (Gibbert & Ruigrok, 2010), and 

remark that single-case study research cannot contribute significantly to the 

development of knowledge, as findings from the research cannot be generalised 

(Gibbert & Ruigrok, 2010). This, together with the impact of researcher biases based on 

personal experiences or frame of references, and the difficulty in comparing research 

findings are aspects of the criticism of case study research (Rule & Vaughn, 2011; 

Thomas, 2011).  

Maree (2007) explains that the purpose of case study research is not to generalise, but 

to provide insight into a specific case, context or concept (Yin, 2013).  According to 

Riege (2003), the validity of case-study research focuses on construct validity, internal 

validity and external validity (Gibbert & Ruigrok, 2010). Construct validity considers the 

concepts studied within a specified context (Rowley, 2002), and increases by using 

several sources of information and through peer review of case documentation (Riege, 

2003). Internal validity is increased by clearly explaining and supporting content, which 

may be achieved with visual elements such as illustrations (Riege, 2003). External 

validity increases by considering the domain or context, and whether the study is 

replicable in the identified domain (Rowley, 2002). External validity also increases by 

outlining the limitations of the research, supporting statements with relevant literature 

and discussing the findings within the context of the study (Riege, 2003). 
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Another challenge deemed applicable to the present study revolves around the debate 

concerning the importance of practical knowledge, seen as context-dependent 

knowledge, and theoretical knowledge, which is considered to be context-independent 

knowledge (Flyvbjerg, 2006). Case studies provide concrete context-dependent 

knowledge and knowledge gained through the research design (Simons, 2015). The 

different contexts of the research can be varied and may include culture, politics, and 

policies which are interlinked and contribute towards producing meaning for the 

framework of the study (Simons, 2015). 

The validity of a study depends on the data collection process followed 

(Hashemnezhad, 2015). With this in mind, the procedure for conducting a case study 

proposed by Creswell (2013) was selected as it provides structure to the case study 

research process. The process followed is outlined according to the following steps: 

identifying the case, collecting data, identifying and analysing themes, and, finally, 

reporting the meaning of the case (Creswell, 2013). 

2.5 Procedure followed for the study 

The following section outlines the procedure used for the study:  

 Select existing theory 

A theory-first approach is used for the study. Chapter three and chapter four of the 

dissertation explore the key elements required to carry out a successful cyber-safety 

awareness campaign for children. A review of the relevant cyber-safety and 

communication literature in these chapters, leads to the identification of themes from 

existing theory (Rule & John, 2015; Yin, 2013). Next, the themes are applied to a case 

study.  

 Identify case 

A single case approach is used for the study because the focus of the research is on 

one continuous cyber-safety campaign, developed by SACSAA, which is founded upon 

an alliance of academic institutions. As the selected case, SACSAA is representative of 

the work of different academic institutions and serves as an example of a cyber-safety 

initiative in the South African context. 

 Collect data 

Data relevant to the purpose of the study is collected. The SACSAA material constitutes 

the data for the case. Analysing documentation is valuable to case study research 
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because it is an efficient method for collecting data which are available and is cost-

effective, precise and unobtrusive (Bowen, 2009). 

The sample includes the SACSAA website (www.cyberaware.za), and all campaign 

material available on the site, including pamphlets and a workbook developed for 

children and teachers. Permission was granted from SACSAA to use the campaign 

material as a sample (Appendix A). 

 Identify and analyse themes 

During the next step, a thematic analysis is used to identify themes in the existing  

SACSAA campaign material (Creswell, 2013). Thematic analysis refers to the process 

of identifying connections between domains (Onwuegbuzie, Leech & Collins, 2012).  

Data sampled from existing sources (Schreier, 2012) can be used and is analysed 

inductively or deductively (Hashemnezhad, 2015). When searching for emerging codes 

or themes in the data inductive reasoning is used, while deductive reasoning uses 

existing theories and tests to identify themes in the data (Hashemnezhad, 2015). 

Reviewing existing documentation is valuable to case study research as the data is 

available, cost-effective, and precise and collection is unobtrusive (Bowen, 2009). The 

method includes skimming, reading, analysing and interpreting the data (Bowen, 2009; 

Creswell, 2013; Schreier, 2012). When using data-driven thematic analysis, the 

researcher identifies any patterns during the data-analysis approach, which leads to the 

development of themes (Bowen, 2009; Frededay & Muir-Cochrane, 2006). According to 

Grbich (2013), the analysis includes the following stages: reading the database content; 

considering the data obtained and the research objectives; determining the data 

processing methods; making use of segmentation to identify areas requiring additional 

study and insight; grouping segments sharing characteristics; identifying any additional 

groups and label groupings; and applying the relevant theory and literature to the 

segmented groups. 

The SACSAA material, which constitutes the data for the case, are analysed according 

to the key elements for carrying out a successful cyber-safety awareness campaign for 

children, identified in chapter three and chapter four. The SACSAA campaign is 

compared with the elements required for campaign planning, to determine whether 

there are any application gaps and areas for improvement. The qualitative thematic 

content analysis of SACSAA campaign material (Alhojailan & Ibrahim, 2012), leads to a 
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summary of the strengths, weaknesses, opportunities and threats associated with the 

SACSAA campaign (Monzani et al., 2014). 

 Report meaning of case 

The meaning of the case is reported in the form of recommendations for improved and 

integrated strategies for cyber-awareness campaigns aimed at children in South Africa. 

Argumentation based on theory (Chen & Wang, 2016) and evidence (Ibraim, Justi, De 

Sá Ibraim & Justi, 2016; Quigley, Burns & Stallard, 2015)  from the SACSAA case study 

is used to justify the proposed changes to the framework.  

2.6 Ethical considerations  

The ethical standards of collecting and reporting on research data and findings, as 

outlined in the code of conduct for researchers at NMMU (Policy 404.01) are adhered 

to. Steps taken to ensure that the research remains ethical includes obtaining 

permission from SACSAA to use campaign material for the study, avoiding intentional 

bias, using information correctly, selecting an appropriate research design, and 

reporting findings accurately (Kumar, 2011).   

The study does not include contact with any vulnerable groups and obtaining ethics 

clearance as prescribed by the NMMU policy on research ethics (Policy 404.02) are 

therefore not required. 

2.7 Conclusion 

Chapter two provided an overview of the qualitative research methodology implemented 

for the study. From the methods of inquiry recommended by Creswell (2013), a single 

case study design was deemed most appropriate for the purpose of the research. The 

purpose was confirmed as refining the preparation and delivery layers of the cyber-

safety awareness and educational framework for South Africa (Kortjan & Von Solms, 

2014), through the integration of communication theory. To refine the layers, a sub-

campaign of the framework, called iWise-Mzanzi:For Schools (Kortjan & Von Solms, 

2014), serves as an example of the process used for campaign planning.  

A review of relevant IT literature in chapter three and Communication Science literature 

in chapter four leads to the identification of the main components of campaign planning. 

In chapter five, an existing South African cyber-safety awareness campaign aimed at 

schools is analysed and compared to the elements required for campaign planning as 

outlined in chapter three and four. The analysis highlights application gaps and areas 
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for improvement which is presented in chapter six. The procedure outlined in chapter 

two guides the study and is implemented in an ethical manner to ensure that the 

contribution of the study is valid.  
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CHAPTER 3 CYBER-SAFETY EDUCATION  

“Finding meaning, like losing meaning, involves pleasure as well as pain.”   

(Lewis Carroll, Alice's Adventures in Wonderland)  

 

Entry vignette 
Abstract 

Introduction to case and context 
Chapter one: Introduction 

Research question:  

What are the elements required for the preparation and delivery of a cyber-safety 

awareness campaign? 

Chapter two: Research methodology 

Research objective I. 

To identify, using existing literature, the 

essential elements required for 

conducting a cyber-safety awareness 

campaign in South Africa. 

Description of case and context 

Chapter three:  
Cyber-safety in 

South Africa 

Chapter four:  
Campaign 
planning 

Information 
Technology 
perspective 

Communication 
Science 

perspective 

Research objective II.  

To describe an existing South African 

cyber-safety awareness campaign 

aimed at schools, which forms the single 

case study; 

Development and detail about 
selected of issues 

Chapter five:  
SACSAA campaign 

 

Research objective III. 

To compare the case study with the 

identified elements, and to determine 

whether there are any application gaps 

and areas for improvement; 

Research objective IV.  

To make recommendations for improved 

and integrated strategies for cyber 

awareness campaigns in South Africa. 

Lessons learnt and closing vignette 

Chapter six: 
Conclusion 

Findings and recommendations 
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3.1 Introduction 

Connectivity is seen as a basic right by some users (Oyedemi, 2015), but everyone 

does not have access to the Internet (Ponelis & Holmner, 2015). The use of technology 

for communication, recreation, collaboration and economic purposes on the African 

content is, however,  increasing (Futcher, Schroder & von Solms, 2010; Kritzinger & von 

Solms, 2012; Shillair, Cotten, Tsai, Alhabash, LaRose & Rifon, 2015). As a developing 

continent, countries can be subject to cyber insecurity (Jansen Van Vuuren, 

Phahlamohlaka & Brazzoli, 2010) and may not have access to the resources required 

to fight cyber-attacks (Gamreklidze, 2014). Citizens may also be unaware of the risks 

associated with technology use (Grobler et al., 2011) due to a lack of awareness 

initiatives (Alavi, Islam & Mouratidis, 2016; Von Solms & Von Solms, 2014).  

Even though the cyber world has an international span (Choucri, Madnick & Ferwerda, 

2014; Ktoridou, Eteokleous & Zahariadou, 2012; Kayworth & Whitten, 2010) 

governments can be held accountable for cybercrimes, such as cyber-attacks, 

committed by their citizens (Ridley, 2015). Cyber-security is therefore both a national 

and a global priority which warrants international cooperation (Bendovschi, 2015; 

Menon & Siew, 2012). South Africa signed the International Treaty on Cybercrime 

(Kshetri, 2015) and, in 2012, introduced The National Cyber-safety Policy Framework 

(NCPF), which is driven by the State through training, education, research, and skills-

development programmes (Sonhera, Kritzinger & Loock, 2015). The implementation of 

cyber-safety legislation (Stewart & Lacey, 2012) should have the end goal of creating a 

societal-wide cyber-safety culture (Choucri, Madnick & Ferwerda, 2014; Gcaza, Von 

Solms & Van Vuuren, 2015; Reid & Van Niekerk, 2014), and therefore requires support 

from various stakeholders to integrate awareness initiatives (Grobler et al., 2011).  

Kortjan and Von Solms (2014) proposed a cyber-safety education framework for South 

Africa to coordinate awareness campaigns. Chapter three describes the layers of the 

framework and integrates theory relating to the development of campaigns for children. 

The strategic, tactical and delivery layers of the framework are discussed briefly as it 

relates to the preparation and delivery layer, which is the focus of the study. The 

preparation layer and delivery layer is discussed more extensively to review the 

selection of topics, content, mediums and tools as well as define the intended audience.  
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The chapter concludes with a summary of the key elements discussed and introduces 

the next literature review chapter which covers campaign planning from a 

Communication Science perspective.  

3.2 Cyber-safety education framework 

Kortjan and Von Solms (2014) proposed a cyber-safety education framework for South 

Africa which consists of a strategic, tactical, preparation, delivery and monitoring layers.   

The implementation phase of such initiatives is challenging and often depends on the 

resources available (Gamreklidze, 2014; Muller, 2015; Swart, Irwin & Grobler, 2014). 

The framework, therefore, considers people, information, applications, infrastructure 

and financial capital as resources required to implement the framework (Kortjan & Von 

Solms, 2014). Although the focus of the study is in the preparation and delivery layer of 

the framework, a brief overview of the resources, and the strategic, tactical and 

evaluation layers is deemed necessary as it informs the development of the preparation 

and delivery layer. 

3.3 Strategic layer 

A strategic approach to cyber-safety is required to gather intelligence on current or 

further developments (Buono, 2014). As indicated in Figure 6, the responsible units for 

the execution of the National Cyber-security Policy, are government departments and 

private organisations supported by an administrative department.  

 

Figure 6. Strategic layer 
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Leadership from the government is required to implement cyber-safety legislation and 

awareness programmes (Buono, 2014; Davis, 2012).  Governmental departments 

(Hope, 2015) and private organisations (Singh & Rishi, 2015) should, therefore, be 

supported by an administrative entity to drive and implement the National Cyber-safety 

Policy in South Africa (Kortjan & Von Solms, 2014).  Several independent stakeholders 

have developed cyber awareness initiatives in South Africa (Dlamini & Modise, 2012), 

but, the initiatives from different stakeholders can be integrated into a strategic plan, 

which is then developed further in the tactical layer of the framework (Kortjan & Von 

Solms, 2014). 

3.4 Tactical layer 

Creating a cyber-safe culture (Gcaza, Von Solms & Van Vuuren, 2015) requires all 

Internet users to educate themselves about the risks associated with cyber use and 

implement a basic level of security (Tikk, 2011).  Kortjan & Von Solms (2014) proposed 

a national campaign consisting of an annual national awareness week, community 

outreach, school campaign, and the creation of a cyber-safety resource website 

containing information for different stakeholders. According to Kritzinger and Von Solms 

(2012) a comprehensive national awareness campaign should be ongoing. As indicated 

by Figure 7, partnerships are required to sustain an ongoing campaign.  

 

Figure 7. Tactical layer 
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Cyber-safety impacts the economy, and stakeholders from the businesses and private 

sector, as well as individual users, can be affected by online risks (Fourie, Sarrafzadeh, 

Pang, Kingston & Watters, 2014; Skopik, Settanni & Fiedler, 2016). It follows, therefore, 

that partnerships with stakeholders from the public and private sector are beneficial for 

cyber-safety initiatives (Salamzada, Shukur & Bakar, 2015; Ekos Research Associates, 

2011).  

Partnerships can include businesses who already allocate resources to the 

development of employee cyber awareness programmes (Blythe, 2013), and are 

required by the government to protect data of customers (Kayworth & Whitten, 2010). 

Non-profit organisations, such as Savvy Cyberkids, serves as an example of the 

collaboration with partners from industry and government departments to form global 

campaigns such as the STOP. THINK. CONNECT campaign (Kortjan, 2013). 

Academics can also contribute by conducting research in cyber-safety (Kortjan & Von 

Solms, 2014) and addressing the shortage of cyber-safety professionals (Fourie et al., 

2014) to ensure that the number of professionals increases and have the latest skills. 

Academics can also facilitate workshops or seminars, and present cyber-safety public 

lectures to the community (Ktoridou, Eteokleous & Zahariadou, 2012). 

3.5 Preparation layer 

According to (Hansche, 2001), developing a cyber-safety awareness program involves 

the following steps: setting the goal/objectives, deciding on the level and type of content, 

choosing implementation and delivery options, overcoming obstacles such as financial 

or management support, and evaluating the effectiveness of the initiatives. Cyber 

awareness campaigns should have clearly defined objectives, an outline of the 

anticipated results, an overview of message delivery methods, a risk analysis, and 

evaluation plan (Dlamini & Modise, 2012). Kortjan and Von Solms (2014) incorporated 

these steps and refer to the topic, content, medium and tool selection in the preparation 

layer. To explain the components illustrated by Figure 8, the preparation layer will be 

linked to the iWise Mzanzi: For Schools sub-campaign introduced in the previous layer.   
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 iWise Mzanzi: For Schools 

In South Africa the political context before 1994 led to racial inequality (Collins & Millard, 

2013; Epstein, 2014) and limited skills development (Allais, 2012) — circumstances that 

require continued efforts to create opportunities for all citizens post-1994 (Hill, 2014; 

Hunter, 2015). Schools need to build an inclusive education system (Donohue & 

Bornman, 2014; Engelbrecht, Nel, Smit & van Deventer, 2016), improve the low 

standard and quality of education (Modisaotsile, 2012; Spaull, 2013), and incorporate 

multilingualism in teaching practices to make education accessible (Desai, 2016; 

Trudell, 2016).  

The roll-out of electronic devices to schools, and the increasing number of children using 

social media tools to interact online, highlight the importance of being aware of dangers 

online (Sezer, Yilmaz & Yilmaz, 2015). There are several initiatives to inform children 

about online risks. Developing games (Giannakas, Kambourakis & Gritzalis 2015; 

Kritzinger, 2015; Reid & Van Niekerk, 2014a), and incorporating digital citizenship 

(McGillivray, McPherson, Jones & McCandlish, 2015) or cyber-safety information in the 

school curriculum (Von Solms & Von Solms, 2014; Walaza, Loock & Kritzinger, 2014) 

through subjects such as life orientation (Kritzinger, 2015) have been proposed. The 

development of school policies to address issues such as online bullying (Slonje, Smith 

& Frisén, 2013) has also received attention. These efforts are, however, hampered by 

context-specific and general challenges (Maringe, Masinire & Nkambule, 2015), such 

as limited governmental funding (Mestry & Ndhlovu, 2014) and a shortage of resources 

(Bayat, Louw & Rena, 2014; Modisaotsile, 2012). Schools contend with sexual 

harassment (Bhana, 2012), xenophobia (Hlatshwayo & Vally, 2014), homophobia 
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(Msibi, 2012), gender inequality (Bhana, 2015), unlawful corporal punishment (Breen, 

Daniels & Tomlinson, 2015; Mthanti & Mncube, 2014), high teacher absenteeism 

(Mashaba & Maile, 2013), and dysfunctional management, financial and staff training 

systems (Heyd-Metzuyanim & Graven, 2016). 

South Africa has been referred to as a violent country (Shields, Nadasen & Hanneke, 

2014). Violence experienced at South African schools (Smit, 2015) extends from sexual 

harassment (Bhana, 2012), verbal abuse (Boyes, Bowes, Cluver, Ward & Badcock, 

2014) and physical attacks (Msibi, 2012), to bullying, which has also moved to the cyber 

world in the form of cyberbullying (Tustin, Zulu & Basson, 2014). Gangsterism (Mncube 

& Madikizela-Madiya, 2014), substance abuse (Waller, Gardner & Cluver, 2014), 

aggression (Breen, Daniels & Tomlinson, 2015), a disrespect for authority, and a 

decrease in discipline (Moyo, Madzima & Abdullah, 2014; Sonhera, Kritzinger & Loock, 

2015), aggravates the situation. To address violence in schools, the Department of 

Basic Education (DBE) developed a National School Safety Framework (NSSF) to 

provide guidelines for school management and educators to deal effectively with issues 

which could lead to violence (Department of Basic Education, 2014). In the NSSF, 

cyberbullying is listed as one of the incidents which could lead to violence in schools 

(Department of Basic Education, 2014), but the framework does not address cyber-

safety concerns. Schools should adopt a proactive response to cyber-safety (Jobi & 

Kritzinger, 2014).  Importantly, although The NSSF exists, clear cyber-safety guidelines 

are not included. The proposed iWise Mzanzi for schools initiative focuses on creating 

awareness campaigns aimed at primary and secondary learners (Kortjan & Von Solms, 

2014) and, with refinements, can provide the cyber-safety guidelines currently lacking 

in the NSSF. 

The topics, content, medium and tool selection for iWise Mzanzi, will discussed in the 

following section. 

 Topics and content 

According to Brady (2010), Internet use by children poses content, contact, conduct and 

security risks. Content risks refer to children having access to inappropriate or 

commercial information available online. Contact risks refer to children communicating 

and sharing personal information with unknown entities. Conduct risks include 

unacceptable or illegal online behaviour related to acts such as cyber bullying and 
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piracy. Security risks refer to information security risks such as hacking, phishing, and 

malware, which can also affect children (Brady, 2010) 

The various risks are categorised as social, physical, psychological and moral 

challenges (Abbasi & Manawar, 2011). Social challenges consider the effect of the 

Internet on the communication skills and health of children. Physical challenges refer to 

the interventions required to inform children about the risks of cyber use and the 

sedentary lifestyle which results from continuous technology use. Psychological 

challenges refer to mental imbalances and anti-social behaviour caused by exposure to 

inappropriate content. Moral challenges refer to children exposed to various information 

which conflicts with their religious and moral values or views (Abbasi & Manawar, 2011), 

and can extend to criminal activity online to further a cause (Julisch, 2013).  

Children are growing up as digital citizens (Bennett, Wells & Rank, 2009; Shifrin, Brown, 

Hill, Jana & Flinn, 2015) with online identities (Sullivan, 2016) and participating in a 

digital society (Oyedemi, 2015). Digital citizens have an online or digital footprint 

(Daramola, 2015; Levine, 2013; Sing & Raphs, 2015)  which impacts on the reputation 

of users permanently (Butler & Howcroft, 2014; Jones & Mitchell, 2015). The fact that 

children are living a digital lifestyle in an online world (Goode, 2010) requires a new 

approach to teaching children about safety and the responsible use of technology (Felt 

& Vartabedian, 2012; Ohler, 2011)—an approach that views cyber-safety and security 

holistically (Winn, 2012), and proposes a focus on the understanding of expectations 

and requirements of digital citizenship (Burridge 2010; McGillivray et al. 2015; Oyedemi, 

2014).  

Digital citizenship includes digital communication (Simsek & Simsek, 2013; Winn, 2012), 

in accordance with digital etiquette and ethics (Lindsey, 2015; Yamamoto & Ananou, 

2015). It concerns digital rights and responsibilities (Sullivan, 2016), and the legal 

implications of online actions (Aydin, 2012; York, 2014). Digital citizenship also relates 

to digital health and wellness (Mossberger, 2014; Ohler, 2011), as well as digital security 

(Winn, 2012). Figure 9 indicates that digital citizenship education can include teaching 

children about civic engagement (Butler & Howcroft, 2014; Felt & Vartabedian, 2012), 

integrity in decision making (Furman, Theofanos, Choong & Stanton, 2012) and online 

respect (Broll 2014; Jones & Mitchell; 2015). 
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Figure 9. Digital citizenship (Commonsense, 2016) 
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The challenges or risks that accompany being a digital citizen are interlinked and form 

part of C3: cyber-ethics, cyber-safety and cyber-security concerns (Pruitt-Mentle, 2008; 

Pusey & Sadera, 2011), the range of which are itemised in Table 2.  

Table 2. C3 topics (adapted from Pruitt-Mentle (2008)) 

Cyber-ethics Cyber-safety Cyber-security 

 Plagiarism 

 Copyright 

 Hacking 

 Cyberbullying 

 Harassment 

 Fair use 

 File sharing 

 Online etiquette 

protocols 

 Posting incorrect/ 

inaccurate information 

 Stealing or pirating 

software, music and 

video 

 Online gambling 

 Gaming 

 Internet addiction 

 Online predators 

 Objectionable content 

 Cyberstalking 

 Downloading 

 Paedophiles 

 Hate groups 

 Pornography 

 Unwanted 

communication 

 Online threats 

 

 Hoaxes 

 Viruses and other 

malicious self-replicating 

code 

 Junk e-mail 

 Chain letters 

 Ponzi schemes 

 Get-rich-quick schemes 

 Scams 

 Criminal hackers 

 Hacktivists 

 Spyware 

 Adware 

 Malware 

 Trojans 

 Phishing 

 Pharming scams 

 Theft of identity 

 Spoofing 

 Privacy 

Children need to be informed about the various aspects of cyber-ethics, cyber-safety 

and cyber-security with resources which are continually updated to stay current (Pruitt-

Mentle, 2008; Pusey & Sadera, 2011).  Cyber-ethics relates to the role of individual 

morals when making decisions in the cyber world (Kortjan, Von Solms & Van Niekerk, 

2012; Pusey & Sadera, 2011) and acting with empathy online (Yamamoto & Ananou, 

2015). Cyber-safety refers to behaviours and actions taken to minimise the risks 

associated with online behaviour (Pusey & Sadera, 2011). Cyber-security refers to 

information systems developed to protect computer hardware and software (Pusey & 

Sadera, 2011).  These C3 topics will be discussed in the following section. 
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3.5.2.1 Cyber-ethics 

Netiquette is a term used to describe ethical and respectful online behaviour (Butler & 

Howcroft, 2014; Nansen, Chakraborty, Gibbs, MacDougall & Vetere, 2012). Online 

etiquette training is required to ensure that computer users develop acceptable online 

behaviour (Ribble & Miller, 2013). Children should be taught to consider their digital 

identity (Broll, 2014) and the consequences of their actions (Johnson & Branson, 2012) 

which could lead to problems such as Internet addiction (Kalaitzaki & Birtchnell, 2014), 

cyberbullying (Adesote & Fatoki, 2013) and compromised online privacy due to hacking 

(Slusky & Partow-Navid, 2012). 

The rise of Internet addiction is closely linked to three online activities (Siomos, Floros, 

Fisoun, Evaggelia, Farkonas, Sergentani, Lamprou & Geroukalis, 2012), gaming 

(Starcevic, 2013), gambling (Israelashvili, Kim & Bukobza, 2012) and pornography 

(Elliott & Beech, 2009). Excessive online gaming (Hussain, Williams & Griffiths, 2015) 

can result in gaming addiction (Goh, Bay & Chen, 2015; Ktoridou, Eteokleous & 

Zahariadou, 2012), which leads to behavioural problems (Rikkers, Lawrence, Hafekost 

& Zubrick, 2016) and the deterioration of relationships (Kim & Kim, 2015; Kuss, 2013). 

When accessing the Internet, children can be exposed to online gambling sites (Ciftci & 

Delialioglu, 2015; Vaala & Bleakley, 2015) and the risk of gambling addiction (Kuss, 

2013). Internet addiction leads to difficulty in distinguishing between online and offline 

life (Barnard-Wills, 2012), increased cyber risks (Leung & Lee, 2012) as well as mental 

health (Devine & Lloyd, 2012; Siomos et al., 2012) and general health problems (Jiang 

& Leung, 2012). Children increasingly play online games (Walaza, Loock & Kritzinger, 

2014), which has been linked to verbal aggression (Appel, Stiglbauer, Batinic & Holtz, 

2014), sexism (Fox & Tang, 2014) and harassment associated with cyberbullying 

(Aloufi, 2015; Mark & Ratliffe, 2011).  

There is an increased rate at which children experience cyberbullying (Bakar, 2015; 

Aboujaoude, Savage, Starcevic & Salame, 2015). Cyber- or online bullying includes 

trolling (Fox & Tang, 2014), displaying aggression, name-calling, threats, spreading 

rumours, social isolation or exclusion, intimidation, and embarrassment (Mark & Ratliffe, 

2011; Vivolo-Kantor, Martell, Holland & Westby, 2014). Cyberbullying is described as a 

health problem (Aboujaoude et al., 2015), and victims of cyberbullying may experience 

anger, sadness, embarrassment, confusion and anxiety (Mark & Ratliffe, 2011) which 
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has led to several teenage suicides (Alavi, Reshetukha & Prost, 2015). Cyberbullying 

often includes sharing embarrassing content about an individual (Mark & Ratliffe, 2011).  

Downloading and sharing files, such as videos and photos (Omar, Daud, Hassan, 

Bolong & Teimmouri, 2014), can take place through social networking sites (Aladwani, 

2014) and is one of the most popular uses of the Internet by children (Hamade, 2015; 

Nansen et al., 2012). Children can use the Internet to download movies, music, games, 

software and pornographic material (Kim, 2014; Tsitsika, Janikian, Schoenmakers, 

Tzavela, Olafsson, Wójcik, Macarie, Tzavara & Richardson, 2014). Unfortunately, 

children make themselves guilty of plagiarism, piracy and copyright infringement by 

sharing and using copyright protected material from existing websites without 

acknowledging the copyright owner or author (Aloufi, 2015; Hope, 2015). Piracy is linked 

to copyright infringement because it involves stealing, selling and distributing content 

owned by someone else (Kondyushova, 2014). The consequences of plagiarism, piracy 

and copyright infringement are seen as minimal and therefore users engage in this risky 

behaviour (Bardach et al., 2012). Users trust websites (Larson, 2015) and in the process 

of using them to download and share files or copyright-protected content illegally 

(Goode, 2010; Teimouri et al., 2014b), expose their devices to malicious software (Kim, 

2014; Kritzinger & Von Solms, 2010). Although security software is available to protect 

information, hackers can access content using sophisticated hacking software (Aiken et 

al., 2015) and by relying on user negligence (Strawser & Joy, 2015) or user ignorance 

(Shava & Van Greunen, 2013). Hacking involves accessing and stealing private or 

confidential electronic information which belongs to someone else, without their 

permission and is an illegal act (Aloul, 2012; Clarke, 2015). Devices can be hacked 

without the user realising that it has taken place (Aiken et al., 2015) and that their privacy 

and safety has been compromised (Slusky & Partow-Navid, 2012). 

3.5.2.2 Cyber-safety 

Children need to be kept safe from inappropriate online content such as nude or semi-

nude sexually explicit images and child pornography which leads to stalking, online 

enticement, and grooming by sexual predators (Aiken et al., 2015; Ktoridou, Eteokleous 

& Zahariadou, 2012; Whittle, Hamilton-Giachritsis, Beech & Collings, 2013). The term 

Child Abuse Material (CAM) incorporates risky sexual behaviour online (Sasson & 

Mesch, 2014)  such as self-produced sexual materials (Aiken et al., 2015) sexting 

(Jones, Mitchell & Walsh, 2012; Livingstone & Görzig, 2014) and pornography (Owens 
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et al., 2012). The risky behaviour leads to sexual harassment, and exploitation of 

children and adolescents (Khurana, Bleakley, Jordan & Romer, 2015).  

Another major concern addressed by cyber-safety is cyberstalking. Cyberstalking 

involves observing (Gerson, 2013) and tracking online behaviour (Subrahmanyam, 

Reich, Waechter & Espinoza, 2008), often through social networking sites (Butler & 

Howcroft, 2014). Online stalking induces fear (Gerson, 2013), causes withdrawal from 

relationships or social activities and can lead to depression (Johnson & Branson, 2012). 

The intent of cyberstalking is to harm (Levine, 2013), harass (Burton & Leoschut, 2013; 

Von Solms & Von Solms, 2014; York, 2014), threaten (Smit, 2015) and initiate 

undesirable contact with users (Kortjan, 2013; Langos, 2014).  Messages containing 

hate speech (O’Reilly, 2015) against individuals or groups (Teimouri et al., 2014a) to 

harm, harass and threaten, have legal consequences in South Africa (Smit, 2015). Hate 

speech includes defamatory statements made about race (Livingstone & Bulger, 2014), 

gender (Fox & Tang, 2014), religion and sexual orientation (Davis, Randall, Ambrose & 

Orand, 2015 ; Elci & Seckin, 2016).  It also extends to threats of physical violence (Broll, 

2014; Vanderhoven, Schellens & Valcke, 2014).  

3.5.2.3 Cyber-security 

Hacking can be ethical when used by companies to test the security of their cyber-

security systems (Deylami, Mohaghegh, Sarrafzadeh, McCauley, Ardekani & Kingston, 

2015), but is most often associated with illegal activities. Criminal hackers access and 

compromise sensitive data (Bendovschi, 2015) and personal information 

(Kondyushova, 2014; Shackelford & Fort, 2011) without authorization (Kortjan, 2013; 

Strawser & Joy, 2015), to commit crimes (Feng & Xie, 2014). Hackers use the 

information to commit fraud (Skopik, Settanni & Fiedler, 2016), steal identities (Butler & 

Howcroft, 2014), damage the online reputation of a user or company (Kokkinos, 

Antoniadou, Asdre & Voulgaridou, 2016; Tustin, Zulu & Basson, 2014), steal money 

(Kshetri, 2015) or obtain assets unlawfully (Abawajy, 2014). Political activism (Quigley, 

Burns & Stallard, 2015), ideology (Julisch, 2013), social causes (Skopik, Settanni & 

Fiedler, 2016) and anarchy (Quigley, Burns & Stallard, 2013) also motivate hacking 

attempts (Aloul, 2012) by hackers who see themselves as hacktivists (Quigley, Burns & 

Stallard, 2015). Hackers have hidden identities and locations (Naplavova, Ludik, Hruza 

& Bozek, 2014), which makes them unknown perpetrators (Aloul, 2012). They often 
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form communities (Juszczyk, 2014), collaborate (Kajzer et al., 2014) and provide 

resources to assist others in hacking attempts (Johnson, 2014).  

There are several methods used by hackers to obtain access to information (Aiken et 

al., 2015). In South Africa, phishing attempts are one of the biggest concerns for 

information security (Dlamini & Modise, 2012). Cyber criminals use e-mails to entice 

recipients to provide confidential information, by acting as legitimate senders such as 

financial institutions (Crompton, Thompson & Reyes, 2016). Spoofing assists in 

phishing attempts as legitimate names and information are used, which makes the 

content seem more believable (Crompton, Thompson & Reyes, 2016). Hackers can 

create fake websites which resemble the legitimate website of a company (Julisch, 

2013), use free software downloaded by users to infiltrate a personal device (Shava & 

Van Greunen, 2013) or send e-mails with malicious software (Aloul, 2012). The 

passwords of user accounts (Johnston, Warketin & Siponen, 2015) can be used to 

access information illegally through a legitimate account (Choo, 2011) and are therefore 

targeted by hackers (McCrohan, Engel & Harvey, 2010) through malware (Crompton, 

Thompson & Reyes, 2016). Malware is malicious software (Bendovschi, 2015) created 

to infect, control, manipulate and compromise servers (Schia, 2016), systems, devices 

or data (Qian, Fang & Gonzalez, 2012), leave users vulnerable (Furnell & Moore, 2014). 

Malware includes viruses, spyware (Kondyushova, 2014), adware (Aloufi, 2015), worms 

(Martin & Rice, 2011) and Trojans  (Labuschagne, Eloff, Veerasamy, Leenen & Mujinga, 

2011). Ponzi schemes and get-rich-quick schemes (Pusey & Sadera, 2011; Sulaiman, 

Moideen & Moreira, 2016) can also be used to persuade unexpected victims to invest 

money in financial schemes (Cortes, Santamaria & Vargas, 2013) by offering a high 

return on investments (Greenberg & Sze, 2010). These schemes are linked to online 

financial crimes (Menon & Siew, 2012), which result in financial losses for investors 

(Lewis, 2012). 

To ensure that users are safe from cyber-security threats, and act ethically online, 

awareness campaigns content includes cyber-ethics, cyber-safety and cyber-security 

topics. 

 Medium and tools 

According to Kortjan and Von Solms (2014), a suitable printed or electronic medium 

should be selected to spread information about the topic and content selected for the 

campaign. The choice of medium determines the tools available to communicate with 
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the target audience. If for example, an electronic medium is selected, video clips and 

websites can be used as an instrument to communicate content (Kortjan & Von Solms, 

2014). Medium and tool selection will be discussed in more depth in chapter four, as it 

is linked to Communication Science. 

3.6 Delivery layer 

Figure 10 illustrates that the delivery layer, considers the target audience and defines 

the roles fulfilled by the audience as educator and learner (Kortjan & Von Solms, 2014).   

 

Figure 10. Delivery layer 

From the audience members identified by Kortjan and Von Solms (2014), children under 

the age of thirteen years, teenagers, youths, parents, guardians, and teachers are 

relevant stakeholders for the school campaign. When trying to reach children through 

communication campaigns, parents and guardians need to form part of the target 

audience (Henley, Raffin & Caemmerer, 2011). Teachers can guide and monitor 

children (Mishna, Cook, Saini, Wu & MacFadden, 2011); while schools can implement 

cyber-safety principles and procedures (Sonhera, Kritzinger & Loock, 2015). Parents 

can monitor their children and enforce cyber-safe behaviour (Goh, Bay & Chen, 2015; 

Yusuf, Osman, Hassan & Teimoury, 2014).  

 School learners 

Users currently under the age of eighteen are classified as digital natives who grew up 

with technology (Ktoridou, Eteokleous & Zahariadou, 2012) and are web literate 

(Thomas & Kielman, 2009). When these children start attending school, they may have 
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been exposed to the cyber world as some children start using the Internet and 

technology before the age of five (Ktoridou, Eteokleous & Zahariadou, 2012). 

 Role of schools and teachers 

Addressing cyber crimes requires a multi-level approach where the various 

stakeholders work together (Aiken, Mc Mahon, Haughton, O'Neill & O'Carrol, 2015). 

Similarly, educating children about digital citizenship requires a collaborative effort from 

several stakeholders (Broll, 2014; Dlamini & Modise, 2012; Livingstone, Davidson, 

Bryce, Millwood Hargrave & Grove-Hills, 2011), including government (Buono, 2014), 

parents (Rudi, Dworkin, Walker & Doty, 2014), teachers (Sezer, Yilmaz & Yilmaz, 2015), 

schools (Zhu, Zhang, Yu & Bao, 2015), social workers (Martin & Slane, 2015), law 

enforcement (Davis, 2012), the information technology industry (Livingstone et al., 

2011), Internet service providers, and non-profit organisations (Aloul, 2012).  The NSSF 

also proposes collaboration of stakeholders, which includes the school principal, school 

safety committee, parents, learners, educators, school governing bodies, student 

bodies, community actors, other school staff and school structures. Safety is used as 

an umbrella term in the NSSF, and there is a strong focus on collaborating with different 

stakeholders to combat the problems associated with safety at schools (Department of 

Basic Education, 2014). 

Safety efforts at schools should include prevention (Al-karaki, Harous, Al-muhairi, 

Alhammadi, Ayyoub, Alzaabi, Alsalhi, Salem & Alamiri, 2016; Barnard-Wills, 2012), 

protection (Bovina, Dvoryanchikov & Budykin, 2014) and support practices (Myers, 

Haworth & Hayton, 2016) to mitigate the likelihood of potential problems. The 

involvement and support of teachers and parents influence the effectiveness of any 

awareness campaign aimed at children (Jarvis, Rhodes, Deshpande, Berry, Chulak-

Bozzer, Faulkner, Spence, Tremblay & Latimer-Cheung, 2014). Schools or educational 

centres can contribute to successful intervention programmes targeting the youth 

(Kritzinger & Padayachee, 2013); and teachers can have a positive influence on the 

behaviour of learners (Lozano, Prades & Montagut, 2015). 

Studies have shown that some school teachers may not have the knowledge required 

to support students who encounter problems associated with the use of online platforms 

(Görzig & Ólafsson, 2013; Sezer, Yilmaz & Yilmaz, 2015; Slonje, Smith & Frisén, 2013). 

Although teachers are encouraged to make use of technology in their teaching 

practices, they are not always adequately prepared to deal with and teach cyber-safety 
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basics (Ktoridou, Eteokleous & Zahariadou, 2012; Pusey & Sadera, 2011). In addition, 

teachers may feel threatened when learners display more ICT knowledge than they 

themselves have (Moyo, Madzima & Abdullah, 2014). Even though some teachers have 

the skills required to use ICT, they may not have the knowledge needed to use it for 

educational purposes (Moyo, Madzima & Abdullah, 2014). New teachers, therefore, 

need to receive cyber-safety training as part of their qualifications (Ktoridou, Eteokleous 

& Zahariadou, 2012). Moreover, schools have an obligation to educate teachers and 

parents about the strategies required to keep children safe, and to inform them about 

the legal consequences of online behaviour, such as cyberbullying (Mark & Ratliffe, 

2011). However, although there are schools in South Africa who have developed 

appropriate cyber policies (Collegiate High School Governing Body, 2016), most 

schools do not have cyber policies in place (Hope, 2015) and lack the knowledge or 

skills required to protect the online privacy of learners (Clemons & Wilson, 2015). 

Moreover, the integration of technology in the classroom is hampered by inaccessible 

ICT resources and equipment, and negative personal perceptions and attitudes towards 

incorporating technology in the classroom (Moyo, Madzima & Abdullah, 2014).  

 Role of parents or guardians 

According to (Ktoridou, Eteokleous & Zahariadou, 2012), cyber-safety risk awareness 

should form part of family values. When trying to reach children, communication with 

parents should also be facilitated (Ridley, 2015) as children often take on the attitudes 

of their parents (Kim & Kim, 2015). Parents need to discuss the roles and responsibilities 

of a digital citizen with their children (Livingstone et al., 2011), to work with schools and 

teachers (Mark & Ratliffe, 2011).  Parents and adults who fulfil a supervision role need 

to monitor children’s use of the Internet and impose restrictions to ensure that they are 

safe (Hill, 2015; Ktoridou, Eteokleous & Zahariadou, 2012). Parents and guardians also 

need to be alert for warning signs and intervene to minimise the emotional impact 

associated with issues such as cyberbullying and understand how a child experiences 

these problems (Ktoridou, Eteokleous & Zahariadou, 2012). Monitoring is important 

during the adolescent years as a conflict between parents and teenagers can lead to 

children immersing themselves in the cyber world and forming relationships online with 

strangers (Kim & Kim, 2015). Monitoring online activity can, however, be challenging as 

parents are not aware of all the risks associated with the cyber world; and, as the 

instances of online bullying amongst children increase, the need for interventions 
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becomes increasingly important (Kennison & Read, 2003; Ktoridou, Eteokleous & 

Zahariadou, 2012). Monitoring is also challenging because children feel that they have 

the right to privacy (O’Reilly, 2015) which is often supported by legislation (Devine & 

Lloyd, 2012).  

Once the target audience has been identified and defined in the preparation layer, the 

campaign is implemented (Kortjan & Von Solms, 2014).  

3.7 Monitoring layer 

The final layer in the framework is concerned with an evaluation to determine how 

effective initiatives are. Figure 11 indicates that benchmarking, success indicators and 

periodic status reports are required for the evaluation process.  

 

Figure 11. Monitoring layer 

Periodic status reports allow for the monitoring of success indicators and assist 

campaign planners to benchmark (Kortjan & Von Solms, 2014). Benchmarking refers to 

setting standards or guidelines based on good practice (Cronjé & Van Wyk, 2013). The 

guidelines assists future initiatives to conform to the set standard (Verbeke & Tung, 

2013) and should be maintained and updated continuously (Čábyová & Ptačin, 2014). 

Benchmarking uses the results of success indicators or key performance indicators 

(KPIs) to identify good practice (Rantos, Fysarakis & Manifavas, 2012).  The KPI’s 

andmetrics used to measure success, depends on campaign or program objectives and 

the activities implemented to meet the objectives. Popular metrics include campaign 

reach and the frequency of exposure to campaign messages (Groeger & Buttle, 2014) 

The results of the assessment are reverted to considerations at the tactical layer/stage 

to determine whether any changes are required for future campaigns (Kortjan & Von 

Solms, 2014).  

M
o

n
it

o
ri

n
g

 

la
y

e
r 

Evaluation 

Benchmarks 
Success 

Indicators 

Periodic Status 

Reports 



47 

3.8 Conclusion 

Chapter three discussed the five-layer cyber-security awareness and education 

framework developed by (Kortjan & Von Solms, 2014). The framework has not been 

implemented and therefore, the discussion in chapter three has largely focussed on 

what should be included in the strategic, tactical, preparation, delivery, and monitoring 

layers, based on the study by (Kortjan, 2013) and relevant information technology 

literature.  

The framework proposes a national campaign called iWise Mzanzi, which consists of a 

national awareness week; a community outreach programme; a campaign for all 

citizens; and a campaign aimed at schools. The iWise Mzanzi: For Schools campaign 

is used to illustrate how awareness campaigns are planned and attention is placed on 

the preparation and delivery layers of the framework. The preparation layer contains 

topics, content, medium and tool selection. According to the literature reviewed in 

chapter three, campaign topics and content need to focus on cyber-security, cyber-

safety and cyber-ethics, which forms part of digital citizenship. The medium used to 

deliver the key campaign messages should be aligned to the tools selected. The delivery 

layer requires campaign planners to select the intended recipients and defining the roles 

played by the audience. Reaching the intended audience requires a clear description of 

who the target audience is and how the individual members fulfil the roles of learner and 

educator.  Chapter three discussed the development of campaigns from an information 

technology experience and chapter four will discuss the elements required for 

campaigns, as identified in communication theory.  
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CHAPTER 4 CAMPAIGN PLANNING 

“I almost wish I hadn’t gone down that rabbit-hole—and yet, it’s rather curious.” 

(Lewis Carroll, Alice's Adventures in Wonderland)  
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4.1 Introduction 

Communication campaigns are planned efforts or messages sent to audiences with the 

intent to meet specific outcomes within a pre-determined time frame (Werder, 2015). 

The intended outcome linked to campaigns often involve behaviour change (Nathanail 

& Adamos, 2013) achieved through the use of persuasive message appeals (Guttman, 

2015).  Planning campaigns is a complex process, which contains several processes 

and steps to consider (Henley, Raffin & Caemmerer, 2011). According to Rice and Atkin 

(2013), there is no encompassing theory for campaign planning and therefore, six 

popular models are discussed in chapter four to identify the elements required for 

campaign planning from a Communication Science perspective.  

4.2 Campaign planning approaches 

A review of the literature has led to the identification of six models, or frameworks, used 

for campaign planning. The basic features of each of these approaches are summarised 

in Table 3.   

The first approach refers to the campaign principles proposed by Wilcox and Cameron 

(2014). The principles contain seven stages and were developed for public relations 

campaigns. The second program and campaign planning framework, developed by 

Cornelissen (2014), consists of six stages and was developed for communication 

campaigns. The third approach, suggested by Perloff (2014), is used for social 

marketing campaign planning and has five stages. Social marketing applies marketing 

principles to campaigns promoting some form of social change in society  (Kubacki et 

al., 2015; Lefebvre, 2013). The fourth approach refers to The Public Relations Institute 

of Southern Africa’s seven steps for programme planning (Skinner, Mersham & 

Benecke, 2013). The fifth approach contains the planning stages for public relations 

campaigns summarised by Gregory (2010). The sixth approach considers the steps 

required for the development of effective communication campaigns proposed by Kotler, 

Armstrong and Tait (2010).  
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Table 3. Campaign Planning 

Planning 

stages 

Campaign 

principles 

(Wilcox & 

Cameron, 

2014) 

Program and 

campaign 

planning 

framework 

(Cornelissen, 

2014) 

Social marketing 

campaign planning 

steps (Perloff, 2014) 

PRISA 7 Step 

programme 

(Skinner, 

Mersham & 

Benecke, 

2013) 

Comprehensive 

planning tool 

(Gregory, 2010) 

Steps in 

developing 

effective 

communication 

(Kotler, Armstrong 

& Tait, 2010) 

Stage one Situation analysis Strategic intent Planning (campaign 

objectives) 

Situation 

analysis 

 

Situational analysis 

 Organisation’s societal 

and/or corporate 

objectives 

 Issues that threaten or 

provide an opportunity 

for realising those 

objectives 

 Public relation’s 

contribution defined 

Identify the target 

audience 

Stage two Objectives  

 Informational/ 

educational 

objective 

 Motivational 

objective 

Define 

communication 

objectives 

Select theories relevant to 

campaign objectives to 

support campaign 

strategies 

Formulating 

campaign 

objectives 

 

Strategy 

 PR aim(s) and 

objectives 

 Stakeholders/ public 

involved and content of 

programme 

 Strategy 

Determine the 

communication 

objectives 
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Table 3. Campaign Planning (Continued) 

Planning 

stages 

Campaign 

principles 

(Wilcox & 

Cameron, 

2014) 

Program and 

campaign 

planning 

framework 

(Cornelissen, 

2014) 

Social marketing 

campaign planning 

steps (Perloff, 2014) 

PRISA 7 Step 

programme 

(Skinner, 

Mersham & 

Benecke, 

2013) 

Comprehensive 

planning tool 

(Gregory, 2010) 

Steps in 

developing 

effective 

communication 

(Kotler, 

Armstrong & 

Tait, 2010) 

Stage 

three 

Target audience 

 Primary 

audience 

 Secondary 

audience 

 Tertiary 

audience 

Identify and 

prioritise target 

audiences 

Communication analysis 

 Audience analysis and 

segmentation 

 Research to determine 

audience perceptions 

 Channel analysis and 

selection 

Identifying target 

publics 

 

Implementation 

Tactical programme with 

timescales and resources 

allocated 

Design a message 

Stage 

four 

Overall campaign 

strategy  

 

Identify themed 

message(s) 

Campaign design and 

implementation 

Formulating 

message 

 

Evaluation 

 

Choose media 

through which to 

send message 

Stage five Tactics required 

to implement 

strategy 

Develop 

message styles 

Evaluation and 

reorientation 

Implementing 

actions 

 Select message 

source 

Stage six Calendar/ 

Timetable 

Develop a 

media strategy 

 Draw up a 

budget 

 

Stage 

seven 

Conducting an 

evaluation 

 Evaluation 
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4.3 Stage 1: Situational Analysis 

Wilcox and Cameron (2014), Skinner, Mersham and Benecke (2013) and Gregory 

(2010) refer to situational analysis as the first step in campaign planning. A situational 

analysis determines the purpose, scope, and maturity of the campaign (Dorfman, Ervice 

& Woodruff, 2002), where purpose refers to the strategic intent of the initiatives, scope 

refers to the extent of the campaign, and maturity relates to the existing resources 

allocated to address the issue of concern (Werder, 2015). Cornelissen (2014) refers to 

strategic intent as the first part of campaign planning, which is seen as one of the 

elements of situational analysis. Maturity refers to the level of development of both the 

campaign and the issue it addresses (Gregory, 2010). A SWOT analysis, which  

considers the internal strengths and weaknesses of a project or organisation to identify 

opportunities and threats external to the project or organisation (Monzani et al., 2014), 

can be used to determine the maturity of a campaign The analysis takes into 

consideration corporate objectives and the issues which affect attaining those 

objectives.  

For campaigns to be successful, the strategic intent or purpose of the campaign should 

be clearly defined, and the target audience should be identified to determine the scope 

or reach of the campaign (Werder, 2015). Gregory (2010) identifies target audiences as 

part of the situational analysis during stage one. Kotler, Armstrong and Tait (2010) also 

identifies target audiences during the first stage, but, for the present study planning a 

cyber-security campaign will start with conducting a situational analysis to provide a 

context for the campaign and to assist in determining holistically the purpose, scope and 

extent of the campaign. If the campaign starts with identifying the target audience, 

important considerations which will influence campaign success may be left out. 

Identifying the target audience will, however, be moved to stage two of cyber campaign 

planning.  

4.4 Stage 2: Identify the target audience  

Although Wilcox and Cameron (2014), Cornelissen (2014), Perloff (2014), and Skinner, 

Mersham and Benecke (2013) identify the target audience during the third stage of 

campaign planning, knowing who the audience is before the start of stage three will 

assist in developing communication objectives which address the purpose identified 
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during the situational analysis (stage one) so as to attend to the needs of the intended 

audience. 

Market segmentation is a marketing concept which refers to selecting a specific 

audience for communication (Dooley, Jones & Iverson, 2012). Selecting a broad general 

public creates challenges for campaign planners, as stakeholders have different needs, 

wants and interests (Chapleo, 2010; Howitt & McManus, 2012). Segmentation therefore 

divides the target audience into smaller groups (Bock, Poole & Joseph, 2014; Kubacki 

et al., 2015), based on biographical or psychographic information (Dooley, Jones & 

Iverson, 2012; Ekos Research Associates, 2011; Miller, 2010). A detailed stakeholder 

analysis is required to identify who the stakeholders are and to describe clearly what 

their needs and expectations are within their existing frame of reference and the context 

they function in (Laczniak & Murphy, 2012).  

It is challenging to determine how much information the intended audience has about a 

topic before encountering the campaign message (Averbeck, Jones & Robertson, 

2011). Research is therefore required during the process to identify the target audience 

and their needs (Singh, 2012).  

4.5 Stage 3: Determine the communication objectives and resources allocated 

Campaign goals or objectives (Fraustino & Ma, 2015) should adhere to the principles of 

SMARTA; namely to be specific, measurable, attainable, realistic, time-bound and 

adjustable. According to (Willis et al., 2013), communication campaigns intend to 

educate, inform, recall, remind, provide support, and facilitate communication and 

decision making. Objectives in the case of cyber usage can include raising awareness 

(Rantos, Fysarakis & Manifavas, 2012) and reducing or changing behaviours (Page & 

Sharp, 2012), to identifying interventions and creating partnerships with parents or 

guardians (Saladin-Subero & Hawkins, 2011).  

Wilcox and Cameron (2014), Cornelissen (2014), Perloff (2014), Skinner, Mersham and 

Benecke (2013) and Gregory (2010) develop communication objectives during the 

second stage of campaign planning. It is fair, then, to ask why communication objectives 

are moved to stage three for cyber campaign planning when other planning models list 

it as stage two. Five of the six approaches contained in Table 3 are used to sell products, 

services or experiences through marketing, public relations or communication 

campaigns. For these purposes, campaign objectives can be developed before defining 
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the intended audience as they are often linked to generic intentions, such as improving 

sales figures. With cyber-security campaigns, the main objectives will be to inform and 

educate the intended audience about C3 topics. According to Ridley (2015), audience 

participation is important for campaign success. Knowing the intended audience before 

setting the objectives, will allow the campaign planner to move from generic, broad 

campaign objectives, to more targeted objectives which address the specific needs of 

the audience.  

Communication objectives can be limited by the range of resources available to 

campaign planners. Resources range from funding to the skills required to plan and 

implement the campaign. Budget constraints can, for instance, influence the selection 

of communication mediums used (Mulhern, 2009). It is, therefore, important to consider 

whether resources are available when developing communication objectives.    

4.6 Stage 4: Formulate a communication strategy 

Wilcox and Cameron (2014) develop a communication strategy during Stage Four and 

choose tactics to implement the strategy in Stage Five. During Stage Four, Skinner, 

Mersham and Benecke (2013) refers to message formulation, and Cornelissen (2014) 

emphasises the development of message themes and designs. Once the 

communication objectives have been developed (in Stage Three), Stage Four requires 

a strategy which successfully integrates tools and techniques associated with the fields 

of marketing, public relations, advertising, branding and design, to develop an effective 

message.  An integrated approach combines elements from the marketing mix and 

communication mix (Barker, 2013). Integration is necessary because it leads to 

coherence and consistency in the messages designed and increases the credibility of 

the campaign (Johansen & Andersen, 2012). 

Figure 12 illustrates that the communication mix refers to a combination of advertising, 

public relations, personal selling and sales promotion to compile a communication plan 

used to communicate with a target market or target audience (Barker, 2013; Lamb, Hair, 

McDaniel, Boshoff, Terblanche, Elliott & Klopper, 2015; Singh, 2012).  Advertising 

presents information to a target audience in a compelling manner, while personal selling 

is a personal presentation of information to a target audience (Šramová, 2015b). Public 

relations refers to building mutually beneficial relationships with the major stakeholders 
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(Estanyol, 2012). Direct marketing is targeting special deals or promotions to an 

audience (Šramová, 2015b). 

The marketing mix refers to the product, distribution, promotion and price strategy used 

to sell a product or service to potential clients (Kubacki et al., 2015; Raval, Tanna & 

Raval, 2014). Although the marketing mix elements are applied when developing 

strategies to market tangible products (Idris & Whitfield, 2014; Kubacki et al., 2015), the 

elements can also be employed in communication campaigns. The marketing mix 

considers the development of products and services, how they will be distributed, which 

promotional tools will be used to market the product and which pricing strategy would 

be most suitable (Goi, 2009). The product would be the main ideas to promote (Henley, 

Raffin & Caemmerer, 2011), which, in the context of C3, would be cyber-ethics, cyber-

safety and cyber-security. The product in this case refers to the underlying advantage 

of being aware (Henley, Raffin & Caemmerer, 2011) of cyber risks and acting 

responsibly online. Place refers to where cyber-safety information is made available and 

whether there are any partners or intermediaries to assist with the distribution of content 

(Henley, Raffin & Caemmerer, 2011). Price considers the financial and non-financial 

costs and benefits involved in obtaining information and changing behaviour, as 

suggested by the campaign (Kubacki et al., 2015). Promotion refers to the activities and 

tools used to create awareness about the campaign. Tools from the advertising, 

Figure 12. The marketing and communication mix  
(Adapted from Lamb, Hair, McDaniel, Boshoff, Terblanche, Elliott & Klopper, 2015) 
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personal selling, sales promotion or public relations fields are selected according to the 

goal of the campaign, the preference of the target audience and available budget 

(Henley, Raffin & Caemmerer, 2011).  

Kotler, Armstrong and Tait (2010) design a message during Stage Three, select the 

medium to send the message through in Stage four, and select a message source in 

Stage Five. When developing a message, it is important to know which medium will be 

used as it influences how the message will be presented. To ensure that message 

recipients view the campaign content as credible, the message source should be 

selected carefully when developing the message. These decisions are interdependent, 

and are therefore included in stage four of campaign planning as sub-categories. A 

campaign planner would first select the communication medium, then develop the 

message to suit the medium, and finally, construct an implementation plan. If more than 

one medium is used for the campaign, the same key message will be utilised for all 

campaign material to ensure consistency, but the way in which the message is 

presented, might be different to accommodate the requirements of the mediums 

(Saeed, Naeem, Bilal & Naz, 2013)   

The sub-categories of stage four will be discussed in the following section. 

 Selecting the communication medium 

Selecting the correct medium and media channel to communicate a message is 

essential to get a message across to the identified audience (Muda, Musa & Putit, 2012). 

The tactics mentioned by Wilcox and Cameron (2014), would therefore form part of 

media channel selection, which forms part of Stage Five in the framework proposed by  

Kotler, Armstrong and Tait (2010). The channel used to communicate with the target 

audience, will influence the design elements required to convey the campaign message.  

Popular media or communication channels used by integrated campaigns include 

newspapers, magazines, radio, television, outdoor media and the Internet (Kotler, 

Armstrong & Tait, 2010). Newspapers and magazines serves the purpose of providing 

factual, informative or educational information to readers (Kumari, 2014). The print 

publications offer paid-for advertising space, but publicity can also be obtained by 

offering newsworthy articles relating to the campaign (Tallapragada, Misaras, Burke & 

Waters, 2012). Advertising space can be bought on radio and television or public service 

announcements can be distributed to the channels in an attempt to receive on-air 
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exposure (James, Albrecht, Litchfield & Weishaar, 2013). Outdoor media takes the form 

of paid-for billboards placed outside for passing traffic or pedestrians to see (Beneke, 

2011). Social media are used extensively for online campaigns as it is interactive and 

facilitates a dialogue with message recipients (Fraustino &  Ma, 2015). Channels are 

selected according to campaign objectives and the characteristics, advantages and 

limitations of each media type (Mulhern, 2009; Simsek & Simsek, 2013). 

For campaigns aimed at children, alternative methods such as posters, magnets (James 

et al., 2013), advertising in school newsletters or publications and in-school 

presentations have been used (Beneke, 2011). 

 Design a message 

During stage four, Skinner, Mersham and Benecke (2013) refers to message 

formulation, and Cornelissen (2014) emphasises the development of message themes 

and designs. Campaign planners need to develop the message content and structure 

(Kotler, Armstrong & Tait, 2010) and integrate creative design elements to enhance 

synergy and effectiveness (Mulhern, 2009; Smith, 2012).  

Communication design processes enhance interventions or campaigns (Harrison, 

2014). Visualisation should be used to present information in a creative, meaningful way  

(Lavigne & Gouin, 2014), but the intended message is not always transmitted and 

understood as planned (Epure, Eisenstat & Dinu, 2014). Situational and cultural context 

play a critical role in meaning-making (Boeriis & Holsanova, 2012) for the target 

audience and therefore influence the design elements used.  

For printed content, copy, images and colour choices would be necessary. For radio 

content, word, sound and voice selection would be made, while broadcasted messages 

for mediums such as YouTube or TV would consider non-verbal communication (Kotler, 

Armstrong & Tait, 2010). Communication as design considers the development and 

evaluation of messages (Barbour & Gill, 2014). The design of messages is context-

specific and, as such, general principles of design can guide the process of development 

(although they may not apply to all contexts) (Harrison, 2014). Formative research is 

required to obtain data which will assist the campaign planner in designing messages 

which appeal to the target audience (Henley, Raffin & Caemmerer, 2011). 

All messages should adhere to the principles of AIDA (Antonova, 2015)—the acronym 

for Attention, Interest, Desire and Action—used to explain the process which the target 
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audience should go through in a communication exchange (Rawal, 2013). The 

campaign needs to attract the attention of the target audience, maintain interest, 

stimulate the desire to comply with what the campaign message suggests and to act on 

the message (Rawal, 2013). Thus, audience members need to attend to the content of 

the campaign (Averbeck, Jones & Robertson, 2011), which should be easy to 

understand and act upon (Henley, Raffin & Caemmerer, 2011).  

Eye-catching design elements, such as conflicting colours (Lavigne & Gouin, 2014; 

O’Connor, 2015), bright colours and large font can be used to arrest the attention of the 

target audience (Domigan, Glassman & Miller, 2015). Although not all colours have 

universal meanings and are often influenced by cultural contexts (Berehoiu, Wohlfarth 

& Sam, 2013), colour psychology is important in material design. Perceptions and 

emotions (Andersen, Vuori & Guillaume, 2015; Dael, Perseguers, Marchand, Antonietti 

& Mohr, 2015) are subconsciously linked to colour (Hanafy & Sanad, 2015; Ünal, 2015). 

The colour red, for instance, has implicitly been used in campaigns to signify danger 

(Pravossoudovitch, Cury, Young & Elliot, 2014). Colours have significations attached by 

the target audience and can, therefore, contribute towards the meaning of a message 

(Andersen et al., 2015). Colour selection has been found to influence the response of 

children to campaign messages (Mohebbi, 2014). 

Message framing is used to make print and broadcast campaign material more 

persuasive and revolves around the idea of using message appeals to create the desire 

to act (Yan, Dillard & Shen, 2012). Message appeals are developed as part of a creative 

concept to interest the target audience (Akbari, 2015). Framing includes positive 

emotional appeals, such as humour or hope (Chadwick, 2014), to negative emotional 

appeals, such as fear (Ferguson & Phau, 2013) or threats (Charry & Demoulin, 2012). 

Emotional appeals can contribute to information recall (Kim & Kiousis, 2012), while the 

use of moral appeals, such as sympathy (Kemp, Kennett-Hensel & Kees, 2013), 

contribute to the support of a cause. Appeals to reason use logical arguments and 

explanations to persuade audience members to change their behaviour (Guttman, 

2015). 

All message design elements need to be developed, integrated and aligned (Illia, 2012) 

consistently with the branding created for the organisation, campaign organiser or 

campaign (Toledano, 2010). Brands create an identity (Halliburton, 2012), association 

(Mann & Ghuman, 2015) or value (Hamzah, Syed Alwi & Othman, 2014) for 
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organisations, products or services. A combination of design elements (Bastos & Levy, 

2012), logos (Blombäck & Ramírez-Pasillas, 2012), images (Bastos & Levy, 2012), 

symbols (Chapleo, 2010), slogans, promises (Balmer, 2012; Chung, Lee & Heath, 2013) 

typeface selection, and colour use are used to elicit responses from a target audience 

(Freeman, Harrison, Wicks, Parmar & Colle 2010; Koll & Von Wallpach, 2014) and build 

loyalty (Pinar, Trapp, Girard & Boyt, 2011). The credibility of a campaign is considered 

when developing the message (Vlăduțescu, 2013). Decisions such as whether to draw 

clear conclusions or to leave it to the audience, and when to present the strongest 

arguments, impact on the credibility of campaign material (Kotler, Armstrong & Tait, 

2010). There are conflicting results of research on the importance placed on the 

credibility of the source in a campaign (Fisher, Magee & Mohammed-Baksh, 2015), but 

how the target audience views the communicator may affect the perceived credibility of 

the information (Clark, Wegener, Sawicki, Petty & Briñol, 2013; Smith, 2013). Credibility 

is often linked to the perceived trustworthiness, expertise, and enthusiasm of the sender 

(Lowry, Wilson & Haig, 2015) or brand (Ewing, 2009). Trust is a major factor in brand 

communication (Laroche, Habibi & Richard, 2013).  

Brands develop over time (Vernuccio, 2014). Companies often use celebrities for 

endorsements to build loyalty for a brand (Hollensen & Schimmelpfennig, 2013; 

Šramová, 2015b). Endorsers can take the form of brand characters or mascots (Hosany, 

Prayag, Martin & Lee, 2013), which attract the attention of children especially 

(Patterson, Khogeer & Hodgson, 2013) and can become akin to celebrities (Pairoa & 

Arunrangsiwed, 2016). Figure 13 provides examples of three sets of mascots developed 

for cyber-safety campaigns for children and include Hippo and Hedgehog (Palmieri, 

2016), the Privacy Pirates (MediaSmarts, n.d.), as well as Hector the dolphin (Hector’s 

World Limited, n.d.). 

    

Figure 13. Animated characters for cyber campaigns  
(Palmieri, n.d.; MediaSmarts, n.d.; Hector’s World Limited, n.d.) 
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Once the message design aspects (such as message content, structure, format and the 

source, which lends credibility to the information) have been established, the campaign 

implementation must be planned. Implementation includes the different tools and 

mediums used to present the information and the choice of strategy (information, 

response, or involvement) made to allow effective communication with stakeholders. 

An information strategy making use of one-way communication is used to convey 

information to a target audience (Walter, 2014). When attempting to create a dialogue 

about particular issues of concern, or to change the attitude or behaviour of 

stakeholders, the response strategy would be suitable as it adopts a two-way 

communication—as proposed by Grunig and Hunt's two-way symmetric model of 

communication (Cornelissen, 2014). The involvement strategy approach to 

communication extends the response/dialogue approach to active collaboration by 

stakeholders, to allow stakeholders to contribute towards decision-making processes 

(Walter, 2014). Although the target audience may not be communication specialists, 

their feedback regarding the campaign can lead to improvement of initiatives (Domigan, 

Glassman & Miller, 2015) and the roles played by stakeholders should therefore be 

considered when planning the implementation of campaigns (Vaala & Bleakley, 2015). 

 Implementation plan 

Communication campaigns require resources, such as financial investment and human 

participation, which makes it necessary to set a specific time allocation for the activities 

linked to the campaign. Both extensive campaigns and small campaigns on a limited 

budget can be used to communicate with target audiences (Dorfman, Ervice & 

Woodruff, 2002). When developing the implementation plan, the roles played by 

stakeholders in processing and sharing the key message should be considered (Broll, 

2014; Skopik, Settanni & Fiedler, 2016), as collaboration from the target audience 

contributes to campaign success (Martin & Rice, 2011). After selecting the tactics 

required to implement the campaign strategy, Wilcox and Cameron (2014) refer to a 

calendar or timeline and PRISA considers budget implications. The implementation 

strategy, therefore, finalises the budget and plans the appropriate timing for activities 

aimed at a specific target audience (Walter, 2014).  
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4.7 Stage 5: Evaluation 

Implementation is followed by an evaluation to measure campaign success (Saeed et 

al., 2013).   Wilcox and Cameron (2014), Perloff (2014), Skinner, Mersham and Benecke 

(2013), and Gregory (2010) refer to evaluation as the final stage of campaign planning. 

Campaigns are evaluated to determine whether it was effective (Henley, Raffin & 

Caemmerer, 2011), to test message recall (James, 2011), to confirm whether the 

message was processed as intended (Ewing, 2009), to establish whether the most 

appropriate channels of communication was used (Reinold & Tropp, 2012), and to 

confirm whether the campaign led to behaviour change (Johnston, Warkentin & 

Siponen, 2013).  

Cyber-safety is an ongoing awareness effort, and therefore campaigns must be 

monitored and evaluated continuously (Rantos, Fysarakis & Manifavas, 2012). 

According to Watson (2012), campaign results need to be aligned to the set objectives 

and effective campaign strategies must be documented. Based on the effectiveness of 

campaigns, adjustments or corrections (Rantos, Fysarakis & Manifavas, 2012) and 

benchmarks (Čábyová & Ptačin, 2014) can be proposed for future initiatives.  

During the final stage, a campaign planner must monitor, evaluate and report on the 

effectiveness of initiatives to identify campaign elements which requires adjustment to 

contribute to further campaign success. Evaluation often involves obtaining feedback 

form the target audience (Diga, Nwaiwu & Plantinga, 2013) and stakeholders are 

therefore part of stage five. 

4.8 Conclusion 

Chapter Four considered six communication models used for campaign planning. These 

had a range of frameworks setting out the order in which the various activities should 

be addressed.  

According to Wilcox and Cameron (2014), campaign planning starts with a situational 

analysis, followed by setting objectives, identifying the target audience, developing an 

overall campaign strategy, selecting tactics to implement the strategy, and developing 

a calendar to track implementation. The final stage ends with evaluating campaign 

success. In the second model, Cornelissen (2014) starts with determining the strategic 

intent of the campaign, followed by developing communication objectives. In contrast to 

the other models, Cornelissen (2014) identifies and prioritises target audiences, and 
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develops themed message(s), message styles and a media strategy. For the third 

model, Perloff (2014) develops campaign objectives and selects theories relevant to 

campaign objectives to support campaign strategies. Perloff (2014) suggests 

conducting a communication analysis, which includes an audience analysis and 

segmentation, research to determine audience perceptions, and channel analysis and 

selection. The communication analysis is followed by campaign design, implementation, 

and evaluation.  The fourth model, promoted by Skinner, Mersham and Benecke (2013), 

considers seven steps, starting with a situational analysis, and formulating campaign 

objectives. Once the target public is identified, a message to reach the intended 

audience and campaign implementation are planned, followed by a budget review. After 

campaign implementation, evaluation follows.  Gregory (2010), in the fifth model 

considered, refers to situational analysis, strategy, implementation and evaluation of the 

four main stages of campaign planning. Finally, Kotler, Armstrong and Tait (2010) start 

with identifying the target audience and determining the communication objectives. 

Next, a message is designed, and media through which to send the message and the 

message source are selected. 

Although the six approaches vary in the number of planning stages and the order in 

which the stages are executed, the core elements required for campaign planning are 

shared by these models- namely:  

 A purpose 

 Target audience 

 Objectives 

 Campaign strategy 

 A message 

 Medium or channel to convey the message 

 Implementation  

 Evaluation 

The campaign planner should establish the purpose or strategic intent of the campaign 

by conducting a situational analysis. Next, the target audience should be identified to 

ensure that communication objectives are targeted at the needs of the intended 

audience. Once communication objectives are set, the campaign requires an overall 

strategy to guide message channel selection, message design elements and an 

implementation plan to execute the campaign successfully. Once the campaign has 

been implemented, monitoring and adjustment are required to evaluate and report 

campaign progress. 
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The five stages can be further allocated to the preparation and delivery layer of the 

cyber-security awareness and education framework as illustrated by Figure 14. All the 

stages required to develop the campaign, are placed in the preparation layer. The 

delivery layer contains the implementation stage, which includes monitoring and 

reporting on campaign progress and adjustments made during execution. 

 

Figure 14. Refined preparation and delivery layer 
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CHAPTER 5 SOUTH AFRICAN CYBER-SAFETY ACADEMIC ALLIANCE 

CAMPAIGN 

“You might not change the past, but you might learn something from it.” 

(Lewis Carroll, Alice's Adventures in Wonderland)  
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5.1 Introduction 

The purpose of Chapter Five is to analyse the SACSAA cyber-security awareness 

campaign aimed at children, according to the preparation and delivery layers of the 

existing and proposed refined frameworks—as discussed in Chapter Four and Chapter 

Five. The analysis leads to an overview of the strengths and weaknesses of the current 

campaign, and identifies possible threats and opportunities for future campaigns. 

5.2 South African Cyber-safety Academic Alliance (SACSAA) 

Several Information Technology researchers from the Nelson Mandela Metropolitan 

University (NMMU), the University of Johannesburg (UJ) and the University of South 

Africa (UNISA) have been involved with C3 research. Cyber-security research at NMMU 

was conducted by the Institute of Information Communication Technology (IICTA), 

which was closed in 2013 to develop more focused research areas.  In 2015, The 

NMMU Centre for Research in Information and Cyber-security (CRICS) was launched 

to focus on cyber-security research and related initiatives. Although CRICS is relatively 

new, research and initiatives for cyber-security awareness have been ongoing, ranging 

from awareness campaigns for children and university employees to workshops for 

teachers. Media coverage obtained by cyber-security researchers from the university 

include magazine (Vlok, 2014) and newspaper articles (Williams, 2014).  

According to the UNISA website (http://eagle.unisa.ac.za/elmarie/), the Cyber-security 

Awareness project targets all age groups. Resources on the website, which range from 

a workbook, cyber pledge and posters, to research reports, point to the active 

involvement of UNISA in campaigns targeting children and the youth of South Africa. In 

contrast, UJ focus on industry and adult cyber-security needs through its Centre for 

Cyber-security, which operates in with the Academy of Computer Science and Software 

Engineering (University of Johannesburg, 2016).  

Cyber-security researchers from the three universities established the South African 

Cyber-security Academic Alliance in 2011, to merge individual efforts and the existing 

material into a national cyber-safety initiative. SACSAA aims to inform all computer 

users in South Africa about cyber-security risks (Kortjan & Von Solms, 2014; Kritzinger 

& von Solms, 2012) through cyber-security campaigns. 

Campaigns are short term initiatives (Evans-Lacko et al., 2010) developed to support a 

long-term integrated communication programme (Choo, 2011; Gregory, 2010). 
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SACSAA developed a two-part educational campaign for children. The first part of the 

campaign consists of educating children about cyber-safety risks through workbooks, 

school visits, posters, pamphlets and an annual awareness week. This is followed by a 

second part, which allows children to apply their knowledge through a poster contest 

(Van Niekerk, Thomson & Reid, 2013).  

5.3 Existing framework 

The current framework (Figure 15) considers topics, content, medium and tool selection 

during the preparation layer. The target audiences and roles as educator and learner 

are explored during the delivery layer. 

 

The existing framework layers are all implemented by SACSAA (Table 4). The alliance 

selected topics and content related to digital citizenship and C3 topics linked to cyber-

ethics, cyber-security and cyber-safety. Medium and tool selection include the use of 
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electronic and printed material, which is distributed through school visits and 

campaigns.  

Table 4. Implementation of existing framework evident in SACSAA campaign material 

Layer Proposed activity during layer Implemented 

by SACSAA 

Preparation  Select topic, content and medium Yes 

Select tool Yes 

Delivery Select target audience and roles Yes 

5.4 Implementation of proposed refined framework 

The manner in which the implementation of the application of the proposed refined 

layers to the SACSAA campaign is described in the following section. Various models 

and planning frameworks were discussed in Chapter Four to indicate the different 

stages required to develop effective campaigns, which led to proposed stages as 

outlined in Table 5.  

Table 5. Planning stages for cyber-security campaign 

Layer Stage Proposed activity during stage Implemented 

by SACSAA 

Preparation 

layer 

One Situational analysis Yes 

Two Define target audience Partially 

Three Determine campaign objectives and 

resources allocated 

Partially 

Four Formulate communication strategy 

 Media channel selection 

 Design message (content, structure, 

format, source) 

 Implementation plan (time schedule, 

stakeholder roles) 

Partially 

Delivery 

layer 

Five  Implement campaign in collaboration 

with stakeholders 

 Monitoring and adjustment 

 Reporting  

Partially 
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The preparation layer includes the first four stages of the proposed stages and the fifth 

stage takes place in the delivery layer. The implementation of these stages as indicated 

by the right column in the table below, will be discussed in the following section. 

5.5 Stage 1: Situational Analysis 

At the start of campaign planning, it is important to conduct a situational analysis. The 

aim of the analysis is to have a clear purpose, strategic intent, scope and context in 

mind before planning any messages. SACSAA implemented the first planning stage. 

SACSAA determined what the current cyber needs are and identified how the alliance 

can contribute towards creating a cyber-safe culture, through conducting a situational 

analysis supported by several research studies. Although schools are seen to be the 

key in securing a cyber-safe environment, SACSAA found that cyber-safety has not yet 

been incorporated into the South Africa school curriculum (South African Cyber-security 

Academic Alliance, 2016).  

To address violence in schools, the National School Safety Framework (NSSF) was 

introduced to provide guidelines for school management and educators to deal 

effectively with safety concerns (Department of Basic Education, 2014). The framework 

lists cyberbullying as one of the incidents which could lead to violence in schools 

(Department of Basic Education, 2014), yet cyber-safety concerns are not addressed, 

even though school management and teachers have limited knowledge on cyber risks 

and how these risks should be dealt with when encountered by learners (Kritzinger, 

2016). The Alliance recognises the present need for cyber-safety awareness and 

training for children (South African Cyber-security Academic Alliance, 2016). The 

purpose of the Alliance and the campaign has been established as contributing towards 

creating a cyber safe culture and filling a need for C3 awareness for children. The scope 

of the campaign has been limited to the South African context and, in particular, South 

African schools. It is not clear whether SACSAA conducted a SWOT analysis during the 

development of its campaigns. 

5.6 Stage 2: Define target audience 

The purpose of Stage Two is to define the target audience for the specific campaign. 

According to the SACSAA website (South African Cyber-security Academic Alliance, 

2016), “cyber-security initiatives are aimed at school learners at the pre-primary, primary 
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and secondary levels, students at tertiary level, industry, and interested parties from 

government, home users and anyone using the Internet”.   

Although these audiences are listed on the SACSAA website, it is not clear whether 

objectives have been set to reach each audience group. Campaign material is not 

targeted at a clearly defined target audience. Although SACSAA provides a list of the 

target audience, segmented according to demographic factors (age), existing campaign 

material that was developed for school children is target at several stakeholders. 

If each audience group is not defined clearly according to their demographic and 

psychographic characteristics, the alliance may develop material which does not fulfil 

the intended outcome. School learners at pre-primary, primary and secondary levels, 

for instance, may require different materials to speak to their specific cyber needs, 

developed to communicate the message at the appropriate level.. Stage Two is 

therefore implemented only partially by SACSAA.  

5.7 Stage 3: Determine campaign objectives and resources allocated 

Once the context and target audience is clearly defined, Stage Three incorporates 

setting campaign objectives and determining the resources available. SACSAA states 

that their objective is “to campaign for the effective delivery of cyber-security awareness 

throughout South Africa to all population groups” (South African Cyber-security 

Academic Alliance, 2016). What has been labelled as an objective, can however, be 

seen as the mission of SACSAA. According to the SACSAA workbook, organising an 

annual cyber-security day in South Africa is seen as another short-term objective of the 

alliance (Kritzinger, 2012). However, organising an awareness day is an event or tool 

used to reach a set objective and not an objective in itself.  

Setting SMARTA campaign objectives—objectives which are specific, measurable, 

attainable, relevant, time-bound and adjustable—for each campaign has not been 

implemented by SACSAA. SACSAA has considered the resources required to 

implement aspects of their awareness efforts and reported on the awareness and 

internalisation of information by children (Van Niekerk, Thomson & Reid, 2013), but 

results are measured based on objectives set at the start of a campaign. Stage Three 

was, therefore, only partially implemented as clear communication objectives were not 

visible for all campaigns. 
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5.8 Stage 4: Formulate communication strategy 

The communication strategy for a campaign is developed in Stage Four. The stage 

includes media channel selection, message design and formulation of the 

implementation plan.  

 Media channel selection 

Mediums and tools used by the alliance range from print to electronic resources. A 

primary school curriculum, SACSAA workbook, flyers and poster contest information 

are distributed to schools via mail and school visits, while the SACSAA website is also 

intended to act as a resource for users. 

 Message design 

Message design aspects consider content, structure, format, and message source, 

which includes brand communication.  

From the discussion in Chapter Three, it is clear that children grow up as digital citizens 

and need to be equipped with skills and knowledge to navigate themselves away from 

online risks while functioning in the cyber world. To equip children with the required 

knowledge and skills, SACSAA developed message content which address C3 topics. 

The inclusion of C3 topics in SACSAA material is summarised in Table 6. 

Table 6. Evidence of C3 topics in SACSAA material 
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Table 6. Evidence of C3 topics in SACSAA material (continued) 

C
3
 

Topic 

S
A

C
S

A
A

 

w
o

rk
b

o
o

k
 

C
y

b
e

r-
s

a
fe

ty
 1

0
1
 

fly
e
r 

F
a
c
e
b

o
o

k
 

s
a
fe

ty
 1

0
1

 

fly
e
r 

In
te

rn
e
t 

b
a
n

k
in

g
 

s
a
fe

ty
 1

0
1

 

fly
e
r 

P
a

re
n

ta
l 

c
o

n
tro

l 

1
0
1

 fly
e
r 

P
u

b
lic

 W
ifi 

S
a

fe
ty

 1
0

1
 

fly
e
r 

 Stealing/pirating software, 
music and video 

      

Online gambling       

Gaming       

Internet addiction       

C
y

b
e

rs
a

fe
ty

 

Online predators       

Objectionable content       

Cyberstalking       

Downloading       

Paedophiles       

Hate groups       

Pornography       

Unwanted communication       

Online threats       

C
y

b
e

r-s
e
c

u
rity

 

Hoaxes       

Viruses and other 
malicious self-replicating 
code 

      

Junk e-mail       

Chain letters       

Ponzi schemes       

Get-rich-quick schemes       

Scams       

Criminal hackers       

Hacktivists       

Spyware       

Adware       

Malware       

Trojans       

Phishing       

Pharming scams       

Theft of identity       

Spoofing       

Privacy       

  



72 

Table 6. Evidence of C3 topics in SACSAA material (continued) 
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The topics and content are structured and formatted by SACSAA. Message structure, 

format and source includes iconic, symbolic, or indexical images or a combination of 

visuals (Epure, Eisenstat & Dinu, 2014; Grbich, 2013). Iconic images refer to a visual 

element representing an actual object (Grbich 2013) as, for example in a picture of a 

laptop. Symbolic images relate to a visual element with a learnt association (Grbich 

2013)—for example, a lock displayed with a computer, associated with information 

security. Indexical images refer to the meaning of visual elements in a particular context, 

category or natural event (Grbich 2013), as in, for example, the use of a finger pointing 

to information to highlight its importance in cyber-safety material. 

SACSAA introduced a mascot, called Cyber Safe Robot, as part of the SACSAA 

workbook. The mascot concept was developed further and now includes Cyber Sid and 

Cyber Sindy (Figure 16).  

Figure 16. SACSAA Mascots 
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Mascots contribute towards message source credibility and can have the same 

influence as celebrities (Pairoa & Arunrangsiwed, 2016). In America, well-known 

personalities, such as Hillary Clinton (Hughes, 2016) and Michelle Obama (Sheperd, 

2011) voiced their support for initiatives to protect children against threats online. The 

same level of endorsements from South African celebrities has not yet been secured by 

SACSAA, but the potential for collaboration exists once the SACSAA brand and 

mascots are more established. Although teachers have indicated that the robot may not 

apply to children and that stock images of learners taking ‘selfies’ would be more 

applicable, the robot was included extensively by children in the 2014 poster contest, 

as indicated by a selection of the poster examples (Figure 17). 

 

 
  

  

  

Figure 17. Use of SACSAA mascot in poster designs 
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Individual university branding guidelines are currently used, and the SACSAA logo, 

website address or mascot are added to these materials. The SACSAA website does 

not contain a document explaining the development and significance of the logo used 

for the alliance, but it is clear that the logo includes an annular element surrounded by 

four icons (Figure 18). 

The annular element of the logo is the only similarity in design with the NMMU logo, 

while the placement of text below the logo, and is the only similarity in design with the 

UJ logo (Figure 19).  

The inclusion of the annular element in the NMMU logo points to continuous 

development and innovation (NMMU, 2016), which can also be applied to the SACSAA 

logo. The four icons surrounding the circle, represents humans working together to 

develop and innovate new cyber-safety and security initiatives. De Bono developed the 

six thinking hat system which links colour to different types of thinking and can be 

applied to meeting settings or teamwork (Gregory & Masters, 2012; Rao, 2015; Vernon 

& Hocking, 2014). The four colours used in the SACSAA logo for the human icons are 

red, blue, green and yellow. According to De Bono, red considers emotions or feelings; 

blue thinking represents control and the thinking involved in finding solutions to 

problems (Kivunja, 2015). Green represents creative thinking, and yellow represents 

constructive, positive thinking (Liu, Zehtabchi & Liteplo, 2014; Pinto, Barreto, Praça, 

Sousa, Vale & Solteiro Pires, 2015). 

 

 

 

 

Figure 18. SACSAA logo 

Figure 19. NMMU and UJ logo 
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Clear brand guidelines cannot be identified from existing material as logo use and 

placement, the inclusion of the mascot, and general designs employed by the Alliance 

are not similar. Figure 20 provides examples to illustrate the different approaches used. 

Figure 20. Sample campaign material from SACSAA 
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A combination of iconic and symbolic images (Grbich, 2013) are used on the SACSAA 

website (Figure 21). Iconic images include photographs taken at SACSAA school visits 

or workshops, a photo of the SACSAA school curriculum material, and a copy of a 

newspaper article. These pictures represent the work done by the Alliance.  

 

Cyber Sid and Cyber Sindy serve as symbolic images which represents the alliance and 

what the purpose of the alliance is. The mascots are associated with cyber-safety 

include the use of SACSAA mascots (Figure 22). 

 

The use of visual elements in campaign material is essential to attract the attention of 

the target audience. The flyer developed serves as an example of information presented 

without visual elements, compared to the presentation of the same material on the 

   

Figure 21. Iconic images used by SACSAA 

   

Figure 22. Symbolic images used on website 
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SACSAA website, with images (Figure 23). The figure on the right hand side is more 

visually appealing due to the inclusion of images and several colours.  

 Implementation plan  

There is no clear timeline for SACSAA initiatives as the Alliance website is outdated; as 

can be seen with broken links, and references to information which was not published 

on the website in 2014 and 2015. There is no reference to the 2016 poster contest and 

new campaign material is not made available on the site. Although visitors to the 

SACSAA website cannot access financial information, the development of SACSAA 

material and the poster contest indicates that the Alliance has funding available to 

implement campaigns. Based on the outdated online platforms, it appears as though 

the alliance may not have enough human resources for online content management. 

Taking into consideration the media channel selection, message design and 

implementation plan, Stage Four was partially implemented by SACSAA. Some 

communication channels are used to communicate with the intended audience and 

some of the materials, such as the workbook adhere to visually appealing design 

principles through the use of colour and design. 

   

Figure 23. Cyber-safety 101 information with and without visual elements 
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5.9 Stage 5: Implementing, monitoring and reporting on campaign 

It is unclear whether SACSAA views individual efforts by UNISA, UJ and NMMU as 

separate campaigns which link to the overall mission of creating a safe cyber culture in 

South Africa, or whether all initiatives are viewed as one cyber-safety campaign for the 

Alliance. The implementation tactics focuses on the internal and external conditions 

which affect the efforts of SACSAA. Examples include incorporating different ways to 

reach the target audience and considering social considerations, such as languages 

spoken by the target audience. The SACSAA booklet was translated and is available in 

Afrikaans, English, Tswana and IsiZulu. It is not clear whether school-specific or city-

specific considerations have been used when compiling materials.  

Since the inception of the Alliance, SACSAA has developed a website to provide access 

to these resources; and it is continuously working on those activities which will educate 

Internet users on the cyber risks. The website is discussed in order of the site tabs 

indicated below (Figure 24). 

 

 Homepage tab 

The home tab of the SACSAA website welcomes users to the SACSAA site, provides 

an overview of the purpose of the Alliance and explains how cyber-security awareness 

can be gained as a life skill. As indicated in Figure 25, the home page also includes 

information about the 2015 national cyber-security poster competition, 2015 

international Anti-bulling Day, and an indication that more details will be provided later 

regarding a national cyber-security awareness week. The home page does not refer to 

the 2016 dates for these events. 

  

Figure 24. SACSAA website 
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Figure 25. SACSAA home page 

The home page also contains an icon for a South African radio station, RSG (Figure 

26). The icon does not link to any content or the RSG website. There are no references 

made to the radio station on the website.  

 Contact us 

This section invites the user to submit questions to the NMMU partners of SACSAA 

(Figure 27). No mention is made of UJ, UNISA or other members of NMMU involved 

with SACSAA. 

  

Figure 26. RSG icon 

  

  

Figure 27. Contact Us 
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 Cyber-security tab 

The cyber-security tab further extends to general information, cyber-safety curriculum 

for primary schools, cyber-security rules, and cyber-security 101 flyers (Figure 28). 

The general information section provides an overview of what cyber-security entails and 

why it is important to be aware of cyber risks. The following topics are also briefly 

discussed: malware, cyberbullying, social networking, identity theft, phishing. 

The Alliance found that not all teachers have the knowledge required to teach children 

about cyber-safety and have access to resources, which would assist them in 

understanding the risks involved with cyber use. In response to this challenge, SACSAA 

developed a cyber-safety curriculum (Figure 29) and introduced it to teachers in the 

Nelson Mandela Bay Metropole in 2014. The curriculum is available to primary schools 

at no cost. The cyber-safety curriculum for primary schools section explains the purpose 

of the curriculum and invites primary school teachers to request the free material by 

filling out their details on the website.  

  

Figure 28. Cyber-security tab 

  

Figure 29. Cyber-safety Curriculum for Schools 
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The cyber-security rules tab links to a section of the website which uses a different 

format and design style to the rest of the site (Figure 30). Images are accompanied with 

short snippets of information about good practices. 

The cyber-security 101 flyers (Figure 31) are available for download and address the 

following topics: Facebook safety 101, cyber-security 101, parental control 101, public 

Wi-Fi 101 and Internet banking 101.  

 
 

Figure 30. Cyber-security rules 

  

Figure 31. SACSAA flyers 
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 Educational campaign 

The Educational Campaign tab provides information about the SACSAA school 

campaign and awareness week (Figure 32). 

 Poster contest tab 

The poster contest tab includes information about the current competition, provides 

examples of past competition entries and competition guidelines from 2011 to 2015, as 

well as a section for visitors to request poster competition flyers for schools (Figure 33). 

The entry requirements, including contestant guidelines, poster guidelines, content 

guidelines and how to submit posters for 2015 are discussed in the current contest 

section (Figure 34). The 2016 competition information is not available on the website. 

  

Figure 32. Educational campaign 

 
 

Figure 33. Poster contest 

  

 

Figure 34. Poster competition information 
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The poster competition flyers refer to the Twitter account of SACSAA (Figure 35), but 

the site contains no tweets. Social media tools create the opportunity to facilitate 

conversations (Fraustino & Ma, 2015) regarding cyber-security issues. 

 Resources tab 

The external resources link to additional material on the UNISA website. The link, 

however, directs users to an inactive site (Figure 36). 

  

 

 

 

 

 

Figure 35. SACSAA Twitter account 

  

Figure 36. Inactive UNISA link 
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The tab also directs users to complete an online form to join SACSAA or to link to the 

UJ website to report cybercrime (Figure 37). 

 Members tab 

The member's tab provides links to the individual websites of the three founding 

universities (Figure 38).  

The NMMU link on the SACSAA website directs users to an invalid website address 

(http://iicta.nmmu.ac.za/Home). However, a Google search leads to the NMMU Centre 

for Research in Information and Cyber Security (CRICS) website 

(http://crics.nmmu.ac.za/), which states that IICTA, the link provided on the SACSAA 

website, was closed in 2013 and replaced with CRICS in 2015. 

 

 
 

Figure 37. Resources tab 

 
 

Figure 38. SACSAA members tab 

  

Figure 39. Invalid IICTA website 

http://iicta.nmmu.ac.za/Home
http://crics.nmmu.ac.za/
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The SACSAA website does not include up-to-date information on all the initiatives that 

members are involved with. CRICS members, for instance, developed a snakes and 

ladders cyber-security game (Reid & Van Niekerk, 2014a), but there is no information 

available on the SACSAA site about the game. The game does, however, appear in a 

picture of the free primary school curriculum (Figure 40). 

The link to the UNISA site (http://eagle.unisa.ac.za/elmarie/) provides access to cyber-

safety research reports on South African schools and learners, and information about 

the cyber-safety school project (Figure 41).  

  

Figure 40. Snakes and ladders game 

  

Figure 41. Link to UNISA site 

http://eagle.unisa.ac.za/elmarie/
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The SACSAA material is aimed at different target audiences, as the Alliance seeks to 

reach various stakeholders through their initiatives. The SACSAA workbooks for 

children (Figure 42) refers to the C3 topics and include information about cyber-security, 

cyber-safety and cyber-ethics (Kritzinger, 2012). 

The target audience for the workbook was identified as school learners and teachers, 

but the following examples indicate that content is often more geared towards parents 

and teachers than towards children (Kritzinger, 2012). The workbook presents several 

topics, which are relevant to children; but it tries to accommodate the needs of children, 

parents and teachers, which means the focus on addressing children shifts throughout 

the workbook. Although the introduction states that the workbook was developed for 

school learners and educators, some sections are addressed specifically to parents 

(Kritzinger, 2012). These sections include gaming tips, and guidelines to teach young 

children and older children about online threats. Reference to online shopping, online 

 

 

   

  

Figure 42. Cyber security awareness workbook 



87 

banking and disclosure of financial information is more relevant to parents or adults 

(Kritzinger, 2012).  

The following example, drawn from the workbook, indicates that the intention is to 

explain the behaviour of children to parents or educators: 

“In some cases, children and young people deliberately access inappropriate 

material, particularly as they move into adolescence. This can be done out of 

curiosity, or to share with peers in the ‘shock value’ of the content” (Kritzinger, 2012). 

Guidelines are given to parents in the following extract from the workbook:  

 “Explore your child’s favourite websites. In general, it is useful to consider whether 

you are comfortable with the content of the sites and the potential for contact with 

others, including teens and adults. Is your child socially ready to manage contact from 

potentially ill-meaning strangers?” (Kritzinger, 2012). 

Parents are alerted to behaviour changes of children in the following example, again 

drawn from the workbook:   

“If your child shows changes in behaviour or moods that are concerning, including 

changes in friendship groups, anxiety, sadness, clinginess or withdrawal, explore 

your concerns with him/her; and if necessary, seek professional support” (Kritzinger, 

2012). 

The cyber-security awareness workbook is available in English, Afrikaans, Sesotho, and 

isiZulu, which points to an attempt to accommodate target audiences of different 

languages. A child-friendly edition of the workbook has been added to the editions on 

the UNISA website. Elements of the workbook, such as posters and cyber pledges, are 

also available to download separately. 

The SACSAA website does not provide an indication of how many schools have been 

assisted with cyber-security awareness initiatives and where these schools are located. 

Although the SACSAA website indicates that school visits are limited to the Nelson 

Mandela Bay Metropolitan Area (Reid & Van Niekerk, 2014b), photographs on the 

UNISA website shows that researchers from the partner university have also conducted 

school visits in 2015. 

Apart from the workbook and safety pledge on the UNISA site, not many resources are 

available for children on the main SACSAA website. If SACSAA has been running 
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campaigns for schools since 2011, the website is not reflecting all these campaigns. 

The only aspect of SACSAA campaigns which have been added to the website since 

2011 are poster competition flyers and winning competition entries. As at November 

2016, the 2016 poster information is not available on the site. The website contains 

outdated invalid links, content which appears only on external UNISA and UJ pages, 

and material which is designed according to different branding guidelines.  

The UJ link directs users to the University of Johannesburg Centre for Cyber-security 

(http://adam.uj.ac.za/csi/index.html). Figure 43 indicates that the site provides cyber 

users with the opportunity to report cybercrime and has several up-to-date cyber-

security articles, news snippets and links to media coverage. 

Links to podcasts from the Basies Basie talkshow on Radio Sonder Grense, an 

Afrikaans radio station targeting listeners aged 35-49 (Leonard, 2014), is also provided 

as illustrated by Figure 44. The site is also directed to the Information Technology or 

cyber-security industry, as it provides information about training programmes and cyber 

counterintelligence research.  

  

Figure 43. UJ Centre for Cyber Security website 

  

Figure 44. Basies Basie podcasts 

http://adam.uj.ac.za/csi/index.html
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 Request school visit tab 

Schools are invited to request a school visit if they are located in the Nelson Mandela 

Metropolitan area (Figure 45). 

In concluding this section, Stage Five of the framework deals with the execution of the 

campaign. Implementation is monitored to make adjustments when needed, and to 

report on the successes and areas of improvement for future campaigns. Stage Five 

was partially implemented by SACSAA, because success and areas of improvement 

link back to the campaign objectives. There are no clear objectives and timelines to 

indicate the different campaigns, which makes monitoring and reporting challenging. 

This challenge is further addressed as part of the SWOT analysis in the next section.  

5.10 SWOT analysis 

Based on the analysis of the SACSAA campaign, the following strengths, weaknesses, 

opportunities and threats are outlined (Table 7). 

  

 

Figure 45. School visits 
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Table 7. SWOT analysis of SACSAA campaign 

Strenghts of SACSAA campaign Weaknesses of SACSAA campaign 

 Exisiting material 

 Established poster competition 

 Expertise of members compiling 

campaigns 

 Exisiting mascots, Cyber Sid and 

Cyber Sindi 

 SACSAA website 

 SACSAA branding 

 Campaign integration 

 SACSAA use of social media tools 

 Not reaching all target audiences 

Opportunities for SACSAA campaign Threats for SACSAA campaign 

 Developing and improving SACSAA 

website 

 Development of clear brand guidelines 

 More collaboration between 

universities 

 More integration of campaign material 

 Integrating a social media strategy 

 Analysis of key target audiences and 

realignment of programme objectives 

 Developing and aligning campaign 

material to campaign topics instead 

of target audience 

 Strong reliance on traditional 

communication channels to 

communicate with stakeholders 

 

 Strengths 

The biggest strength for the SACSAA campaign is the updated cyber-security 

knowledge of researchers affiliated with the Alliance. The existing campaign material, 

such as the workbook and cyberpledge, was developed by cyber-security experts and 

addresses the C3 topics required to promote responsible digital citizenship. The 

material contains visual elements, uses colour effectively, and reinforces message 

content through the inclusion of activities which require participation from children. 

Participation in the poster competition has increased since its inception and indicates 

that children internalise messages received. The initiatives are further enhanced by the 

inclusion and development of campaign mascots, Cyber Sid and Cyber Sindi. 

 Weaknesses 

Although some of the existing campaign material can be seen as a strength, the 

intended audiences may not be reached effectively with all the materials. The focus on 

campaign topics places the importance on campaign content and not on how the content 

addresses the needs of the audience. Exisiting campaign material refers the audience 

to the SACSAA website, which is outdated and contains limited resources. The 

SACSAA website and restricted social media tool utilisation further contributes to detract 
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from the online reputation of the Alliance. The lack of clear branding guidelines 

unintentionally impacts on the growth of the SACSAA brand and brand support. 

Successful campaign integration requires branding guidelines and an understanding of 

the role of individual universities in relation to the overall purpose of SACSAA.  

 Threats 

If the SACSAA website does not contain updated resources which meet the 

informational needs of target audiences, the SACSAA website may cause more damage 

to the SACSAA brand, which is still in its developmental phase. Campaigns require two-

way communication and participation with target audiences, which extends to social 

media platforms. Campaign integration not only refers to collaboration between partner 

universities, but also to the integration of different media channels. 

 Opportunities 

SACSAA has an existing website which can be further developed and maintained. More 

resources can be created, making use of clear brand and collaboration guidelines 

between universities. Clearly defining key target audiences and realigning programme 

objectives, according to the needs of these audiences, can lead to more integration of 

campaign material and to new campaign strategies. New campaign strategies can 

include the integration of a strategic social media strategy. 

5.11 Conclusion 

The purpose of Chapter Five was to analyse the SACSAA campaign according to the 

existing preparation and delivery layer of the cyber-security awareness and education 

framework and the proposed refined framework. 

The existing preparation layer considered topic, medium, content and tool selection. 

The existing delivery layer identified the audience and the roles fulfilled by the audience. 

Based on the SACSAA campaign material, it can be concluded that the existing layers 

were implemented by SACSAA.  

The refined preparation layer contains four stages, which start with a situational analysis 

during Stage One, followed by defining the target audience during Stage Two. Stage 

Three involves determining the campaign objectives and resources allocated to reach 

the objectives. Campaign objectives are developed into a communication strategy 

during Stage Four, which considers media channel selection, message design and the 

implementation plan. The refined delivery layer contains Stage Five, which includes 
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campaign implementation, monitoring, adjustment and reporting. Based on the 

SACSAA campaign material, it can be concluded that a situational analysis was 

conducted and Stage One was implemented. Stages Two to Five were partially 

implemented by the Alliance.  Analysis identified elements which were not included or 

which requires further development.  

Based on the analysis of the SACSAA campaign, an overview of the strengths and 

weaknesses of the current campaign, and possible threats and opportunities for future 

campaigns were identified. The results of the SWOT analysis willl be used in Chapter 

Six to develop recommendations for the Alliance.  
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CHAPTER 6 FINDINGS AND RECOMMENDATIONS 

“Begin at the beginning, and go on till you come to the end: then stop.” 

(Lewis Carroll, Alice's Adventures in Wonderland)  

 

Entry vignette 
Abstract 

Introduction to case and context 
Chapter one: Introduction 

Research question:  

What are the elements required for the preparation and delivery of a cyber-safety 

awareness campaign? 

Chapter two: Research methodology 

Research objective I. 

To identify, using existing literature, the 

essential elements required for 

conducting a cyber-safety awareness 

campaign in South Africa. 

Description of case and context 

Chapter three:  
Cyber-safety in 

South Africa 

Chapter four:  
Campaign 
planning 

Information 
Technology 
perspective 

Communication 
Science 

perspective 

Research objective II.  

To describe an existing South African 

cyber-safety awareness campaign 

aimed at schools, which forms the single 

case study; 

Development and detail about 
selected of issues 

Chapter five:  
SACSAA campaign 

 

Research objective III. 

To compare the case study with the 

identified elements, and to determine 

whether there are any application gaps 

and areas for improvement; 

Research objective IV.  

To make recommendations for improved 

and integrated strategies for cyber 

awareness campaigns in South Africa. 

Lessons learnt and closing vignette 

Chapter Six: 
Conclusion 

Findings and recommendations 

 

https://www.goodreads.com/author/show/8164.Lewis_Carroll
https://www.goodreads.com/work/quotes/2375385
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6.1 Introduction 

The purpose of Chapter Six is to provide an overview of the study, to present 

recommendations for SACSAA, and to propose refinements to the preparation and 

delivery layer of the cyber-safety awareness and educational framework for South 

Africa. The chapter concludes with a summary of the contributions made by this study 

and a discussion of future research. 

6.2 Chapter overview 

Chapter one provided an overview of the factors which lead to increased cyber-security 

awareness needs. Active participating, working and engaging in cyber space is the norm 

for many in the contemporary world. The cyber world brings many advantages, but also 

it comes with risks. These risks know no bounds or age restrictions and can affect all 

users. Being aware of the risks and acting responsibly online contribute to creating a 

cyber-safety culture. Children grow up as digital citizens and should be prepared to 

function responsibly in the cyber world. To reach children, awareness and educational 

campaigns need to be developed and require collaboration amongst the principal role 

players, such as the teachers, schools and the Department of Basic Education, while 

taking the context of urban, suburban, township and rural living in South Africa into 

consideration. 

To coordinate and integrate different cyber-security awareness initiatives, Kortjan and 

Von Solms (2014) developed a South African framework for cyber-safety awareness 

and education efforts. The five-layer framework consists of a strategic, tactical, 

preparation, delivery, and monitoring layer, supported by people, information, 

applications, infrastructure and financial capital (Kortjan, 2013). During a preliminary 

analysis of the framework, it was noted that campaign topics, content, mediums, and 

tools were selected during the preparation layer of the framework for an audience which 

was only described in the next layer, called the delivery layer. Communication research 

motivates for the identification of a target audience before developing campaign material 

(Dooley, Jones & Iverson, 2012; Ferguson & Phau, 2013; Mayasari, 2012; Nathanail & 

Adamos, 2013; Thaler & Helmig, 2013) to plan and execute cyber-safety and awareness 

campaigns efficiently (Aloul, 2012; Kajzer et al., 2014). 
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The preparation and delivery layers of the framework, therefore, required further 

refinement to ensure that it is practically implementable. This provided the basis for the 

purpose of the research. The study aimed to refine the preparation and delivery layers 

of the proposed cyber-safety awareness and educational framework for South Africa, 

as developed by Kortjan and Von Solms (2014), through the integration of 

communication theory.  To refine the scope of the research and to ensure that the study 

provides a clear contribution to the field, the focus was on children (as they form the 

target audience for iWise-Mzanzi: for schools, which is a sub-campaign of the 

framework). 

To fulfil the purpose of the study, the following research question was posed: What are 

the elements required for the preparation and delivery of a cyber-safety awareness 

campaign aimed at children?  

To answer the research question, four objectives were set: 

I. To identify, using the existing literature, the essential elements required for 

conducting a cyber-safety awareness campaign for children; 

II. To describe an existing South African cyber-safety awareness campaign aimed at 

schools, which forms the single case study; 

III. To compare the case study with the identified elements, and to determine whether 

there are any application gaps and areas for improvement; 

IV. To make recommendations for improved and integrated strategies for cyber-

awareness campaigns aimed at school children in South Africa. 

To fulfil the research objectives of the study, a qualitative research design was adopted 

and discussed in chapter two. 

Chapter two formed the methodological foundation of the study, as it contained the 

research design selected to meet the research objectives. The chapter provided an 

overview of the procedure followed for the study, which was first to identify the SACSAA 

cyber-safety campaign as a bounded system for the study. Secondly, data relevant to 

the purpose of the study needs was collected. Existing literature assisted in identifying 

the key elements required for carrying out a cyber-safety awareness campaign for 

children, through document analysis in Chapters Three and Four. The key elements, 

which formed the themes of the case study, were used to develop proposed changes 
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to the existing preparation and delivery layers of the framework. Next, in Chapter Five, 

the refined framework layers were compared to the current framework layers through 

the SACSAA case study. The comparison led to the development of a SWOT analysis, 

which assisted in developing recommendations for SACSAA and the refinement of the 

framework in chapter six. 

Chapter three discussed the elements contained in the preparation and delivery layer 

of the proposed cyber-safety education framework. The preparation layer includes topic, 

content, medium and tools. The chapter provided an overview of the different types of 

risks associated with online behaviour. The overview followed with a discussion of topics 

and content used to promote responsible online behaviour. The chapter discussed a 

holistic approach to cyber-security awareness to teach children about digital citizenship, 

which includes knowledge about cyber-security, cyber-safety and cyber-ethics. To 

convey cyber-security information to the intended audience, medium and tool selection 

is important. The delivery layer of the framework identified the target audience and their 

roles as educator and learner in the knowledge exchange. The chapter discussed the 

advantages and challenges experienced currently by campaign planners when trying to 

communicate with the intended audiences. This discussion was followed by chapter 

four, which considered the integration of communication theory in campaign planning 

and implementation.  

Chapter four introduced basic models of communication to indicate the elements 

required for effective communication to take place during an exchange. The discussion 

was followed by a summary of the campaign principles proposed by Wilcox and 

Cameron (2014), program and campaign planning framework proposed by Cornelissen 

(2014), social marketing campaign planning steps proposed by Perloff (2014), the 

PRISA seven step programme (Skinner, Mersham & Benecke, 2013) the 

comprehensive planning tool proposed by Gregory (2010) and the steps in developing 

effective communication proposed by Kotler, Armstrong and Tait (2010). From the 

discussion, the following elements or themes were identified as essential for the 

preparation layer of the framework: situational analysis, identification of communication 

objectives, clearly defined target audience, and communication and implementation 

strategy. Implementation, monitoring and adjustment, as well as reporting, were 

identified as essential elements of the delivery layer. To verify the suggested 
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refinements, chapter five introduced the SACSAA educational campaign aimed at 

schools. 

Chapter five started with an overview of the development of SACSAA. The current 

South African cyber-safety awareness campaign aimed at schools, developed by 

SACSAA, formed the single case study. The campaign was analysed according to the 

implementation of the current and proposed refined preparation and delivery layers. The 

analysis, led to the identification of the strengths and weaknesses of the current 

campaign and proposed opportunities and threats of future campaigns, which forms the 

basis for the following recommendations. 

6.3 Recommendations for SACSAA campaign planning 

Table 8 provides an overview of the stages contained in the proposed refined 

preparation and delivery layers of the current cyber-security awareness and education 

framework. 

Table 8. Planning stages in the refined preparation and delivery layer 

The following recommendations are made for the preparation and delivery layers of the 

SACSAA campaign:  

 Stage one recommendations 

With regard to a situational analysis, SACSAA needs to consider the specific needs of 

the audience, school or institution, based on its context. Although cyber-security, safety 

Layer Stage Proposed activity during stage 

Preparation One Situational Analysis 

Two Define target audience 

Three Determine campaign objectives and resources allocated 

Four Formulate communication strategy 

 Media channel selection 

 Design message (content, structure, format, source) 

 Implementation plan (time schedule, stakeholder roles) 

Delivery 

layer 

Five  Implement campaign in collaboration with stakeholders 

 Monitoring and adjustment 

 Reporting  
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and ethics topics are relevant to all users, schools and learners at different ages may 

experience unique situations which require unique approaches. The location of the 

school and its management, would, for instance, impact the resources at its disposal. 

This, in turn, will influence the communication approach which will be used to reach the 

target audience. 

A clear strategic direction is required to build the SACSAA brand, which will assist in 

building its trustworthiness. The services of a brand agency can assist the Alliance in 

developing and establishing a clear brand identity and design guidelines for future 

material. 

 Stage two recommendations 

Regarding defining the audience, it is recommended that SACSAA clearly defines their 

target audiences according to demographic and psychographic characteristics. When 

developing materials for campaigns, it is important to consider the purpose and target 

audience in mind. Trying to reach several audiences with one document or resource 

often leads to information overload and message confusion, which results in ineffective 

communication. It is therefore recommended that SACSAA reviews current campaign 

material with the intended audience in mind and develops different resources to address 

the need for each target audience group.  

SACSAA has already moved towards this approach by introducing another version of 

its workbook, which contains more activities to allow participation for children. Ideally, 

the workbook can be developed further into different publications and presented at a 

level appropriate to the needs of the audiences. Although several aspects of the 

workbook will overlap for different audiences, the way in which the content will be 

presented should be different, as it is addressed to different audiences. A separate 

workbook for parents or guardians can contain, for instance, more guidelines for 

technology in the home and incorporate digital citizenship as part of home values. A 

workbook for teachers and schools can contain guidelines for proactively dealing with 

online behaviour incidents and fostering a cyber safe culture at schools.  

 Stage three recommendations 

Regarding communication objectives, it is recommended that SACSAA develops clear 

short-term objectives for each campaign. Objectives are used to develop a 
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communication strategy and influence the way in which campaign success will be 

measured.  

 Stage four recommendations 

Regarding formulating a communication strategy, it is recommended that partner 

universities clarify the purpose of the Alliance and decide on how more collaborative 

approaches can be used to build the SACSAA brand.  

The Alliance has taken on a big challenge and faces an ever-changing cyber world. 

Although the existing initiatives have made a positive contribution to creating a cyber-

safe culture, more communication from SACSAA regarding these initiatives are 

required. Technology and people constantly develop and change, which requires 

communication strategies and initiatives to adapt and change. Developing the SACSAA 

website and using cyber tools such as social media platforms creatively to communicate 

about cyber risks should be investigated further. The process should be completed in 

collaboration with key stakeholders who take on the duties as educator and learner 

(Kortjan, 2014). 

 Stage five recommendations  

Regarding the implementation plan, it is recommended that SACSAA has timelines in 

place to distinguish between different campaigns. Campaigns are short-term in nature, 

and timelines should be aligned to the campaign objectives. When developing timelines, 

the roles and functions fulfilled by key stakeholders should also be considered. 

Regarding monitoring and adjustment, it is recommended that SACSAA has clear 

campaign objectives which will assist in developing ways to monitor the implementation 

progress of campaigns and can assist in adjusting campaign strategies when needed.  

Regarding reporting, it is recommended that SACSAA shares research results and 

reports of campaigns on the main SACSAA website, as it is currently only published on 

individual researcher or university websites. 

6.4 Recommendations for SACSAA based on SWOT analysis 

SACSAA has taken on the challenging task of creating a cyber safe culture in South 

Africa. Although the Alliance has made great strides through its current efforts aimed at 

children, the Alliance should consider the following recommendations, based on the 

strengths and weaknesses of the current SACSAA campaign, and possible threats and 

opportunities for future campaigns: 
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1. Develop clear branding guidelines which should be used for all material developed 

by SACSAA;  

2. To build trust with the target audience, SACSAA needs to build its brand recognition. 

3. Confirm the role of individual universities in relation to the overall purpose of 

SACSAA, the integration of campaigns and the use of SACSAA branding 

guidelines; 

4. Appoint a content manager for SACSAA to ensure that all communication platforms 

are maintained; 

5. Conduct a user experience evaluation of the existing SACSAA website, to assist 

with improving and developing it further; 

6. Create more opportunities for two-way communication and participation of target 

audiences by incorporating the use of social media tools; 

7. Define target audiences and set clear communication objectives for campaigns to 

ensure that audience needs are met; 

8. Create and publish more resources on the SACSAA website for target audiences;  

9. Newspaper clippings or media coverage obtained, should not only be placed on 

partner websites but should also be available for access on the SACSAA site to 

show that the Alliance is active; and 

10. Integrate the campaign mascots, Cyber Sid and Cyber Sindi, more into efforts aimed 

at younger children. 

Based on the analysis of the SACSAA campaign, the following recommendations are 

proposed for the refinement of the preparation and delivery layers of the existing five-

layer cyber-security awareness and education framework. 

6.5 Recommendations for framework 

As indicated by Figure 46, the existing preparation layer consisted of topic, content, 

medium and tool selection. The existing delivery layer consisted of identifying the target 

audience and the roles fulfilled by the audience. 
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The proposed refined layers are indicated by Figure 47.  

P
re

p
a

ra
ti

o
n

 l
a

y
e
r  

Topics Content Medium 

Tool 

D
e

li
v

e
ry

 l
a

y
e
r 

Target Audience and Roles 

Educator 

Parents/ 

Guardians 
Kids Teens Youth Adults Teachers SMMEs 

Learner 

Parents/ 

Guardians 
Kids Teens Youth Adults Teachers SMMEs 

Figure 46. Existing preparation and delivery layer 

P
re

p
a

ra
ti

o
n

 l
a

y
e
r 

Formulate 

communication 

strategy 

 

Choose media through which to send 

message 

Design message  

(Content, structure, format, source) 

Implementation plan 

(Time schedule, role players) 

Situational 

analysis 

Determine campaign objectives and 

resources allocated 

Define target 

audience(s) 

D
e

li
v

e
ry

 

la
y

e
r 

Implementation 

Collaboration 
Monitoring and adjustment Reporting 

Figure 47. Refined preparation and delivery layer 



102 

The proposed refined preparation layer consists of a situational analysis, defining the 

target audience, determining resources allocated and formulating a communication 

strategy. The proposed refined delivery layer consists of campaign implementation, 

monitoring, and adjustment, as well as reporting on progress.  

The target audience can range from a primary audience group, consisting of learners, 

to secondary target audiences, comprised of teachers, school management, and 

parents. Resources such as time, money, and staff members need to be considered 

when planning how to reach target audiences. The resources available will influence 

the strategy to reach the intended audiences. 

All campaigns require an overall strategy guided by its purpose. Objectives are 

developed to guide the strategic direction of the campaign. The strategy influences the 

media selected to reach the target audience, the message design, and implementation 

plan. The target audience will affect the media selection. Campaign material will be 

designed to fit the media channel used. The implementation plan will set practical 

guidelines and timeframes in place to reach campaign objectives. During the formulation 

stage of the campaign strategy, the monitoring and evaluation of each communication 

tool will be planned to ensure that the objectives are measurable during the delivery 

layer of the framework. 

Once the campaign is implemented, active monitoring and evaluation are required to 

make sure that adjustments are made as needed.  Reporting of adjustments, 

successes, and areas of concern need to take place according to the planned schedule.  

6.6 Closing vignette 

The lack of cyber-safety awareness is one of the major cyber-security concerns in 

South-Africa (Kritzinger, 2014; Swart, Irwin & Grobler, 2014). Although schools and 

children in South Africa are faced with many context-specific and general challenges 

(Maringe, Masinire & Nkambule, 2015), key stakeholders can work together to ensure 

that children are equipped with the skills required to function as responsible digital 

citizens. Digital citizenship and knowledge about cyber-ethics, cyber-safety and cyber-

security can be conveyed to children through awareness and educational campaigns.  

To provide structure to cyber awareness and educational initiatives in South Africa, 

Kortjan and Von Solms (2014) developed a five-layer cyber-security awareness and 

education framework. The framework consisted of a strategic, tactical, preparation, 
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delivery, and monitoring layer, supported by people, information, applications, 

infrastructure and financial capital (Kortjan, 2013). Initial analysis revealed that the 

existing preparation layer and delivery layer required further development. The 

preparation layer, which consisted of topic, content, medium and tool selection, required 

the campaign planner to make strategic choices which should be based on the intended 

audience. The audience, however, was not defined during the preparation layer, as the 

framework required the campaign planner to identifying the target audience and the 

roles fulfilled by the audience, in the next layer (the delivery layer).  

The purpose of the study was, therefore, to refine the preparation and delivery layers of 

the proposed cyber-safety awareness and educational framework for South Africa, as 

developed by Kortjan and Von Solms (2014), through the integration of communication 

theory. The intent of refining the layers was to ensure that the framework can be 

implemented practically.  

To refine the scope of the research and to ensure that the study provided a clear 

contribution to the field, the focus was on children as they form the target audience for 

iWise-Mzanzi: For Schools, which was a sub-campaign of the framework developed by 

Kortjan and Von Solms (2014). 

A qualitative research approach was used to address the following objectives of the 

study:  

Research Objective I 

The first research objective was to identify, using the existing literature, the essential 

elements required for conducting a cyber-safety awareness campaign for children. 

Chapter three of the dissertation explores the essential elements required to conduct a 

cyber-safety awareness campaign for children. The move towards digital citizenship, 

supported by C3 topics (cyber-ethics, cyber-security and cyber-safety) was seen as 

essential. From a communication perspective, six campaign planning models are 

reviewed and formed the theoretical lens for the study. Chapter four of the dissertation 

explored the requirements for campaign planning from a communication perspective. 

The essential campaign development stages include situational analysis, defining the 

target audience, developing communication objectives and determine resources 

available, developing a communication strategy, implementation, and evaluation.  
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Research Objective II 

The second research objective was to compare an existing South African cyber-safety 

awareness campaign aimed at schools, with the current and refined cyber-security 

awareness frameworks. The SACSAA campaign formed the case study for the research 

and campaign material was analysed according to the existing and proposed refined 

framework.  

Research Objective III 

The third research objective was to provide recommendations for improved and 

integrated strategies for cyber-awareness campaigns aimed at children in South Africa, 

based on research objective I and II.  The recommendations are discussed in Chapter 

Six. 

6.7 Summary of contributions 

From a theoretical perspective, the interdisciplinary study contributed towards the 

refinement of the cyber-safety awareness and educational framework for South Africa, 

through the integration of communication theory. By incorporating theory from the field 

of communication, the existing preparation and delivery layers of the framework were 

further developed into five planning stages to assist in the practical implementation of 

the framework in future. From a practical perspective, the study made recommendations 

for SACSAA which will, in turn, assist the Alliance in developing their campaigns further.  

Based on the study, the following questions can be used to guide the preparation and 

implementation of cyber-security campaigns aimed at children:  

Table 9. Questions to guide planning stages 

  

Layer Stage Questions to guide activity planning during each stage 

Preparation One Situational Analysis 

 What is the situation of concern? 

 Why is the issue a concern? 

 Where is the issue of concern? 

 Who is of concern? 

 When is the issue of concern? 

 Whom are the stakeholders involved? 
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Table 9. Questions to guide planning stages (Continued) 

Layer Stage Questions to guide activity planning during each stage 

Preparation Two Define target audience 

 Which criteria will be used to define the target audience? 

 Who is the primary target audience of your campaign? 

 Who is the secondary target audience of your campaign? 

 What do you know about the primary/ secondary target 

audience? 

 What are the needs of the primary/ secondary target 

audience?  

 How can you address the needs of the primary/ secondary 

target audience? 

 Where will you find the primary/ secondary target 

audience? 

 How will you reach the primary/ secondary target 

audience? 

 When can you reach the primary/ secondary target 

audience? 

Three Determine campaign objectives and resources allocated 

 What is the purpose of the campaign? 

 Why do you want to develop the campaign? 

 How will the campaign address the issue(s) of concern? 

 How much funding is available for the campaign? 

 Do you have the skills required to develop and implement 

all aspects of the campaign or should experts be appointed 

to assist? 

 Do your objectives adhere to SMARTA principles? 

o Specific 

o Measurable 

o Attainable 

o Realistic 

o Time-bound 

o Adjustable 
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Table 9. Questions to guide planning stages (Continued) 

Layer Stage Questions to guide activity planning during each stage 

Preparation Four Formulate communication strategy 

 Media channel selection 

o Which media channels are available within the budget 

allocated? 

o What are the advantages and limitations of the media 

channels? 

o How will the media channels assist in reaching the 

target audience? 

o Why are the selected media channel(s) the most suited 

to reach the target audience? 

o How will the media channels contribute towards 

reaching the campaign objectives? 

o When are the media channels available? 

 Design message (content, structure, format, source) 

o What is the key message for the target audience to 

remember? 

o Why should the target audience take note of the key 

message and content? 

o How can the key message be communicated to the 

target audience? 

o When can the key message be communicated? 

o What are the format and structure requirements for the 

media channel selected? 

o Who should be used as campaign source?  

o Would the source be seen as credible? 

o How will the key message be understood by the target 

audience? 

 Implementation plan (schedule, stakeholder roles) 

o Which activities are required for implementation? 

o When would the message be delivered to the target 

audience? 

o Who will deliver the message to the target audience? 

o Where will the message be delivered? 

o How will the message be delivered? 

o Which stakeholders are involved in implementing the 

campaign? 

o What are the roles played by stakeholders? 
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6.8 Future research 

Research to determine the information needs of South African teachers and parents in 

urban, suburban, township and rural areas would be beneficial for campaign material 

development. Although the monitoring layer of the framework did not form part of the 

proposed research, existing literature referred to the importance of monitoring and 

evaluation.  The current monitoring layer refers to benchmarking, success indication 

and periodic status reports. Measuring the campaign output by reviewing the campaign 

reach and audience feedback can assist in the development of future campaigns. 

Message design should also be evaluated regarding its persuasiveness and whether it 

has led to retention and behaviour change. Developing the monitoring layer is therefore 

suggested before implementing the framework.   

  

Table 9. Questions to guide planning stages (Continued) 

Layer Stage Questions to guide activity planning during each stage 

Delivery 

layer 

Five  Implement campaign in collaboration with 

stakeholders 

 Monitoring and adjustment 

 Reporting 

o How will campaign implementation be monitored? 

o When will campaign effectiveness be determined? 

o When will adjustments to the implementation plan be 

made? 

o When will campaign progress be reported? 

o How often will monitoring and evaluation of campaign 

initiatives take place? 

o Where will monitoring and evaluation take place? 

o Which measurement and evaluation principles will be 

used? 
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