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ABSTRACT

Corporate scandals such as Enron, WorldCom andd®airrhave focused recent
governance efforts in the domain of financial reéjpgr due to fraudulent and/or
erroneous accounting practices. In addition, treffectiveness of the current
system of controls has been highlighted, includivag some directors have been
weak and ineffective monitors of managers. Thiarbdaf director ‘weakness’
has called for additional mechanisms for monitoringd controlling of
management, focusing on financial reporting. Tgngblem intensifies in that
today companies function in real-time, and decisiare based on available real-
time financial information. However, the assurangeovided by traditional
auditing take place months after the transactia& toccurred and therefore, a
trust problem arises because information is not verified in -teak.
Consequently, the errors and fraud concealed witiénfinancial information is

not discovered until months later.

To address this trust problem a conceptual causdeis proposed in this study
based on the principles of systems theory. Thergené property of the causal
model is increased trust and control This study establishes that mutual
assurances assist in building trust and that infion security assists in
safeguarding trust. Subsequently, in order to haveositive relationship
between the company directors and various stakergldncertainty needs to be
contained, and the level of trust needs to surffesgerceived risks. The study
concludes that assurances need to be providedliimee to restore stakeholder
confidence and trust in the domain of financialo®ipg. In order to provide
assurances in real-time, continuous auditing isiired to verify the integrity of
financial information when it becomes availabledamot months later. A
continuous auditing process has its foundationsurgged in information
technology and attends to the challenges in read-tibby addressing the
standardisation of datato enable effective analysis, the validation o€ th

accuracyof the data and theeliability of the system.



DECLARATION

| , heletigre that:

The work in this thesis is my own work.
All sources used or referred to have been docurdeatd recognised.
This thesis has not previously been submitted lincfupartial fulfilment

of the requirements for an equivalent or higherlifjoation at any other

recognised educational institution.




ACKNOWLEDGEMENTS

Nothing significant is ever achieved alone. | adebted to many individuals

for their help and support. | would like to pubjiexpress my gratitude to the

following:

For Jacqui, my eternal companion, for her loveriiee and care.

For Ethan, Callum and Erin, for their enthusiasm patience.

For Mom and her constant encouragement.

For Elsa Strydom, staff at the NMMU, whose suppas invaluable.

Finally for Rossouw von Solms, my promoter, who basome my

mentor and friend and has made this experience Miagied it

would be.



TABLE OF CONTENTS

Chapter 1
11
1.2

121
1.2.2
1.2.3
124

13

14

15
151
152

1.6

1.7

1.8

Chapter 2

21

2.2
221
222
223

2.3
231
2.3.2
2.3.3
234

24

241
242

INTRODUCTION
PROLOGUE

DESCRIPTION OF PROBLEM AREA AND PROPOSED

SOLUTION

Breakdown in Financial Reporting
Restoring Trust

Internal Controls

A Continuous Auditing Business Process
PROBLEM STATEMENT

RESEARCH OBJECTIVES

RESEARCH DESIGN

Research Paradigm

Research Methodology

LIST OF CHAPTERS AND THESIS ROAD MAP
PROPOSED CAUSAL MODEL
SUMMARY

CORPORATE GOVERNANCE

INTRODUCTION

CORPORATE GOVERNANCE - AN OVERVIEW
The Origins

Corporate Governance in the Twenty-firshiQry
Decisions have Consequences as One Directs
CORPORATE GOVERNANCE AND CONTROL
The Corporate Form

The Board of Directors

Agency Theory (the Principal and the Agent

Failure of Current Governance Control 8trres

THE REACTION TO THE CORPORATE GOVERNANCE

FAILURES
The Spawn of Corporate Governance Codes

Financial Reporting

22
23
23
25
28
30
30
31
32
34

37
38
39



2.5
251
2.5.2

2.6

Chapter 3

3.1

3.2
3.2.1
3.2.2

3.3
3.3.1
3.3.2
3.33

3.4
3.4.1
3.4.2
3.4.3

3.5

3.6

Chapter 4
4.1
4.2
4.3
431
431.1
431.2
432
4.3.3
4.4
441
4.4.2
4.4.3

INFORMATION AND CORPORATE GOVERNANCE

Information Assets
Information Security
CONCLUSION

RESTORING TRUST

INTRODUCTION

UNCERTAINTY REDUCTION THEORY
What is Uncertainty Reduction Theory?
Uncertainty Reduction and Trust

THE THEORY OF TRUST
Trustworthiness

Trust, Risk and Behaviour

Game Theory and Trust

RISK, SECURITY, AND ASSURANCES
The Dark-side of Trust: Risk

Trust and Security

Mutual Assurance

A TRUST STRATEGY

CONCLUSION

INTERNAL CONTROLS
INTRODUCTION

CONTROLS AND TRUST

RISK MANAGEMENT
Operational Risk

Basel Il Accord
Sarbanes-Oxley Act
TheProcessof Risk Management
Threats, Vulnerabilities and Probabilities
INTERNAL CONTROLS

Risk Indicators

Overview of Internal Controls

IT Controls

42
42
44
45

a7
49
49
51
52
54
55
56
61
61
63
66
67
70

72
73
75
76
77
78
79
82
83
83
84
87



4.4.4
4.4.5
4.5
4.6

Chapter 5

5.1

5.2
5.2.1
5.2.2

5.3

5.4
5.4.1
5.4.2
5.4.3

5.5

Chapter 6
6.1
6.2
6.2.1
6.2.2
6.2.3
6.3
6.3.1
6.3.2
6.4

6.4.1

6.4.2

6.4.3
6.5

Control Standards, Frameworks, Models@nidelines
Real-time Monitoring System

EVOLUTION OF OPERATIONAL RISK MANAGEMENT
CONCLUSION

AUDIT COMMITTEE
INTRODUCTION

AUDITING

What is Auditing?

Auditing Information Systems
ASSURANCES

THE AUDIT COMMITTEE

Audit Committee Responsibilities
Audit Committee and Risk

Audit Committee’s Responsibilities withiire IT Arena
CONCLUSION

INFORMATION INTEGRITY

INTRODUCTION

DATA, INFORMATION AND KNOWLEDGE

Data Processed...

What Constitutes Information?

Information and Communication

THE CONCEPT OF INFORMATION QUALITY
Quiality Decisions

Data Quality — the Foundation of InformatQuality
THE INFORMATION QUALITY ATTRIBUTE OF
INTEGRITY

Firstly the Attributes of Relevance, Usigband Reliability
Understanding Integrity and its Sub-atiigs

Data Integrity + System Integrity = Infation Integrity
CONCLUSION

92
93
94
97

99
101
101
103
105
107
107
110
112
117

119
120
120
123
127
130
131
132

136
136
138
142

145



Chapter 7
7.1
7.2
7.3
7.3.1
7.3.2
7.4
74.1
7.4.2
7421
7422
7.4.2.3
7.4.3
7.4.4
7.4.5
7.5
7.6

Chapter 8

8.1

8.2
8.2.1
8.2.2
8.2.3

8.3

8.4
8.4.1
8.4.2

8.4.3
8.5

THE CONCEPT OF CONTINUOUS AUDITING
INTRODUCTION
CONTINUOUS MONITORING
CONTINUOUS AUDITING (CA)

Motivation for the ‘New’ Business ProceSsntinuous Auditing
What is Continuous Auditing?
CONTINUOUS AUDITING TECHNOLOGIES
Embedded Audit Modules

Artificial Intelligence

Intelligent Agents

Expert Systems

Neural Networks

Data Warehouses and Data Mining

Business Intelligence

Extensible Business Reporting LanguageRX)B
CONTINUOUS ASSURANCE

CONCLUSION

CONTINUOUS AUDITING METHODS AND MODELS
INTRODUCTION

THREE CONTINUOUS AUDITING MODELS

A Continuous Auditing Approach

A Model for Secure Continuous Auditing

Continuous Audit: Model Development angblementation
within a Debt Covenant Compliance Domain
COMPARISON OF THE THREE CONTINUOUS AUDITING

MODELS

SUGGESTIONS FOR FUTURE CONTINUOUS AUDITING

MODELS

The Data Acquisition and the Data Formiableém
Validating Transaction Accuracy

Validating Transaction Reliability
CONCLUSION

147
148
152
152

154
157

158

158

159

160

160

161

162

162

164
165

167
168
168
171

177

182

184
185
185
186
187



Chapter 9
9.1

CAUSAL MODEL
INTRODUCTION

9.2 SYSTEMS THEORY AND PROBLEM SOLVING
9.3 CAUSALITY
94 ‘PARTS’ AND THE ‘WHOLE’ OF THE CAUSAL MODEL
9.4.1 The Directors and Executive Management
9.4.2 Financial Information Systems
9.4.3 Management’'s Monitoring System
9.4.4 Continuous Auditing System
9.5 CONCLUSION
Chapter 10 CONCLUSION
10.1 MILIEU
10.2 EVALUATION OF THE RESEARCH OUTCOMES
10.3 LIMITATIONS AND DIRECTIONS FOR FUTURE
RESEARCH
10.4 EPILOGUE
REFERENCES
APPENDICES
A Trust: an Element of Information Security
B Real-time Information Integrity = System IntegrityData
Integrity + Continuous Assurance
C Continuous Auditing: Verifying Information Integyiand
Providing Assurances for Financial Reports
D Continuous Auditing Technologies and Models: A Dission

189
190
193
196
198
199
200
202
203

204

204

211
212

214

247

259

269
274



LIST OF FIGURES

Figure 1.1
Figure 1.2
Figure 1.3
Figure 1.4
Figure 1.5
Figure 2.1
Figure 2.2

Figure 3.1
Figure 3.2
Figure 3.3
Figure 4.1
Figure 4.2
Figure 4.3
Figure 4.4
Figure 4.5
Figure 4.6

Figure 4.7
Figure 5.1

Figure 5.2
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 6.5
Figure 6.6
Figure 6.7
Figure 6.8
Figure 6.9

Continuum of Core Ontological Assumpdion

Graphical Representation of a System

System Hierarchy with an Area of Redearc

Chapter Road Map

Causal Model for Increased Trust andti©@bn

The Iteration Process of Governance

Percentage of Company Market Value Relti Tangible and
Intangible Assets

Proposed Model of Trust

Risk Perception Mediates the EffectmisT on Behaviour
The Relationship between Trust, Contals Confidence
The Relationship between Controls, Tanst Confidence
Security Concepts and Relationships

An lllustration of COSO's Internal CasitFramework

IT Controls

Control Classifications

A General Guide that lllustrates then8¢ad’s Tendency Towards
IS/IT or Business

Uncertainty — Risk Management - Comfake

High-level Flowchart lllustrating the Megement and Audit
Processes

The Structure of IT Auditing

Information in Context

The Barabba-Haeckel Framework

Schematic Diagram of a General Commuinit&ystem
Schematic Diagram of a Correction System
Relationship among Relevance, Usalality Reliability
Information Integrity

Information Integrity Attributes

The Requirements of Information Intggrit

Information Integrity in Context

10
13
14
18
20
27

43
53

56

65

74

81
86

88
91

93
95

113

116
122

vi



Figure 7.1

Figure 7.2

Figure 8.1
Figure 8.2
Figure 8.3
Figure 9.1
Figure 9.2
Figure 9.3
Figure 9.4
Figure 9.5
Figure 9.6
Figure 9.7

High-level Flowchart lllustrating the Megement and Audit
Process

149

Inverse Relationship: Level of Effortdexded by Management and

the Audit Activity
Continuous Auditing Approach
A Proposed Model for Secure Continuouditing
The Model of a Continuous Audit
The Conventional Seven-stage Model & SS
Positioning of the Causal Model
Causal Model for Increased Trust & Caintr
The Director’s ‘Part’
Financial Information System'’s ‘Part’
Management’s Monitoring System’s ‘Part’

Continuous Auditing System’s ‘Part’

151
170
174
180
192
195
197
198
020
201
202

Vii



LIST OF TABLES

Table 3.1
Table 3.2
Table 6.1
Table 6.2
Table 6.3
Table 8.1

Trust Establishing and Ensuring Services

Building and Safeguarding Trust

Exclusionary Narrowing of the term ‘Infaation’

Data Quality Categories and Dimensions

Terms used to Describe the Attributdsfafrmation Quality
Comparison of Three Continuous Auditingdels

68
68
125
3 13
134
183

viii



Chapter 1: Introduction

Chapter 1

INTRODUCTION

“Art and science have their meeting point in method.”
- Edward Bulwer-Lytton, (poet, 1803-1873)

1.1 PROLOGUE

Lapses in good corporate governance as well as fraudulent andineaars
accounting practices have left the various company stakeholdetading
investors, wary of the information found in company financial statés. The
image of boards of directors and the auditing profession has &esshed due
to substandard financial reporting and outright fraud. For ontruti the
information found in the various financial statements, assurameed to be

provided that the integrity of the information has not been compromised.

This research project does not try to identify how to restoradsorde in general
in the boards of directors, rather it focuses specificallyhenvery important
domain of financial reporting. It investigates what caulsedack of stakeholder

trust, including diminished investor confidence. Relevant chaggost found

to be contributing dimensions of the problem, have been investigated and

proposed solution is presented. These dimensions are covered irritus va

chapters and together with the proposed solution of continuous auditing, which

provides assurance in real-time and on demand, help to restdehader

confidence.
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Although the research is carried out within the specific aféaterest described
above, it is encompassed within the wider area of corporatrmavce and in
particular, information security governance. During this sitidyas found that
an understanding of the condition of the information, that makeiseufinancial

statements, is required. An insight as to whether the infaymaas integrity or
not, is vital to the decisions based on that information. Wittesitinsight, the

inherent uncertainty involved in these decisions will be high.

In the 2%' century, business is conducted in real-time with decisions mased
real-time financial information. The current systempabviding assurances is
almost archaic in that the assurances are provided monthshefteansactions

have occurred. Therefore, this research project proposes shedrases need to

be provided in real-time so that stakeholder confidence can beeckst

Today it is accepted that IT systems are inextricably dnte the financial
reporting processes (IT Control Objectives for Sarbanes-O2084). Financial
information is the main output of financial information systeams] information
technology'IT’ is the technology used to produce and manage this information.
As early as 1949 (Shannon & Weauver), it was recognised thaethnology or

the technical level of a communication system must ensure theaay and
efficiency of the information the system produces. In other wbkei$bise” in

the system, as referred to by Shannon and Weaver (1949), should not eorrupt
distort the information between the source and destination. foherea
trustworthy system requires that all technologies which formagdatie system,

should aim to protect and ensure the information’s integrity.

As stressed, for real-time financial information systenesl-time assurances
need to be provided (Alles, Kogan & Vasahelyi, 2005; Flowerdajo& Solms,
2005a; Onions, 2003). This research project emphasises internal T@strah
integral part of enterprise risk management, which in turrait gf the broader
management process (COSO-ERM, 2004). Furthermore, this igréement
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with Boritz (2005) who contends that to ensure that the informatisnitea

integrity, one needs toontrol’ both thedataand thesystem

The directors and management have the responsibility to enstiteehategrity

of the information embedded in the business processes, espédwafipancial
processes that make up the financial statements, is udtairiflis research
project will emphasise a process as part of the solutidine Continuous
Auditing Process This process extends beyond the automation of existing
auditing methods. This research project will address the isymoviding
assurance on demary verifying information integrity in real-time. Theselrea
time assurances will assist in restoring stakeholder comf&and trust, within

the domain of financial reporting.

1.2 DESCRIPTION OF PROBLEM AREA AND PROPOSED
SOLUTION

This section highlights the need to address the integritypfofrmation found
within company financial statements. It proposes continuous audiithgites
foundations grounded in information technology, as the method of restoring
stakeholder confidence, by providing real-time assuranchis igto be done in
addition to a system of internal controls and a monitoring systernhese
controls. Trust will then be restored when uncertainty iscedland assurances

are provided that the information’s integrity is intact.

1.2.1 Breakdown in Financial Reporting

The recent fraudulent transactions and financial calamitiested by Enron,
WorldCom, Tyco, Parmalat, and the East Asia crises, hameduhe spotlight
on corporate governance and financial statements. As a rdsulgurrent
financial reporting model is being heavily scrutinised and thevident in the
recent significant regulatory reform measures being considesed

implemented. The consequence of théseakdownshas left the various
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stakeholders wary and lacking faith in the integrity of publishednfiral

statements.

It is therefore essential that confidence and trust be reedsia the boards of
companies pertaining to their financial statements. To eestast is not an easy
task, considering that risk and trust appear to be significaiatoles. Risk needs
to be managed adequately in order to safeguard trust. mtidges the
assumption that to have confidence in information security requriss and
trust requires information security to help safeguard it (aatawedationship
which will be discussed in more detail in Chapter 9). Hence tadaye
management of risk, a system of internal controls is to el us limit
uncertainty. This will assist in providing assurances that thireats to the

financial information systems are being adequately addressed.

1.2.2 Restoring Trust

Can there be any doubt that the corporate governance componeaiesd,
accountability, responsibility, and transparency (King Il Re&#02) contribute
to the building and safeguarding of trust? Trust is not somethingsithaty
happens. It is fragile and not easily measured or identifiechdfitdd &
Nichols, 2002). However, trust and controls are both needed to tehdl c
opportunistic behaviour, thereby achieving confidence in risk managenie
has therefore become imperative that security for the fiaameformation
systems is comprehensive. Both opportunistic behaviour, which es/av
human element, and the conventional technical IT security threegsl to be

addressed.

Accordingly, it is stressed thdtsecurity is not a separable element of trust”
(Camp, 2002, p.27) This statement collaborates that both trust and security-
based mechanisms are classified as safeguarding protectiasunes
(Ratnasingham & Kumar, 2002). Together these provide technological
organisational and relationship benefits to the various comparghstdiers. To

have confidence, trust needs to increase and uncertainty ttebdsreduced to
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an acceptable level. This can be achieved through assuraveedyg auditors
(ability), or through evolving relationships (discussed in gahe®ry) where
integrity and benevolence are considered. To avoid unfavourable dehavi
uncertainty needs to be contained and the level of trust needspssuhe
perceived risks. This will ensure that a relationship welifish. It is therefore
important to note that many of the elements that reduce riskharesame

elements that increase trust (Gefen, Rao & Tractinsky, 2002).

This research project examines the concept of trust and untgemaduction
followed by what constitutes trustworthiness.  Self-centred opportunism
‘cheating’ and dishonesty are classified as unfavourable behaBatraviour is
addressed using game theory to illustrate possible outcomes. efheluse
relationship between trust and risk, is discussed with assuranees
emphasised as an element to help build trust. Finally, a tagegy is
recommended as a way to avoid unfavourable behaviour armlilid and

safeguardhis concept of trust.

When one considers whether to place confidence in, and toheustfbrmation
found within the financial statements, three areas are twhsidered. Firstly,
information security which is concerned with trediability of the information
(confidentiality, integrity and availability). This leads the assessment and
identification of control deficiencies which highlight areas ofeptitl risk, also
referred to as control-based risk identification and managem&scondly,
intentional or unintentional errors need to be eliminated. Fraudn(ional
errors) is a concern when considering thecuracy of the information.
Therefore, performing risk assessments (e.g. identificationexafeptions
preformed by analytical procedures) highlights processes ornsysthat
experience higher than expected levels of risk. Thus, by examiskgre can
identify areas where controls are inadequate (risk-based approalthjs
therefore important that reliable information is accuratehmm first instance.
Thirdly, trust is concerned witkialidity (personal communication, Alex Todd,

August 2005). Todd advocates that the auditor examines and asHesses
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evidence that transactions are/were processed reliably anutasely, and

thereby the auditor becomes a source of trust for the company.

1.2.3 Internal Controls

The safeguards, installed to ensure that the company’s iniefoehation is
reliable and accurate, are referred to as internal contt©t@mpanies have, as
part of their risk management, a system of internal contiisnded to
counteract the inherent risks. Lindberg (2005) points out that ihteoné&ols

can take the form of operational, financial, or administeationtrols.

A reliable system of internal controls increases the probaltlidt transactions
are recorded correctly, therefore fraud and errors should not occuthand
financial information should be reliable (Flowerday & Von Solri805a).
Important to note is that the establishment and maintenanee system of
internal controls are the responsibility of management @Begi 2002; COSO-
ICF, 1992; Horton, Le Grand, Murray, Ozier, & Parker, 2000; Huntoyargr &
Bagranoff, 2004). Furthermore, internal auditors should make recoratiar
to management for improvements to the controls or procedures, purthaot

responsible for the system of internal controls.

Additionally, specific IT controls support governance and businessgament
as well as provide general and technical controls over polipesiesses,
systems and people that comprise IT infrastructures (GTAGL1, 2008kse
include the processes that provide assurances for informatiorassist in

managing the associated risks.

1.2.4 A Continuous Auditing Business Process

Today, orderly processes are necessary to provide an effaativetrail for the
flow of data. Such processes are critical if auditorstaradequately assess
strengths and weaknesses in the information security and inteométol

environments as well as audit transactions in real-time @Na&rParker, 2003).
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The influential American Sarbanes-Oxley Act of 2002, specificaéction 409,

has created an increased demand for continuous auditing and thel ibelita

plays a key role in this process (Daigle & Lampe, 2003). tkadilly, real-time
financial reporting is likely to necessitate continuous auditi@me would need

to provide continuous assurances about the quality and credibilityheof t
information presented (Rezaee, Shabatoghlie, Elam & McMickle, 2002)
Continuous auditing is defined by Rezaee et al. (2002, p.l47)aas
comprehensive electronic audit process that enables auditors to prewmde
degree of assurance on continuous information simultaneously with, or shortly

after, the disclosure of the information”.

It is claimed by Flowerday and Von Solms (2005b) that continuous rRyidiéin
systematically and continually test transactions using igégiti software tools in
real-time. They continue to emphasise that the auditor nivescthe criterion
and the process identifies anomalies or exceptions, for which aaditaudit
procedures should then be performed. Depending on the findings, ther audit

may issue a report.

The growth of ERP (Enterprise Resource Planning) systems, agscte
bandwidth and use of the Internet, the speed of processing agbtbliadisation

of business, have all contributed to the development of more ietdligpftware
tools (Rezaee et al., 2002; Vasarhelyi, Alles & Kogan, 2003Jhese
developments provide management and auditors with the ability &r bafiture

and analyse key data for decisions. The use of intelligemtsagembedded in
audit modules to monitor and trigger alarms when unusual transaaions
patterns occur, provides management with tools to better monitor isines

processes (Warren & Parker, 2003).

While the auditing profession has long discussed the concept of continuous
auditing, it has remained chiefly in the academic domain (OnROG3; Rezaee
et al., 2002; Warren & Parker, 2003). Nevertheless, this tpesiédes sound

practical suggestions as tahat a continuous auditing system needs to
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accomplish andchow to implement this system. Moreover, there are strong
drivers for this process and change in auditing methods. Marks (2@dtifies
that companies are rapidly installing new technologies requinimlitcas not
only to understand them, but also to assess the risks assoeitttethese
technologies. As early as 1989 (Groomer & Murthy), it wasgersed that
information systems in companies were becoming increasinglpleamand the
traditional audit trail was disappearing. As a resuleriml control and security

have become critical concerns.

1.3 PROBLEM STATEMENT

The result of the corporate scandals has been a loss in stakelesipecially
investor, confidence. Additionally the ineffectiveness of ¢heent system of
controls has been highlighted by these financial scandals. Congggtines has
led to a plethora of new regulations, guidelines, codes and staneffiedsive in

statingwhatneeds to be done rather tHaowit is to be done.

The problem is further exacerbated when one focuses on the manitorih
reporting of anomalies or exceptions, which companies are requidkal té\s
stated within the Sarbanes-Oxley Act (2002), these weakness anukrasf
disclosures as well as material changes need to be doneapidand current

basis.

This problem intensifies in that today companies function in reed-tand
directors make decisions based on available real-time faandfiormation.
However, the assurances provided by auditors take place mornénstiad
transactions have occurred and thereforguat problemhas arisen because
information is not verified in real-time. Therefore, theoesr and fraud
concealed within the information is not discovered until months, |atker

decisions have been made based on this information.
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Thus, because assurances have not been provided in real-tinfer real-time
financial information, a trust problem has occurred. Companystakeholders
have demonstrated a lack of trust in the directors as th&nancial statements

have lacked integrity.

1.4 RESEARCH OBJECTIVES

The primary objective of this research is to produasaasal modekhat will
result in increasing stakeholder confidence and trust in the doméimaatial
reporting. To achieve the primary objective, a number of secorudgegtives
should be addressed. These are:

A study of the theories and processes underlying corporate
governance and the causes of corporate financial scandals.
An investigation into the various trust theories and the relatipnshi
trust has with uncertainty, risk and behaviour.
Determining the role of the audit committee, the function tdrival
controls relating to financial statements and information ggcur
Determining the elements of what constitutes information iiyegr
and assurances specifically within the domain of financiad sizits.
Identifying attributes of a company suggesting that a continuous
auditing process is appropriate, including available technologies.
Determining if the proposed continuous auditing models will assist in
verifying financial information integrity in real-time and opide
assurances on demand.
It is argued, in line with systems theory, that these seggrabjectives (or parts
of the problem) together formwhole This is based on the concept that the
“whole is greater than the sum of its part§Hanson, 1995, p.137). Hanson
expounds and posits that the whole and the relationship between rtke pa
becomes the focus of attention. Thus, causality becomes anassi@anging
one part of the system changes all parts and affectsttbke. Hence, a causal

model is apposite for this research project.
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1.5 RESEARCH DESIGN

According to Mouton (2001), the research design is tailored to address t
research problem or question and there are various design typesstuidyi does
not involve empirical research, but it does involve philosophical andeptunai

analysis, theory building and critical thinking.

1.5.1 Research Paradigm

Any piece of research will have an underlying philosophical paradigpattern
or shared way of thinking to which the research is aligned. id® wariety of
philosophical paradigms exist, arising out of different ideagws and
perspectives of the world. This, in turn, leads to diversesidsawell as the
kinds of research questions and processes used to find solutions @Da®s,
This section discusses the research paradigm for this stigiyre B.1 is used to
illustrate these paradigms. Overall this research gragepositioned on the
phenomenological side of the continuum yet it also incorporatesneer of

aspects from the positivist side.

Positivist Approach to Social Science Phenomenologist
Reality as a Reality as a Reality as a R::;;E/l ?)Sfa Reality as a l:ce;‘:ctt)i/ofé‘f
concrete concrete contextual field . social proy
symbolic human

p construction . L
discourse imagination

structure process of information
Figure 1.1: Continuum of Core Ontological AssumptiongMorgan &
Smircich, 1980, p.492 in Collis & Hussey, 2003, p.51)

As illustrated in Figure 1.1 theositivisticandphenomenologicapproaches are
two extreme research paradigms. Collis and Hussey (2003) expédiriew

people operate purely within any of these forms of research. sikhstages
identified within Figure 1.1 illustrate that many research gigras combine a

number of elements of the two extreme paradigms. Collis andeid2603,

10
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p.76) further state thatit is not unusual in business research to take a mixture

of approaches” They conclude that this allows one to take a broader and often
complementary view of the research problem or issue. Combieseggairch
methods is referred to as triangulation and it is argued thaturbderlying
ontological research paradigms are not necessarily opposed, hiltethaan be
accommodated within one study (Myers, 1997). Oates (2006, p.38) contends
that “triangulation gives researchers multiple modes of ‘attack’ on their

research question”

Intermittently this research project subscribes to the vieergreality is derived
from the transmission of information which leads to an ever-changnng &nd
activity. It can be argued that this approach leans towtnrespositivistic
paradigm, as noted in Figure 1.1. However, this researcthcpadg® accepts the
view that the world is a pattern of symbolic relationships andnmgs,
sustained through a process of human action and interaction (CdHigs&ey,
2003). The latter approach is phenomenological and is particuladgréwhen
this research project addresses the perception of trust &nd Tie nature of
trust and risk requires a degree of subjectivity and intergretigearch, even
though the researcher has attempted to be as objective aseosSililjective
and interpretive research form part of the phenomenologicardsearadigm
(Collis & Hussey, 2003). As such, within the broader phenomenological
paradigm of this research project, there are elements ofvigigitphilosophies
of study which all contribute to enriching the research paradigm.

Nonetheless, if one research paradigm is to be singled ouhiforesearch
project based on a single factor, it would be that there is ngesreality or
single truth of the world and that not all research approaches pridtisame
set of findings. Positivists subscribe to the idea that pheltines of attack
within research lead to a consistent set of findings — a sneglity (Oates,
2006). Yet interpretive research tries to identify, exploreeaqpdiain how all the

factors in a particular study are related and interdependerteq02006).

11
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Therefore, it must be argued that interpretive researchongiely to the

phenomenological paradigm, is the dominant paradigm of this resgaject.

However, the researcher has been conscious of and has attemseddgical
reasoning when investigating reality where the researchenhddhsio effect on
that reality (Collis & Hussey, 2003). Bassey (1999) agreeb @itllis and
Hussey, stating that positivists can explain the realitgodisred to others
because (a) language is an agreed symbolic system for degceehiity, (b) the
researchers do not expect that they themselves are signifeaables in their

research and (c) the events are real, irrespective obsgerver.

From an epistemological viewpoint this research project embragstems
theory. This widely used and interdisciplinary concept studiegtbperties of
systems as a whole in order to learn and understand the behalvi&ystems
within the real world. To summarise the concept, systeemy includes inputs,
process and outputs and represents the transformation proceserfOZB®00).
However, as pointed out by O'Brien (2000, p.21), ‘estem concept becomes
even more useful by including two additional components: feedback and
control”. The control element involves monitoring and evaluating feedlmck t

determine whether a system is moving toward the achievemestgufal.

It is, therefore, essential to define the system that m& influenced by this
research and distinguish between its environment and sub-systemsationale
is that within an open system, the research project’s findingsuaable to
influence uncertainty and trust throughout the ‘entire’ system.system of
controls for the management of risk can influence a sub-sydtemever,

entropy occurs and trust cannot traverse ‘several’ systems wiileakiening as
it passes through intermediaries. Likewise, continuous auditingorbnbe

provided for a predefined system in order to provide real-tirserasce.

12
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ENVIRONMENT

SYSTEM

e *n<ewm
e *n<ewm
g6 ~r<w

Process Output

\C System Boundary \

-

Figure 1.2: Graphical Representation of a Syster(Zuccato, 2005)

Figure 1.2 illustrates a system and its environment and isedeby Hanson
(1995, p.27) who describes a systeniaas/ two or more parts that are related,
such that change in any one part changes all partsThese parts are
constructive elements in a system which together form thitersysThese parts
represent the basic logic and functions or the process sf/shem. As stressed,
there is no such thing as a single cause and effect relatiomshipad all parts of

a system are interconnected.

Hanson continues and emphasises thay action or inaction will reverberate
through the entire system leading to unpredictable effects and sawetdffacts
that are precisely the inverse of the intended eff@dtinson, 1995, p.27). This
cause and effect relationship has been illustrated by the lackvebktor
confidence after the breakdown in financial reporting as discus<ettion 1.2.
The environment represents everything that does not belong to teensysd

surrounds the system separating it by a ‘boundary’.

To add to this, the general system theory researcher, Vdal&8dfy (1968),
describes a system’s view by means of a hierarchy andsptacesearch area
within this hierarchy, as illustrated in Figure 1.3 (Zucc2@)5). A hierarchy

refers to the principle to which parts or entities are nmegnily treated as

13
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wholes and are built up of smaller parts which are themselvesesvhol
(Checkland, 1999). This helps define the system boundary which, axagdodi
Checkland, is the area within which the decision-making processedfystem
has power to make things happen. The boundary distinction is made by t

observer.

< Super System >

g N

4 Research
Area
< SYSTEM >
I
v v
< Sub-system > ( Sub-system >
\ %

h 4 Y
< Sub-system > < Sub-system >

Figure 1.3: System Hierarchy with an Area of ResearcfZuccato, 2005)

To reiterate, the researcher is not a potential variablermst of this research
project; hence, this research project cannot be described asinperpretive

research (Bassey, 1999; Collis & Hussey, 2003; Myers, 1997). rilelass, to

reaffirm, the research paradigm is phenomenological biased aethe¢ogvith

the systemic view, makes it possible to combine interdisaipfi subjects into a
unified causal model.

14
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1.5.2 Research Methodology

The notion of causality is applied where the philosophical principtao$e and
effect considers the dynamics and mechanism of relationshipm whe system
(Chia, 2002). Hanson defines causality in a system as‘itiffierence of
relationships between things such that the combination brings about a result”
(1995, p.37). Even though existing theories have influenced this absear
project, inductive logic was used in the reasoning and argumeniatdcess,
followed by debating and proposing outcomes (Olivier, 2004; Oates, 2006).

This research project involved an extensive and thorough literatuvey of
comparable studies, frameworks, methodologies, articles, cooéere
proceedings, standards, codes, and books (Mouton, 2001; Olivier, 2004). All
attempts were made to keep the content of the research estasrpossible,
including the literature, which was selected from respkectathorities in the
field.

This led to the refining of the problem statement and the devetdpaiea
conceptual causal model using modelling techniques to assist #snfaton
(Olivier, 2004). Furthermore it is noted that models“ased to aid in problem
understanding and solution developme®ates, 2006, p.108). The proposed
abstract or conceptual model assists in formulating the argurbaséd on
reasoning that stakeholder confidence can be restored within theéndofma
financial reporting, by providing assurances in real-time bams of continuous
auditing. This is in line with Von Bertalanffy (1968, p.100) who atlidd new
conceptual models are often interdisciplinary and repré'sentain aspects or

perspectives of reality”

Once the conclusions had been drawn, the overall evaluation pfdjeet was
carried out to identify errors and problems, which were then ssiede
Additionally there were four papers written where the neteaesults of this
project were documented and disseminated through publications irditextre

journals. Three of these papers were published in accreditathigand one
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presented at a subject specific conference and published inottierence

proceedings (see appendices A-D).

1.6 LIST OF CHAPTERS AND THESIS ROAD MAP

It was decided to discuss preliminary solutions throughout this thes&s to
strengthen the argument line of the research project. Thissthesis has not
followed the traditional format of Chapters Two to Six beingexdiiure survey
followed by proposed solutions and research methodology. The solution is
intertwined and embedded throughout the chapters and then summarised,

culminating in a holistic solution chapter towards the conclusigheothesis.

The first chapter is an introduction, which includes the backgradedtifying

the problem, outlining the research objectives and research methpdol
Following this, Chapters Two to Eight cover various theories andguphies
which all influence the problem (parts of the whole). Chapfeo is an
investigation into corporate governance lapses, theories, prin@plé clearly
illustrates the problem and the breakdown in control. This chalsiediscusses

the importance of making decisions based on sound information and then

introduces control as an important facet of governance.

The third chapter is a study of trust and risk to see how thmpact on
uncertainty and behaviour when considering a company’s stakeholders. T
restore trust one needs to understand trust’s relationship withAuditionally,

this chapter proposes a trust strategy on how one can build andasdféigis
concept of trust. This leads to Chapter Four which highlights ititatnal
controls are part of risk management and information securthg. céncept that

controls limit uncertainty and assist in managing risk isrislexplained.
Important elements of corporate governance #&ness, responsibility,

accountability, and transparency(King Il Report, 2002, p.19). These are

discussed in Chapter Five together with the audit committeawditiprofession,
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which have the responsibility of providing objective and independsntasces
as to the condition of the information presented within company financial

statements.

Chapter Six is a pivotal chapter as it investigates how orte idetermine
whether the information has integrity or not. For information to beribesl as
quality information it needs to have integrity. For the doe managers and
various stakeholders (including investors) to base their decisiongh@®n
information, they need to know that the information has not been compdymise
but retains its integrity. This chapter contributes to fiesis in that it highlights
the characteristics of information integrity and that both tlstesy with the data

needs to have integrity to claim that information has iitiegr

The concept of continuous auditing is covered in Chapters Sevengtrtd Eiis
argued that business decisions are made in real-time, otimmealrformation
based on real-time information systems. The problem is thaitinent system
of providing assurances is not in real-time. Thereforemmiehanisnto provide
assurances in real-time as to the condition of the informat@ndecisions are
based on, is a continuous auditing methodology. This section clegibires

what continuous auditing systems need to accomplish and how it isltmée

Chapter Nine, the penultimate chapter, is a solution chaptediaodsses the
proposed causal model. This chapter integrates the solution conmgohdne
previous chapters and provides a holistic solution, drawing on the slsesis
which have taken place throughout this thesis. The final chapsemenative
conclusion, evaluates the research to determine whetheobjketives were

achieved and includes a discussion for further research.
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# ¥

Figure 1.4: Chapter Road Map

The chapter road map, as graphically represented in Figurelldsérates the

logical order of the research and where various topics arasgisd in detail.
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However the causal model, illustrated in Section 1.7, showprthgosednew
idea’ and how the problem is being addressed. Olivier (2004) points outithat t
would be an informal model as it is not a mathematical modelehemwit serves

as a guide if the idea were to be implemented.

1.7 PROPOSED CAUSAL MODEL

Models use constructs to represent real-world situations, eslsefticussing on
the problem and the solution (Hevner & March, 2003). This resgaopict has
led to the development of several concepts discussed throughout #is the
However, Figure 1.5 is a high-level causal model encompassingitie
project. Important to note is that the model follows a toprdapproach, which
starts withstakeholder mistrusis an input and the final outputinEreased trust

and control

Due to the complexity of this field of research, it has not beenibj@s®
incorporate all the detailed research findings and aspects ingke snodel.
Considerable thought has been given to this model in order to keiempie yet
still illustrate enough so that the model is useful. This moeleles to merely
illustrate the high-level aspects, linking the related wpicgether thereby
enabling a basic understanding of the chapters so that it makeal leghse
when read. As noted, the causal model is used to represent thenpeoid the

solution, which involves continuous auditing.
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Figure 1.5: Causal Model for Increased Trust and Control

The model will be discussed again in more detail in the penudtirciaapter;
however, at this early stage it is essential to observeehetive nature of
management’s monitoring system. In addition, take note ofctminuous
auditing environment which encompasses the entire system. ofti@uous
auditing process has @oactive nature; consequently real-time assurances are
more achievable than with traditional auditing methods, which ateriu in
nature. Also important to note is the emergent property of thelnmndeeased

trust and contral
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1.8 SUMMARY

This research project has highlighted that in order to resttaieetwolder
confidence in the domain of company financial reporting, objeassirances
need to be provided. These assurances should state whethefotheation
found within the financial statements has integfigtiable and accurate) This
research further emphasises that the assurances neegrtvided in real-time,
when the information becomes available, not months aftetrahsactions have

occurred.

It also stresses that to restore confidence, both trust anwlsamted to be at an
acceptable level. In a fast moving real-time businesg@mnwient, information
technology can assist in providing real-time monitoring and iagd#ervices.

This will result in providing objectivieassurances on demanehd in real-time.

Theoretically, the intended outcomes of decisions based on thecifiha
statements should be achieved if perfect competition exdstsuch, if the fraud
and errors in financial statements are eliminated, the idesidased on this

perfect information should be sound and the desired outcomes achieved.

Besides addressing the issue of trust, this research prejaxtclose the net’
around the financial statement debacle so that the desitedmes of decisions,
based on these financial statements, are more achievabie will help restore
stakeholder confidence and reduce uncertainty. It is an attemgiminate
several of the risks from within the company so that thkestolders can concern
themselves more with external risk, such as market riskorétieally, risk will
only be mitigated to an acceptable level as it is not p@ssibeliminate risk in
its entirety. This leads to the next chapter, which isayparate governance and

highlights the cause of the problem.
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Chapter 2

CORPORATE GOVERNANCE

“In theory there is no difference between theory and praeticin practice there

is.

- Yogi Berra, (baseball player, b. 1925)

2.1 INTRODUCTION

Good corporate governance is of decisive importance for companesdree,
fast moving and increasingly competitive information economy. [aornes
need efficient structures, defining relations between the bo#rdirectors,
management, investors (shareholders), and other stakeholdesgraces need
to be offered to investors that their money is being used wiselytiaat they
have made sound investments. The balancing act of good goverizance
therefore to be found in the resolution of the various stakebeldenflicting

interests.

In addition, this chapter illuminates that the loss of fiduciamosisness in the
macro environment affects the tone of the company’s controlreemaent.
Issues at the macro level inevitably trickle down to mero and ultimately
individual level, affecting the entire environment. The adatyeays sweep the
stairs from the top downis central to corporate governance today. Also
addressed is the important role the boards of directors pléne igavernance of

companies. Therefore power, accountability and responsibilityiscassed.
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This chapter further concerns itself with several otheetfa of governance.
These include the important topics gbvernance and controland the
foundation of decisionsnformation The chapter introduces governance and the
modern corporate form. This is followed by a brief lookgency Theoryand
lapses in corporate governance, specifically in the ar&aaofcial reporting. It
concludes with a discussion on information and information secusityara

important aspect of corporate governance today.

2.2 CORPORATE GOVERNANCE — AN OVERVIEW

To understand the philosophy behind corporate governance it was ne¢essary
research the origins and follow the progression of corporate gowernmtil its
present state. It was discovered that decisions thattdimed control the
company are théchilles heelof corporate governance, when considering the

consequences or outcomes of these decisions.

2.2.1 The Origins

The wordgovernancehas its roots in Latirgubernare which meansto steer, to
govern’ Originally meant to steer a ship, hence its figurasmese ofone who

guides or leads” It came to Latin from the Greek wokdbernan which means

‘to steer’ (Merriam-Webster, n.d.; Quinion, 2005).

Understanding the origins of the word governance leads to a natwalary
that the board of directors is theregteer and governthe company. Sir Adrian
Cadbury (2002, p.1) suggests tHat, governance need not and should not be
heavy-handed’and this emphasises that if one is steering a ship it isntiadi

rudder at the stern that determines the ship’s direction.

The precise terrfcorporate governance’itself seems to have first been used by
Richard Eells in 1960 to denotthe structure and functioning of the corporate
polity” (Becht, Bolton & Roell, 2002, p.6). The term corporate governandg itse
invokes a comparison between the government of nations and that of
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corporations, and the idea that the government of corporations shoakihtte
a democratic voting process, was in fact quite explicit ifyeearters of

companies (Becht, et al., 2002; Dunlavy, 2004).

This is highlighted in the firspublic companies which were the East India
companies. The British East India Company was granted al Rdwater in
December 1600 and was governed by a Court of Directors, 218 members
(shareholders) to be precise (British East, n.d.; Cadbury, 2002 ,Ad8)tionally

the Dutch East India Company, March 1602 is known as the first auidiial
company to issue shares (Dutch East, n.d.). Although four hundresl ez
passed, companies are still experiencing some of the sames isglay: control

problems, opportunism and conflicts of interest.

Today there are short-term investors versus those that fakger view. The
East India Companies had investors who wanted a return on invéstifiber
each voyage versus those that took a longer investment viewdditiog, there
are the various stakeholders with their own agendas and ister&stidently

there arosé&onflicts of interest’ which is a governance issue.

Some of the most basic governance issues are those of powecandtability.
Does the power lie with the owners (investors/shareholdersyithr the
managers and other stakeholders within the corporate system® probiem
existed with the East India Companies when the boards had to ctivnol
appointees and captains who were acting, not only for the companiatsdtdr
themselves, and were often in distant stations and out of touldmngpperiods of

time.

It is pointed out that‘Corporate governance has only recently emerged as a
discipline in its own right, although the strands of political econoreynibraces
stretch back through the centuriefskander & Chamlou, 2000, p.2). Today a
great deal of energy is spent on the study of corporate goverriamwevyer, it

would be prudent of scholars to study and identify historic principles that

24



Chapter 2: Corporate Governance

underlie this discipline. It provides more depth to the understarafirthe

governance problems facing companies in tiéc2htury.

2.2.2 Corporate Governance in the Twenty-first Century

Governance as defined by The Committee on the Financial AspgeCtsporate
Governance, which was chaired by Cadbury (2002, p.1), states .titais the
system by which companies are directed and controlledFurthermore,
according to Shaw (2003, p.75), the concepts of corporate governancekand ris
have a large overlap and have converged in recent years. @beaes that
governance is about decision-making from available choices. furber
specifies that risk is the anticipation, understanding, ansbracround the

consequences of those decisions.

Becht, et al. (2002, p.5) contends that corporate governance isroethedth the
resolution of collective action problems among dispersed investuds the
reconciliation of‘conflicts of interest between various corporate claimholders”
This is clearly understood when one considers the East India Compétiies
their various investors, directors, appointees and captaine. ovdrlap of risk
and corporate governance is therefore meeting the diverse rfetdsvarious
company stakeholders while attempting to achieve the compalpjgstives in a
competitive market place. Today, many directors are awaae ribk is
ubiquitous in nature and needs to be carefully controlled when goveireng t

company.

If the various stakeholders’ perceived risks could be mitigatelduacertainty
reduced, it would allow for an easier decision-making processeas would

more than likely be consensus. This leads to a more formah#ret functional
definition of governance which is proposed by the Organisation fondecic
Co-operation and Development (OECD, 2004 p.XCoprporate governance
involves a set of relationships between a company’s management, it i®ar
shareholders and other stakeholders. Corporate governance also provides the

structure through which the objectives of the company are set, and the ofieans
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attaining those objectives and monitoring performance are determindd.”
other words, we can view corporate governance as a vehickcisiah-making

and power allocation among investors, managers, and directbrs.ddfinition

is in accord with both Shaw (2003) and Becht et al. (2002) and is a sound
foundation for the definition in the King Il Report (2002).

The King Il Report (2002, p.19) summarises governance for theattury and
states that;... there must be greater emphasis on sustainable or non-financial
aspects of performance”This report goes on to state thdpards must apply
the tests of fairness, accountability, responsibility and transggrémall acts or
omissions’ In addition, boards need to be accountable to the companysbut al

responsive and responsible towards the company’s stakeholders.

Clarke (2004, p.2) is in agreement with the King Il Report and slaimat
corporate governance has wide implications and is critwaédonomic and
social wellbeing. Clarke points out that governance is,: ficstprovide the
incentives and performance measures to achieve success; :serqrdvide
accountability and transparency to ensure the equitable distribafiotie
resulting wealth. The King Il Report (2002, p.19) continues te dtwt the
“correct balance between conformance with governance principles and

performance in an entrepreneurial market economy must be found”.

In accordance with the definitions, Figure 2.1 is presented hagtalevel
graphical illustration. This figure shows that corporate govemaisc a
continuous improvement process and not an event. Additionally the gogerna
process iterates and is refined over time. The figure alpb&sises the concept
that the board of directors makes decisions and directs theaogmin other
wordsguides, leads or steersManagement implements the directors’ decisions
by designing and establishing business processes and a systereroéli
controls. In addition, management reports back to the board the astadrthe
decisions and the progress of the company. Based on the reportrdack f

management, the directors once again make decisions. Hotkevdirectors’
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decisions are also influenced by external factors such as tiegaland the
market forces. Also to be noted is the ‘cause and effelztionship that

decisions have on the company. This is discussed in more detwdlfiollowing

section.
4 I
6 $
6 $
\_ /

Figure 2.1: The Iteration Process of Governance

The focus of governance is therefore not on the intricaciesia@diétails, but
rather on the direction, management oversight, control and repofithyefore,
good governance is simply about having the framework in place tweetisat
rules are obeyed and controls and responsibilities are clearlyedefi For
example, the rules could be laws, regulations, corporate policeees of

practice, codes of conduct and recourse mechanisms. A goverinamework
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should attempt to manage risk and reduce opportunistic behaviour by apislying

rules, systems and procedures.

Thus, a conclusion can be drawn as to the high-level purpose of gosernbhe
board and management are therefore to work within boundaries andeul®s
laws, regulations, policies and the various stakeholders, ingutie providers

of funds. These boundaries and rules are often changed and thetdelrest
(steer and governthe company so that the desired objectives are obtained in a
controlled way. This needs to be done whitlanaging the company’s risk

exposureand taking into account market forces.

2.2.3 Decisions have Consequences as One Directs

As noted, an important part of governance is accountability apodnsibility.

In other words, dealing with the consequences or outcomes of ons®dgc It

is no longer acceptable for the board, or senior management, tbddynot
know’ when something goes wrong. The ignorance argument is no longer
acceptable andue-diligenceis expected. Due-diligence, being defined‘as
term describing a thorough effort to intercept potential problerfistegrity
Incorporated, 2005) or the care a reasonable person should take bedareent

into a transaction (Free Financial Dictionary, 2005).

Decisions, together with their consequences, could be better unddfsionds
Salk’'s statement is pondered and considered together with theqsebs
paragraphs. Salk stated th&dThe most fundamental phenomenon in the
universe is relationship”(Smith & Fingar, 2003, p.7) Expounded upon by
Woods (n.d.) and applied to a company setting, it is noted thattlewery
influences everything in one way or another. Whether the boardbers or
senior management are aware of this or not, does not chamdacththat it
happens. This view is in harmony with this research paradigmhwiuas
introduced in Chapter One (Section 1.5.1). Woods stresses that@any is a
system and that any action will reverberate throughout the eatmgany. In

science this relationship is known ‘aause and effectind has been traced back
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through many centuries to the ancient Greek, Aristotle, who talbightdncept
(Hanson, 1995).

In accordance with the cause and effect principle, Shaw (2003, p.&@% dr
attention to the importance of decisions, choices and their subsequent
consequences when one considers corporate governance and risk. Staw poi
out that the failure to anticipate and understand the consequefindesices and

decisions is a problem many board members face.

For three hundred years the world attempted to solve problems yh®imiaaac
Newton viewed the universe. A summary of Newton’s theory isthigauniverse
consists of countless uniform particles held together by gravitye universe

was viewed as one big machine and that all the homogenous gaftictgng

this mechanical view, not only fitted together, they moved ttmyewithout
regard for space and time (Spielberg & Anderson, 1987, p.50). To wartkest
problem it needed to be broken down into its component pieces, the pieces

repaired, and thmachineput back together again.

Today board members need a paradigm shift from Newton’s theotieto
fundamentals of Albert Einstein’s theory. Einstein proved Newtppispective
incomplete and introduced the world to quantum physics/mechanics, atans
molecules. Einstein'Theory of RelativityEinstein, 1961), explains time and
space, and the notion of the observer and the observed (being pdratobne
sees). Simply stated the Theory of Relativity is thatyghieng has an effect on
something else. Nothing is done in isolation as everything is linf&ds is in
harmony with Aristotle who introduced the idea thatwimleis greater than the
sum of its parts. Hanson (1995) adds that to view the world througletis
clearly illustrates a cause and effect relationship andthiegparts can have a
causal effect on each other. This was discussed in Chaptewi@mediscussing

systems theory (Section 1.5.1).
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Therefore one can conclude, when the theories of Salk, Woods, Hanson, Shaw
and Einstein are considered, that every choice or decision &odireakes, and
follows through with, will have consequences for the company.n Hvthese
consequences are not immediate, they still affect the varammspany
stakeholders at some stage. Thus, to assist the diractiwes decision-making
process, in accordance with the governance defini{ibiag governance can be
viewed as a vehicle for decision-makintpere is the need faontrols to guide

the decision makers’ decisions so that the desired outcomes détisions are

achieved.

2.3 CORPORATE GOVERNANCE AND CONTROL

An important component of corporate governance is control. If dioesiger or
govern, one controls the direction of the company. This leads teettiesection
on the details of the corporate form and responsibilities of th@ &tsl the board
of directors. Agency Theory is discussed as it highlights ehélicts of interest
that exist in the modern corporation. This section concludes byngrthat the
current governance structures have failed and increased conml a

accountability is required.

2.3.1 The Corporate Form

The corporate form was created as an entity that could outlivefaisymembers
and the board structure was established by law as a vehicle uce ets
continuity and to fix a locus of responsibility for control (Zald, 196%he board
is generally viewed as fulfilling its formal responsibilitiesupported by the
legalistic argument, which indicates that directors mustroeses reasonable
business judgment in the interests of the shareholders whilenreghéoyal to
the interests of the company (Budnitz, 1990). Although the lavs ghe board
the formal power to control the company, it provides no specifibogetio do so
(Carpenter, 1988; Ong & Lee, 2000).

3C



Chapter 2: Corporate Governance

The method whereby the board then chooses to exercise itsl fpomar to
control the company is through the appointment chgentto run the company,
i.e. the Chief Executive Officer (CEO) (Eisenhardt, 1989; eker& Meckling,
1976; Spatt, 2005). The CEO then develops a system of managhnogigh

which decisions are made and carried out.

Nevertheless, regardless of the method of management and caieotsard
retains its formal authority over management andresponsible for the
company’s conduct and performance (King Il Report, 2002; OECD, 2004;
Tricker, 1994). To emphasise the point: the day-to-day responstbibifie
managing the company are left to management; however, thre be@ins
ultimate authority and responsibility for the company’s perforragftowerday

& Von Solms, 2005b).

It should be noted that the company exists as an entity to provide &
stakeholders (COSO-ERM, 2004). If the company does not add vahie thie
value chain, market forces will eliminate the company frame thain.
Furthermore, it is stressed by Donaldson (2005), the chairman &etheities
and Exchange Commission (SEC) in the USA, that capital leédlénvironments
that are unstable or unpredictable and that investors mustsqeed that
companies are living up to their obligations. Hence, the bogether with their
system of management are requiredctmtrol the company’s activities and
provide value to the company stakeholders, demonstrating thabthegany is

living up to its obligations.

2.3.2 The Board of Directors

Boards are generally composed of a chairman and three typeseofodir
including the managing director, non-executive directors and exeadlitectors.
The managing director of the company is often the CEO and sorsetitae
chairman. Non-executive directors are considered independent GEBeand
therefore more objective in decision-making (Cadbury, 2002, p.50; King
Report, 2002, p.57; OECD, 2004, p.58). The final category, executaetais,
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is a category of directors including current or former memb&rmanagement,
and is generally thought to lack objectivity or power to challetige CEO
(Bradshaw & Jackson, 2001).

One of the board’s roles is that of monitoring the actions oCE® (Walsh &
Seward, 1990). Internal control mechanisms include the monitoring of
managerial behaviour by the board of directors and incentive aligrimeugh
such things as performance-based compensation. Boards of directors a
designed to give permanence to the oversight of management, gtcansed

by agency theory Having effective boards of directors to oversee the invergtm

of shareholders’ money is essential for investor confidenebldbce & Gillies,
2003). Accordingly, one concludes that the board has the respaysioili
controlthe CEO and management so that the company’s desired aed agom

objectives are achieved in harmony with the boundaries and rules set

2.3.3 Agency Theory (the Principal and the Agent)

As noted earlier, conflicts of interest exist between tlagious company
stakeholders. This was highlighted as early as 1776 in thetami& writings of
Sir Adam Smith (1981, p.741). He cautioned that directors anageas of other
peoples’ money (investors’ money) rather than their own moneyith Srarned

that it cannot be expected that directors look after the money asertiisly

and with as much vigilance as private partnerships or individuatsh over

their own money.

Whilst this discussion of corporate cont(pbwer and accountabilityjoes back
to the emergence of the publicly owned company, however, and asdpoutite
earlier, the research on corporate governance is more rebtogt reviews of
corporate governance trace the origin of the field back to tik @f Adolf Berle
and Gardiner Means in 1932 (Berle & Means, 1967). Berle and Meacsdpl
the problem of the separation of corporate ownership and managartedl at
the centre of the discipline. This development has placedldssicprincipal-

agencyproblem at the forefront of most researchers’ concerns.
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Since the company’s share price is normally related to aoy’s performance,
the return to investors is dependent on how well a company is ethnag
company’s professional managers serve as agents for sharehnideraking
decisions that are supposed to maximise the company’s vaheeseparation of
ownership (investors) andcontrol (managers) can result in agency problems
because of conflicting interests. This is not too dissintibathe East India
companies which illuminated the governance issues of contouifliating

interest and opportunism four hundred years ago.

Managers may be tempted to serve their own interests rdtherthose of
investors who own the company’s shares. Investors rely on the lbbard
directors of each company to control and ensure that its managé&e decisions
that enhance the company’'s performance and maximise the phase
Therefore, the board of directors is charged with representiegnvestors’
interests and at the same time remaining loyal to the com{Barmnitz, 1990).
An example of a conflict is when the investors may want geladividend
payout which may not be in the company’s best interest or the aisestnt
larger bonuses yet the company’s share price and performangehava
declined. This could be because the various parties are seekirgtesimor

rewards?

This is why fairness, accountability, responsibility and trarespar, which are
emphasised by the King Il Report (2002), are of such importafdditionally,
the point Shaw (2003) makes that directors need to see further dolwethad
anticipate what the outcomes of their decisions maydoe-diligence) is of
utmost importance. Once again this links back to the control tagpebe need
to assist in controlling the decision-making process so thatetfieed and agreed

upon objectives are achieved.
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2.3.4 Failure of Current Governance Control Structures

From this literature survey it has been found that studies hagested financial
markets reward companies with strong monitoring, control and goaatrggnmce
mechanisms. The same studies have shown that the finaranikdtsn punish
those with weak ones (Bai, Liu, Lu, Song, & Zhang, 2004; King pdre 2002,
p.12; Westphal & Zajac, 1998). The literature on corporate gaveengperates
on the premise that agency problems inherent in modern compamielseca
minimised by the use of appropriate control and monitoring mecharasmsn
turn, should lead to desired behaviours and higher performancesh&ide
1989; Jensen & Meckling, 1976; Spatt, 2005). Much of the existing cbsear
corporate governance has taken this efficiency oriented #ikspewhere
governance structures are chosen as contracts that minfioike potential
agency costs (i.e., costs associated with conflicts ofeisttdretween owners and
managers) and the costs associated with the use of internall goetthanisms
(Zajac & Westphal, 1994).

However, with the sheer number of blatant transparently poor dlegiskhibited
by many company executives and directors and the systematicedaitdr
governance structures in cases such as: Enron, Parmalat, WyetnlCom,
Arthur Andersen, Computer Associates, Global Crossing, Lucent dlecfies,
Adelphia, Xerox, Saambou, Labat, Bearings Bank, Halliburton, KP&Kna
Aviation Oil, Merrill Lynch, Disney, and Ahold to name just a fesuggest the
use of poor judgement and lack aiie-care Due care is defineths the care
that a reasonable man would exercise under the circumstaresé Legal
Dictionary, 2005)or the conduct that a reasonable person will exercise in a
particular situation, in looking out for the safety of other parijleaw.Com

Dictionary, 2005a). Due care is a way of testingeifligencds present.

The following is a list illustrating more detailed exampbéghe failures in the
corporate governance structures in recent years:
An investigation of Enron uncovered multipl®ff the books”

transactions with related entities, risky accounting practices
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excessive compensation, and financial ties between the mapdrity
outsideboard members and the company (USA Senate, 2002). Enron
was also named America’s most innovative company by Fortune
Magazine for six consecutive years and then suddenly and in only 46
days, Enron’s share price fell from US$90 to 30 cents per sh#ne as
accounting scandals were discovered (Gilbert, 2006).

Dennis Kozlowski, former Tyco CEO is currently on trial for
allegedly defrauding the company’s shareholders out of US$600
million together with Tyco’s CFO, Mark Swartz. This includes
US$2.1 million birthday celebration for Kozlowski's wife on the
island of Sardinia (Jurors see tape, 2003; Lowenstein, 2003a).

Dick Grasso’'s US$139.5 million pay package at the NYSE
(Lowenstein, 2003a; Tully, 2003). While the exchange requires
NYSE companies to follow SEC regulations by fully disclosing the
pay of its top officers, the NYSE kept its boss’s huge congimmsa
total secret, even from the SEC and the owners of the NYSE.

Many executives of the over-valued telecommunications companies
cashed in over US$6 billion in the year 2000 yet they touted the
sector’s growth potential just as it was about to collapse (Q2804,
p.15).

WorldCom’s board signed off on financial statements that had
overstated profits by US$7.1 billion between 2000 and 2003. Clifford
Alexander Jr., who left the board in January 2002 after missilig ha
the meetings in 2001, is chairman of Moody’s Investors Service,
which failed to downgrade WorldCom bonds until April 2002
(Clarke, 2004, p.16).

Parmalat's shares were suspended in December 2003 aftasit w
found that the directors were hiding Euro14.5 billion losses‘ioke

in its books”and the company was actually insolvent (Parmalat sues,
2005).

The 1998 Russia / East Asia / Brazil crisis. The ckaswn as the

East Asia crisis highlighted the flimsy protections investors
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emerging markets have. It is no coincidence that corporate
governance reform in Russia, Asia and Brazil has been a titypri

for the OECD and World Bank (Iskander & Chamlou, 2000).

Merrill Lynch, one of the world’s largest stockbrokers, agreegay
US$100 million to settle a claim and agreed to reform after its
analysts were caught persuading customers to invest in Inséarets
they knew were worthless. This was done to bolster the company’s
revenues and their own commissions (Hodge, 2002).

Saambou, one of South Africa’s largest banks, was placed under
curatorship and then bankruptcy in a surprising move amid
allegations of fraud and insider trading by directors; the in\astig

is still ongoing (Mittner, 2003; Mittner, 2005). The total sum of
money involved in the alleged offences is R640 million. Theethre
co-accused are De Clercq, the general manager, along wibriyty

and Edwards who were both executive directors (Saambou execs,
2005).

It is estimated that Russians paid US$316 billion in bribes ticgyol
licensing bodies and state inspectors during 2004 (Bribery in Russia,
2005). The article succinctly sums the situation up by stdtiviten

the bureaucracy isn’t controlled it starts to earn for itself”

The African Union claims that corruption is rife within Afrieand

that both public and private sectors are involved. It is estichthat

as much as 25% of Africa’s gross national product or $148 billion is
lost per annum to fraud and corruption (Corruption costs, 2006).

Gary Smith, CEO of Ciena Corporation which supplies
communication and networking equipment, received compensation of
US$41.2 million for the last four years. However, the company’s
shareholders wealth has virtually been obliterated — losing 93% of the
share value during the last four years. In the same period Wieere
CEO was paid a fortune, the investors have lost almost afl the
money (Brush, 2005).
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These have just been a few examples to illustrate the graivihe situation.
Phillips (2003) claims that the mentality of greed gavehadikes of Enron and
WorldCom. He goes on to illustrate how the ten highest compensatedtiges

in the USA had an average annual compensation of US$3.45 millid@8ih;
however, in 1988 the average annual compensation for this group haddctombe
US$19.3 million. In 2000 it had soared to US$154 million per annum.

It appears that many members of executive management aniodnd of
directors have wilfully breached their fiduciary duties in esrdo defraud
investors for personal gain. Thapportunisticbehaviour allowed them to profit
greatly by engaging in unethical practices, and thus ma&ggaed, which
caused the governance structures to fail (Charan & Useem; RO@2nstein,
2003b; Nisenzoun, 2004; Smith, 2005). Alan Greenspan (2002), Chairman of
the US Federal Reserve Bank, referred to thi$rdsctious Greed”

It is clear that the existing efficiency based explanatiorogdorate governance
failed. These failures includethuditing lapses, hiding loans or losses, insider
trading, and inflating revenue(A Question of, 2002). Additionally, there are
information security breaches which companies have attempted tolcand
mitigate to an acceptable level for decades; however, thedeave been on the
increase. According to a survey by the FBI in America, 90%aeaif respondents
had detected information security breaches within the previeelvd months
(Stair & Reynolds, 2006). Consequently, one can conclude thatdiisprgood
governance today, increased accountability and transparencyaphabust

system of controls is required.

2.4 THE REACTION TO THE CORPORATE GOVERNANCE
FAILURES

This has had an adverse effect on company investors (the owndhe of

company’s shares). Many investors have disposed of their Snadethis has

affected the companies’ market capitalisation. In faatkstoarkets across the
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world plummeted in the early part of this millennium. For exampie,
NASDAQ’s combined value from its high point to its lowest poirdpgred by
77.8% (Walker, 2003). Company investor confidence (stakeholder confijdence
is slowly being restored; however, it is still below the highghe year 2000.
This section highlights the effort by governments, regulators aofgsional
bodies to restore stakeholder confidence. In addition, the sectioludes with
a discussion on financial reporting which has been at the cohe governance

failures.

2.4.1 The Spawn of Corporate Governance Codes

In an effort to minimise future corporate governance failutesret has been a
plethora of laws, guidelines, codes, principles, standards agdlatiens
spawned. From this point on these collectively will be refetoealscodes A
natural question to ask then is why codes imposing particular governanc
boundaries and rules (required by stock exchanges, legislaturess oourt
supervisory bodies) are necessary? This question is peculardeeit is in the

interest of companies to provide adequate protection to shareholders.

Becht, et al. (2002, p.21) claim mandatory governance boundarigsilaachre
necessary for two main reasons; firstly, to overcome thesatde action
problem resulting from the dispersion among shareholders; secondly,ut@ ens
that the interests of all relevant stakeholders are repies. After reading a
number of these codes it is quickly revealed that their domiicanis is on
boards and board related issues as well as responsibilitieshéhatirectors

should be addressing.

From the literature survey it was found that the publicationhef €adbury
Report and Recommendations (1992) in the UK spawned the proliferation of
codes. This list is far from inclusive and is continuously grgwhowever, it
does include:

The King | & Il Reports (1994 & 2002, South Africa), OECD Principtds

Corporate Governance (1999 & 2004, thirty countries are members of the
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OECD), Vienot Reports | & 1l (1995 & 1999, France), following Cadbuarthe

UK there was amongst others Greenbury (1995), Hampel (1999), Turnbull
(1999, 2005). The USA has legislated corporate governance witlathangs-
Oxley Act of 2002. A comprehensive list obdesfrom across the world is far

too numerous to list in this research project (see the EQGikt, n.d.).

Compliance by companies to the applicabteleshas become a focus area in
recent years. Since members of the board of directoistterapting to improve
their governance structures by complying with these codese ties been a
noted increase in focus on financial reporting and the controls surrouh@ing t

financial processes.

2.4.2 Financial Reporting

Many of the accounting irregularities and scandals that enaolegbanies to
vastly overstate their earnings and hide losses often endergey economic

downturns: as J. K. Galbraith (Cornwell, 2002), the eminent detitarvard

University professor once remarkétgcessions catch what the auditors miss”
However true this statement is, it has proved to be too $ateisacomparable to

closing the stable door after one realises the horse has bolted.

This has led to a loss in stakeholder confidence in the board ofadgeand the
auditing profession in the domain of company financial stateméirits. current
system of controls and assurances has failed because indepesglgances are
provided ex post and are historic (Flowerday & Von Solms, 2005b).
Consequently, by the time all the stakeholders have the indeypeade
objective assurances from the auditors as to the condition ahfibrenation
presented in the company financial statements, the irregedaand scandals

have occurred and it is too late.
In addition, the directors and managers make decisions inmeaks business is

conducted in real-time and the information they base their decisions

provided in real-time. Therefore, there is a need to proasdeirances in real-
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time (Alles, et al., 2005; Flowerday & Von Solms, 2005a; Onid&)3).
Without real-time assurances they could unknowingly be steering anchgaye

the company in the wrong direction. Therefore real-time assesandl help
identify intentional and unintentional errors when they occur and not months

later.

An American response to the lapses in corporate governanceshéisden the
influential Sarbanes-Oxley Act of 2002, which was passed in amgttto help
restore investor confidence. The Act further aims to enhamweorate
governance and strengthen corporate accountability. This Atigesasthe most
significant piece of securities legislation passed in tB& dince the securities
acts of 1933 and 1934 (Donaldson, 2005; Morrison, 2004). This Act, as with the
Basel Il Accord for banking, augment the need for systems efnait and
disclosure controls on financial and operational processes. Th@@Q2, p.1)
states that it isto protect investors by improving the accuracy and reliability of
corporate disclosures made pursuant to the securities laws, and for other

purposes”.

This represents a shift from disclosure-based legislation de nransparent
substantive regulation of procedures, processes and practicess(vip@D04).
Disclosure requirements in the past have required that comgmautiksh audited
financial accounts and they are to report market sensitive iafamimto their
investors in a timely fashion (Lundholm, 1999; Pitt, 2002). Substantiv
regulation goes further and requires that the law governs aghtsbligations of
those subject to it. In addition, it establisipemciplesand creates and defines
rights limitations under which one is governed (Morrison, 2004; Pa02;
Law.Com Dictionary, 2005b).

The Sarbanes-Oxley Act establishes requirements for theiSH® USA to

establish rules to which public companies comply. Among thess ahd

safeguards are the following important points relevant to thésarel project:
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The CEOandCFO are to certify the company’s internal controls over
financial reporting (Section 302 of the Act). Note that it is jnet

the figures in the financial statements, but also the contres the
financial reporting processes. This section ensures that the
responsibility and accountability is shared by the very top of the
company.

Auditorsandmanagementin their assessment of risks, are to certify
the adequacyas well as evaluate and report on #igectivenessf
internal controls over financial reporting (Section 404 of the Act).
There were 582 companies which mduaeakness and deficiency
disclosures” during their 2004 filing of financial statements in the
USA (582 weakness, 2005). The majority of these disclosures,
50.1%, were related to financial systems and procedures.

“Material changes” are to be disclosed to the public on a real-time
basis. This is broadly defined as all significant interoakl| design

or operational deficiencies that could adversely affect the texpor
financial information and is to be done for the protection of itores
(Section 409 of the Act). It is expressed that this be caoueadn a
“rapid and current basis”. There are those who stress that this
section is of utmost importance to the investor and thatlicreate a
challenge for thdT community to comply with as this requires a
dynamic risk monitoring framework (Emery, 2004; Morrison, 2004).
As emphasised, real-time reporting requires real-time asseira
(Alles, et al., 2005; Flowerday & Von Solms, 2005a; Onions, 2003).

Non-compliance to the Sarbanes-Oxley Act for companies listedSstock
exchanges results in significant penalties for CEOs and CH@$yding
monetary fines and/or imprisonment. The USA is not alone in rgassi
legislation in an attempt to improve stakeholder confidence ianatove
corporate governance. As highlighted, the world securities tsartkave

recognised the need for reform.
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Donaldson (2005) stated that the standards everywhere are bedujtoagnsure
that the investors have the protection they need and deserve.is Hvident in
regulations similar in nature and intent to the Sarbanes-OAlgty being
considered and passed in many countries, for example, South AJacada,
Australia, Singapore and the European Union. The various codes, mcludi
legislation, are to ensure that the information found within financial
statements is botleliable and accurateand can bevalidated by the auditors.

This stresses the importance of having current and correct etiorm

2.5 INFORMATION AND CORPORATE GOVERNANCE

“Information is the oxygen of the modern agéRonald Reagan, past President
of the USA; 1996). The world has moved into théormation economyan
economy based on the exchange of knowledge and services rather thaal physi
goods and services (Australian Government, 2001). Reliable andate
information has truly become crucial to effective decisiakimg and meeting
company strategies and objectives. This section examinesnation assets,
followed by information security and information integrity as int@ot aspects

of corporate governance.

2.5.1 Information Assets

Information held by a company’s information systems is among the& mos
valuable assets in the company’s care and is considered alcrégource,
enabling the company to achieve its objectives. Accordinglg, stressed that

IT products or systems ought to perform their functions whilst estegc
appropriate control of this digital information and to ensure itosepted against
accidental or deliberatdisseminationmodification or loss (Common Criteria,
2004; Ward & Peppard, 2002). The NIST 800-53 Publication (2005) includes in
its assessment of risk a more holistic definition, whicHuihes access use

disclosure disruption,modification anddestructionof information.
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In fact, it has become so important to protect a company’s digf@mation
that the board itself has a fiduciafguty of care” to ensure that information
assets are properly protected (King Il Report, 2002; Sullivan, 200bll
Report, 1999). In addition to due-care, there is the legglonssility of
compliance with laws and regulations (Westby, 2004). If the nmédition
becomes compromised in any way, it will affect the decisicasedb on this
information and undesirable outcomes from those decisions may osauotéal

in Section 2.2.3 discussing cause and effect). This would leadheyative
perception of thevalue of the information held by the company’s information

systems.

The Brookings Institute’s research and Baruch Lev’'s analysiseobtandard &
Poor’s 500 companies (Lev, 2001) suggested that by the late 1990€rageav
85% of the market value of companies resided in intangible afsetsds,
reputation, information, human capital)‘the largest part of those intangibles
being informatioi. The remainder of the company’s value, approximately 15%,

resided in tangible assets (fixed property, factories, ved)icle
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Figure 2.2: Percentage of Company Market Value Related to Tangje and
Intangible Assets(Brookings Institute & Baruch Lev’s Analysis)



Chapter 2: Corporate Governance

There has been a significant shift in the valuation of compdnien the early
1980s to the late 1990s as the world has advanced into the informatmmgco
as shown in Figure 2.2. One of the driving forces behind this ishiftarket
valuations of companies could be the need for increased investmientrzerce.
However, regardless of what the driving forces may be, risure that
information retains its worth it needs to be secured and the nsed to have
confidence when basing their decisions on the information (Flowekdegn
Solms, 2005a).

2.5.2 Information Security

As explained by Flowerday and Von Solms (2005aformation security is an

all or nothing proposition” For example: are the horses in the field 75%
secured if a fence exists only on three of the four sides? Obyibeshorses are

not secured. In securing information assets and conducting business
electronically, information security is raised from a techhissue to a business
issue (Dang van Mien & Green-Armytage, 2002). This accersttiateneed for
“embedding risk and controltithin the culture of the company (Wilson, 2002).
Ultimately the board of directors should ensure that manageta&e the

necessary steps to protect the company’s information assets.

In accordance with the above statement, information seda#yin fact become

a corporate governance challenge and therefore requires all ieweis the
company to be conscious of the vulnerabilities and risks facing dimpany
(Conner & Coviello, 2004; Conner, Noonan & Holleyman Il, 2004). This has
been heightened by many governments around the world passing neatitagis|

concerning the safety of information.

The objective of information security ithe protection of the interests of those
relying on information”(Horton, et al., 2000). To illustrate the importance of
this, the AICPA’s (2005) Top Technologies Survey showed that forthird
consecutive year America’s number one technology concerinfgrihation

security”.
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The NIST 800-53 Publication (2005) points out that information security is
preserving thavailability, confidentialityandintegrity of the information system
resources. This is in harmony with ISO/IEC 17799 (2005), which sexsea
sound security standard for many companies. ISO/IEC 17799 has atfamm
integrity as one of the three central pillars of securing corporateniation
assets along witlconfidentiality and availability. It is also stated within this
standard that assurance is attained through controls that maageeates and
maintains within the company. Therefore, companies today haystam of
internal controls that help mitigate the risks to an acceptabé when securing

their information assets.

Thus, it is imperative that the information the board and gemant base their
decisions on igeliable andaccurate If the information has been tarnished, it
will affect the decisions based on that information and tberehe outcomes of
those decisions. In addition to the board and management being rbkptorsi
the outcomes of their decisions (consequences), they must ensaocenteny’s
information is secure and protected in a controlled way. Héinttes directors
are to be found practising good governance, they will ensure theat

management of the company protects the information assets.

2.6 CONCLUSION

From the literature survey, it has been noted that there hasabeexplosion of
research on the topic of corporate governance in the past twaededédhere is
one point on which most researchers agree, it is that corpare¢engnce is a
pillar of wealth creation and is the responsibility of the Hazfrdirectors. The
Asian and Russian financial crises of 1998 or the recentpselaof companies
such as Enron, WorldCom, etc. have highlighted the fact that pocororpt

corporate governance practices worsen investor confidence.
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In addition, the literature has shown that CEOs at themsk the booksin order
to support share prices and their own bonuses. This is a majoctohititerest
and a principal-agency problem. It has also shown that boardseofals are
weak and ineffective monitors of managers. This board weakiasssalled for
additional mechanisms for monitoring and controlling managementaule of
the governance failures, there has been a plethaadesspawned in an attempt

to protect the investor and help restore stakeholder confidence.

The literature survey has also revealed the importance of sauthdsecure
information assets. It is of utmost importance that the finhimtformation is
reliable and accurate and has integrity so that the decisiassed on the
information are sound and enable the company to achieve its wbgectiThe
decision makers need to make decisions confidently, knowing that thieg
‘steer and govern’uncertainty is at an acceptable level and there are coimtrols

place to guide them.

To restore stakeholder, in particularly investor confidencet treeds to exist
between the stakeholders. The investors need to trust the nseohlbee board
of directors to presenteliable and accurate information in the financial
statements. In addition, as required by the codes, increasephiemsy and an
adequate system of internal controls is required. The conceptsbf risk and

uncertainty reduction will be discussed in the next chapter.
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RESTORING TRUST

“Ha, ha! What a fool Honesty is! and Trust his sworn brothea, very simple
gentleman!”
- William Shakespeare, (The Winter's Tale, act 4, sc)3, 1.

3.1 INTRODUCTION

When conducting the literature survey, it was found that thereamask of
research specifically addressing the concept of trust iorgorate governance
setting. This is especially so when focussing on financiatnmétion, the board
and its relationship with the various company stakeholders. Theydf has
been necessary to draw from the work in other research disciirmegend the
study of trust to this domain. When conducting this study, it fetsthat
uncertainty reduction, trust, risk and behaviour all contribute to gedee
understanding of the research problem being addressed. Additiotiady,
chapter argues that mutual assurances assist in buildstgtrd that information

security assists in safeguarding trust.

As discussed in the previous chapter, an important element pbrate
governance is the safeguarding of corporate information. Thesnes project
however, takes a narrower view and specifically focuses onmiatoon found
within the financial statements and the data that make upntbignation. It is
the board’s responsibility to ensure that this information is coemed that the
information’s integrity is intact, even though management may teethe

operations thereof. However, it has been shown that this s rudtethe case and
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the information does indeed lack integrity. This consequence Ha® lavo
interrelated problems. Firstly, a lack of stakeholder, asalhecinvestor,
confidence exists as a result of a lack of trust in the boldirectors in the
domain of financial reporting. Secondly, the decisions based omthisation
by the various stakeholders, including the managers, may bediawe to
substandard financial information.

The following facets of trust will be addressed in this chapteFirstly,
Uncertainty Reduction Theory and its relationship to trust. Theuskson
moves to what trust is, including a triad of elements thatitome to the concept

of trustworthiness (Mayer, Davis & Schoorman, 1995). Does onethrisither
party’'s Integrity? Does one trust them to haBenevolenc2 Finally, does one
trust theirAbility? The board of directors and those responsible for producing
the financial statements need to be perceived as trustworttig.highlights that
trust is domain specific; for example, one may have integuitd not ability.
Therefore, the board may be trusted in the domain of integrity/tyoroes not in

the domain of ability/competence.

Additionally and importantly to be discussed, is the relationshipvdmat trust
and risk and the effect it has on behaviour. Furthermore, trast ismportant
element of security and in return, security helps safeguard tidbat is more,
trust and controls are both needed to establish confidename I€onsiders that
an important part of the communication process between the boartheind
investors, as to the state of the company, is via the fiabsizEitements, then it
becomes imperative that the information found within the firrstatements is
trustworthy. When decisions are based upon this information they mosidee
with confidence. Finally, several aspects are proposed @ hald and

safeguard trust.
This chapter contributes an important point to this research projée point is

that assurances are required to build trust and information seisuréguired to

safeguard trust (Flowerday & Von Solms, 2006). However, asswanoeded
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months after transactions occur, are not sufficient. Thereflarereduce
uncertainty, as discussed in the Stag Hunt game (game thassyyances are
required in real-time. These assurances need to confirnthanhformation

provided is botheliable andaccurate

3.2 UNCERTAINTY REDUCTION THEORY

Situations arise where stakeholders, including investors, netedstathe board
of directors in the domain of financial reporting. Financitesnents are
approved by the board of directors and compiled by company staff members
responsible for preparing the statements on behalf of the comptowever, the
problem is that these formal company financial statemeatpraduced months

after the transactions have occurred.

In addition, the stakeholders, including managers, make decisised ba real-
time financial information they receive on a regular bas@nfrreal-time
accounting information systems. These decisions are made wabksutances
as to the condition of the information on which they base their decisigas
they are held responsible for the outcomes of these decisions. thitrefore
important to note that the various stakeholders may not be afdn@v often
they make trusting decisions, based on current/real-time infamavithout
assurances. As stated, the assurances are often provided rafiathshe
transactions occur and due to this, the level of uncertaifdgtafthe decisions
made. Uncertainty reduction and perceived trustworthiness agbr@sondition

of behavioural trust, which involves risk in a vulnerable situation.

3.2.1 What is Uncertainty Reduction Theory?

The original Uncertainty Reduction Theory by Berger and Calabdmsesed
exclusively on the potential influence of uncertainty and thduction of
uncertainty during the beginning of a relationship (Sunnafrank, 1986). The
theory revolves around reducing uncertainty and increasing predigtaibut

the behaviour of various parties. Berger and Calabrese (1975) sisgphizat
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through communication and the exchange of information about each party, a

decrease in uncertainty occurs.

According to Berger’s definition (1987, p.41) uncertainty about the ptty is
the “(in)ability to predict and explain actions”. Even though their study dealt
with individuals and their behaviour, the principles are relevarthé board of
directors and their relationship with the various company stakeisold&he
reason for this is the various stakeholders, especiallytorgeslo not wish to be
caught off guard, but need to have reasonable assurances thakfpegitations
will be met. Uncertainty is reduced by generating and confirmneglictions

and verifying explanations for behaviour (Berger & Calabrese, 1975)

Thus, the basic premise of Uncertainty Reduction Theory, if oneeapfiie
principles to the various company stakeholders, is that it atetopteduce
uncertainty and to increase predictability about each party’s behaviour
Gudykunst (1985) emphasised that the ability to verify the other’svimeia
alleviates anxiety and vulnerability brought about by high unceytaimhis line
of reasoning is based on the argument that if the parties dafidence in their

ability to predict the other’s behaviour, feelings of vulnerabilitll exist.

This suggests that uncertainty can only be reduced by informatimadshalso
that knowledge as to the condition of this information will affebe
(un)certainty level. To tie this in with predictability, e@mann and Reynolds
(1990) conducted a series of experiments on uncertainty provokingosigja
and found that when the target’'s behaviour became more deviargvéieof
uncertainty increased. Therefore, it can be assumed thattivadooard reaches
a certain level of predictability regarding the quality mfbrmation found in the

company’s financial statements, uncertainty should reduce.
To continue with this line of thought, if others positively confimne’'s

predictability and expectations, such as auditors that provide indeyiesuoie
objective assurances, an outcome such as trust is likely tetdlglighed. The
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various company stakeholders would receive independent assurhatéisetr
predictions are correct and the board would be shown to be trustwarthy i
providing sound financial information. Hence, this has a natunalllary to

examining the relationship between uncertainty reduction and trust.

3.2.2 Uncertainty Reduction and Trust

In general, trust is defined as a psychological state comptisenghtention to
accept vulnerability, based upon positive expectations of the ioenor
behaviour of another (Rousseau, Sitkin, Burt, & Camerer, 1998).t @tss
refers to the notion of the degree one risks: this risk idigated on the belief
that the other party is beneficent and dependable (Johnson-G&oByeap,
1982). The notion of trust, according to Mayer et al. (1995), istthstt is the
willingness of a truste@he recipient of trust or the party to be trusted, i.e. board
of directors)to perform a particular function important to the trugtbe party

that trusts the target party or the trusting party, i.e. investor

If no uncertainty exists between two parties, it indicatesrthaisk or threat will

be found in future interaction between the parties (Pearce, 1974perfAct
world does not exist and nor does perfect competition, it is therafgrossible

to have absolute uncertainty free interacti@m other words, a degree of
uncertainty always exists)Both the board of directors and the various company
stakeholders should consider this. If one party perceives high aincgtbward

the other party, they feel vulnerable. When the perceived naldii¢y is high,

no basis for the development of trust will be established ¢Eed974). To
prevent generating a vulnerable position (as with uncertaihiy)trtistor should

have some confidence in the predication of the trustee’s behaviour

Without a certain degree of predictability, a party has reicbassumption of
how the other party will or will not utilise their trusting bel@awi (Pearce,
1974). When one party is able to predict, to a degree, the mng’s future
actions, this leads to a decrease in one’s perceived vhilitgré&isk is perceived

to be reduced). Therefore, uncertainty reduction is a necessadition for the
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development of trust. One party’s predictability about the othety phould be
increased, thus reducing uncertainty via communicating (producivandial
statements for the various stakeholders) with each othea r@sult, and based
upon prior experience, when uncertainty is reduced, perceived préeictabi
should increase and vulnerability will minimise (Flowerday & Voaln$s,
2006).

3.3 THE THEORY OF TRUST

Without choking on the plethora of academic, theoretical and even Hiebata
realms of trust, a few points will be covered that addreseetkgant trust issues
pertaining to this study. Trust should not be left in the domain ¢dguphers,
sociologists, and psychologists, but also needs to be addressedtigrating

to practise good corporate governance. Can there be any doubtirthedsia
accountability, responsibility, and transparency (King Il Rep@Q02) are

components that contribute to the building and safeguarding of trust?

Trust is not something that simply happens. It is fragileremaasily measured
or identified (Handfield & Nichols, 2002). Neither is it anyeasncept to define
accurately as there are different views and opinions of trfidtust is defined
too narrowly, it may not cover the topic holistically enough. Caselgr if trust

is defined too broadly, it becomes an excuse for a host of problems.

Figure 3.1 is a proposed model of trust of one party for anatiech highlights
the elements of trustworthiness by Mayer et al. (1995). Tldemillustrates
that the level of trust and the level of perceived risk intwason will have an
influence on risk-taking in a relationship. The facets tHatathe risk taking in
a relationship according to this model are influenced byTthstor, the Trustee

andPerceived Risk

The trustor will be influenced by their own propensity to trust amgihgy. The

trustor is said to be influenced by how much trust one has for adrpsbr to

52



Chapter 3: Restoring Trust

information on that particular party being available. Propgngill differ in a

party’s inherent willingness to trust others (Mayer, etl#l95).

The Trustee is said to be trustworthy if they demonstdiity, Benevolence
andIntegrity. Mayer, et al. (1995) stress that these characteridftitse trustee,
will lead to the trustee being more or less trusted depending onatii®ns.

These characteristics are important if researchersoaumderstand why some

parties are more trusted than others.

Factors of Perceived
Trustworthiness

Perceived Risk

Ability

Risk Taking in
Relationship

> Outcomes

Integrity

e B lence \W> Trust

Trustor's Propensity

Figure 3.1: Proposed Model of Trust(Mayer et al., 1995)

OnceTrusthas been established, between the trustor and trissgéeTaking in

a Relationshipwill be influenced by theéPerceived Risks To emphasise this
important point:“trust will increase the likelihood of risk taking behaviour”
(Mayer, et. al., 1995, p.726), risk taking behaviour being “thehavioural
manifestation of trust” Whether or not a specific risk will be taken by the
trustor is influenced both by the amount of trust for the trustek by the
perception of risk inherent in the behaviour. Th#&comegor consequences) of
risk taking in a relationship will lead to the updating of priorcpgtions of the

trustee’s ability, benevolence and integrity.
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3.3.1 Trustworthiness

The model or a conceptual view of trust proposed by Mayak. €1995) will be

applied to the board of directors and the various company stakeholdetisis

model, the three elements that help to create and definstavdrthy party are
discussed. These elements ahetegrity, Benevolenceand Ability. This

perception of trust can be applied to corporate governance in theifajlowy:

Integrity -based trust refers to whether the directors are honest and fair
and not“fudging the numbers”(Fleckenstein, 2005). Some scholars in
their research have used the wagpdsdictability or reliability in place of
integrity (Ratnasingham & Kumar, 2000; Mishra, 1996). Uncertainty
Reduction Theory uses the woptedictability.

Benevolencebased trust implies that the directors would be loyal and
keep the best interests of the various company stakeholderaratihd

not seek to be self-serving and opportunistic. Some scholars halre use
the wordsgoodwill or opennessn place of benevolence (Ratnasingham

& Kumar, 2000; Mishra, 1996).

Ability -based trust relates to the directaslgll level, for example, their
technical competence and understanding of information systems and
security. Some scholars favour the wooinpetenceather tharability,
however, very little difference is found in the meanings ofehavo
words (Abrams, Cross, Lesser & Levin, 2003; Ratnasingham &afum
2000; Mishra, 1996).

Perceived trustworthiness requires honesty and integrity. Tdresattributes
that a party needs to demonstrate so that when opportunitcéedtarise, they

will be turned down. As stated by Mayer et al. (1995), if the trustee had
something to gain by lying, he or she would be seen as less trustworthy”
Conversely, the more perceived benevolence and integrity found irtya the
more likely it will be to predict a favourable future outcome dorelationship
with that party (Larzelere & Huston, 1980).
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A party’s trusting behaviour is seen to be active if theg prepared to
voluntarily put themselves in a vulnerable situation in which dtter party
might actually cause them harm. In perceived trust, vulrigyailsi minimal and
limited, but trusting behaviour involves the voluntary action oking oneself
vulnerable to the decisions of others (Pearce, 1974; Rousseau, £994).
Therefore, behavioural trust requires an active process of puattiegelf in a
risky position. Hence, trusting behaviour involves the componenisagirtainty
and vulnerability, and they imply that one might lose by trusting atier
(Pearce, 1974). This is the case with investors trusting thrd bbalirectors to

make decisions that are in the investor's interests.

3.3.2 Trust, Risk and Behaviour

Besides behavioural trust, which is an active process ohguitieself in a risky
position, there is the notion that perceived trust and perceisiedaviil influence
how one will behave. Gefen, Rao and Tractinsky (2002) contend thaivyeetc
risk and trust will affect behaviour and this varies atedéht stages of a
relationship. Risk is dominant in the early stages of dioekhip and trust, in

long-term relationships.

A cause and effect relationship is applicable when considering thenoes of
decisions, as discussed in Chapter Two. Once again, this prircigevant
when one considers the cause and effect relationship bettmestnand risk’,
which has an effect omehaviour. This should not be overlooked when
addressing the research problem of this project. This corafeptust is
important because in order to restore trust, the perceivedhyskise various
company stakeholders, especially investors, need to be accomcttmat®id a

competitive course of behaviour.
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Figure 3.2 is a simple illustration of the trust, risk and bigha concept. Gefen
et al. (2002), from their research, have found that the riglepgon is more than
a mere“moderating influence”affecting behaviour (as illustrated in Figure 3.1
by Mayer et al., 1995). They claim that the perceived“risidiates” the effect
trust has on behaviour. This has proved to be the case betwedodrd of

directors and the owners/investors of a company as illustratedapter Two.

Trust Perceived Risk Behaviour

Figure 3.2: Risk Perception Mediates the Effect of Truson Behaviour
(Gefen et al., 2002)

3.3.3 Game Theory and Trust

Economists and mathematicians have used game theory in theioftaast and
behaviour. Various formal models have been proposed over thesy@ags/on
Neumann and Morgenstern (1964) first introduced game theory in 1944. These
formal trust models based on game theory consider how players eligcost

and can quantify how trust or mistrust can occur (Kimbrough, 2005phyur
1991). For the purpose of this study, the principles of two gamesbwill

discussed and the mathematical route will not be pursued.

Game theory involves the behaviour of rational decision makexgejsl), whose
decisions affect each other. These players could be the ngmpeestors and
managers, or any of the company stakeholders that may havectoanfl
interests. As emphasised (Hayes, 2005; Murphy, 1991), a crucialppe of
game theory involves the amount of information known about each othke by
various players. What the various players know about each oithdetermine
their behaviour. Also to be noted are thdes’ of the game (codes, regulations,

policies, etc. that the company needs to comply with).
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A classic example of game theory is known as the PrisonelésnbBia. There
are two prisoners in separate cells, faced with the dileofrméhether or not to
be police informants. Without further communication, the two ptaypeed to
trust each other to have integrity and to be benevolent. dll@ving are

possible outcomes to this scenario.

If neither become informants and defect, the police havdficisat or only
circumstantial evidence to convict them and therefore both rslageeive light
sentences. If trust is lacking and both turn and become inforrwaritee police,
through their defection both players receive heavy sentencemnelfplayer
defects and becomes a police informant, that player is seaffict the player that
did not defect is convicted and receives a very heavy sentenceo dine
testimony of the player who defected. The dilemma of the soehighlights
the issue of trusting the other player without continuous commumricatn the
case of this research project, the communication is thadialainformation of
the company. Is the financial informatiorfaar representationof the financial
position of the company or not? Are ttiweatsto the accounting information

systems adequately addressed?

As observed by Khare and Rifkin (1998), if the police tell theopess (players)
that the interrogation is ongoing and without a foreseeable gradtean emerges
and cooperation can become stable. This is the discovery oagtisé players
learn to trust each other over time and the risk elemeatliiced. If one applies
this model of trust to corporate governance it can be assumidvea time,
trust will be established between the various stakeholdersidingl the CEO,

the board of directors and investors.

Axelrod (1997) suggests that, with time, a pattern of cooper&i@re@viour
develops trust as in game theory. However, one could trustréeatis ability
(technical and information security capabilities), but not resrdg their

integrity because they may act opportunistically. This highdighat trust is
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more specific thafl trust the board of directors’ One should clarify what it is

that | trust the board of directors to do.

To explain this concept another way, an everyday example proposed by
Flowerday and Von Solms (2006) will be used. Note that trust isranaditive

and is rather domain specific (Zand, 1972). Example: one mightiserdr
colleague with $100 loan, but not entrust the same resource to tlestgoe!l's
friend whom you do not know. Trust therefore weakens as it goesgthr
intermediaries. Furthermore, to emphasise a related agpectnight trust a
colleague by loaning them $100, but not allow access to your bank account t
withdraw the $100 themselves. The second example highlights the rdomai
specificity of trust. One does not blindly trust, but one trugiaréy in a specific

area or domain.

To continue with the prisoner's dilemma, the interests of theemapre
generally in conflict. The dilemma comes from the fact thhoth individuals
choose the high-risk option (both remain silent), both individuals receivé/pos
outcomes, which is the ideal situation. If both choose the lowespsikn (both
confess), both receive negative outcomes. However, if one chtteshigh-risk
option and the other chooses the low, the former receives animasi positive

outcome and the latter a maximised negative outcome.

The cases of opportunistic behaviour, discussed in Chapter Twiheb@EO
and/or members of the board of directors have highlighted thidisituand it
has been to the detriment of the investors. The investorg ¢heshigh-risk
option and remained committed to the relationship and lost finan¢stire
prices went down). Many members of the board of diretdefected; choosing
the low-risk option and short-term financial gains by sellingrtisbiares or
overly stating the company profits so that they could receive twnuses.
Moreover, this illustrates that the investors lacked informmaiprivy to the
directors. The opportunity arose ftoheat’ and many of the directors took

advantage of the opportunity.
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Kydd (2005, p.10) sheds a different light on the Prisoner’'s Dilemnyoinging
out that, strictly speaking there is no uncertainty about motivatisrisehaviour
and that the dominant strategy is to defect. As a resukertaiaty is smuggled
in through the back door. He continues to emphasise ‘thdtust is

fundamentally concerned with this kind of uncertainty”.

Kydd’'s research discusses trust and mistrust, and claimsthibeg is no
uncertainty in the prisoner’s dilemma about whether the other wiefers to
sustain the relationship. He questions whether future pay@fsadmed highly
enough to make sustained cooperation worthwhile, or if they arehegpatties

will defect. He states that trust is therefore pertechonexistent. To model
trust in the prisoner’s dilemma one must introduce some uncertaititgy about
preferences or about how much the parties value future interakipad, 2005,
p.11). Applying Kydd's argument to the various company stakeholders
illustrates that there needs to bénen win’ situation for all. The information
one party has, also needs to be available to the other patesicts of interest

need to be avoided so that the benefits of opportunistic behaviomirdangised.

Another game theory game, tt&tag Hunt which is in harmony with this
research project’s proposed solution, is less well known than risen€r’s
Dilemma. Nevertheless, the Stag Hunt game is also knowheasssurance
Game. Assurance, being core to this study, heightens the importance of
understanding the principles of this game. An important point is ef de
thinks the other will cooperate, they also prefer to cooperéhis means that the
players with the Assurance Game preferences are trubjwoilydd (2005, p.7)
states:*They prefer to reciprocate cooperation rather than exploit itThis
conveys that it makes sense to reciprocate whatever you élpeaxther party to

do, trust or suspicion/mistrust.

The Stag Hunfassurance gamea$ about two hunters that can either jointly hunt

a stag (an adult deer/buck, a rather large meal) or individhalht a rabbit
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(tasty, but substantially less filling). Hunting a staggiste challenging and
requires mutual cooperation. If either hunter hunts a stag alonehdhee of

success is minimal. Hunting stag is most beneficial fergioup, but requires a
great deal of trust among its members. Each player benafgs if both hunt

stag, thus, by hunting stag together both players trust the cousyer-pdb do

likewise. Conversely, a player hunting rabbit lacks trust endbunter-player.

Deciding not to risk the worst outcome (not getting the staty) decide not to

trust the other player. Converselyf trust exists then risk can be taken”
(Kimbrough, 2005).

Cooperation is possible between trustworthy parties who know eachtother
trustworthy. This can be likened to the CEO, the board of dirgcand the
investors. They need independent and objective assurancdwtbitter party is
trustworthy and the information shared is not compromised informatiorthe
Prisoner's Dilemma, cooperation can be sustainable only if theerglacare
enough about future payoffs because they will fear that attempsploit the
other party will be met with retaliation (Axelrod, 1984). In fke&surance Game
(Stag Hunt), the level of trust one party has for the other padefyends on the
assessed probability the other party is trustworthy (Kydd, 2005).

Kydd (2005, p.9) adds that the minimum trust threshold will depend on the
party’s own tolerance for the risk of exploitation by the other sifie.consider

the situation of the CEO, directors and the investors, cooperaiEs to be the
overwhelming option to avoid cheating and mistrust. This leads toathe
elements of the trustworthiness model proposed by Mayer et al. (1985)
integrity, benevolence and ability are needed to demonstratés one
trustworthiness. The best option is clearly to demonstratevtribiness and
hunt the stag together, as this maximises the return on effokltemothes avin

win’ situation for both parties.

The stakeholders should have thigin win’ goal and develop cooperative

behaviour between them. The development of positive uncerteeduction
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should be the basis for engaging in cooperative behaviour. Wipgecea of
positive information (financial statements with assuranabelt the company is
presented, the uncertainty will be reduced, and as a resutthéimce of engaging
in cooperative behaviour will be increased. In contrast, wiigteer uncertainty
levels exist between parties, or a piece of information wuosfinegative
predictions, then the competitive course of action will more tlialyl be

adopted.

In a cooperative situation, both participants feel that they pmrceived as
benevolent. Therefore, in this case they can willingly pldeEmselves in
vulnerable positions (behavioural trust). Under this conditionvdhieus parties
are likely to establish or perceive a relationship of mutuadtt This again
highlights the point that the stakeholders need assurances tihérirstormation

found within the financial statements (validation by auditofBjlis emphasises
the importance of information security and that it should safeghamccuracy

(fraud) andreliability (confidentiality, integrity and availability) of information.

3.4 RISK, SECURITY AND ASSURANCES

As intimated, it is vital that positive predictability needsoccur for trust to
increase between the various parties (stakeholders). Therefoe should
ensure that through various security mechanisms, the informatiom fwithin
the financial statements is not compromised as this would haegadive effect.
The knowledge, via independent and objective assurances, thanatfor

security is adequate and the risks contained, assists in bulnlifigence.

3.4.1 The Dark-side of Trust: Risk

Queen Elizabeth®Lin her address to Parliament in 1586 concluded With:
trust | have found treason(Partington, 1996). At what stage of a relationship is
one relying on trust to the point that one is overly exposed to riek@erfect
competition, Humphrey and Schmitz (1998) contend‘ttisK is ruled out by the

assumptions of perfect information and candid rationalityHowever, they
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emphasise that, in today’s world the issue of trust existausectransactions

involve risk, as we do not have perfect competition.

Noorderhaven (1996) observes that, in the context of a transacticonstat, if
adequate security safeguards are in place for a transactjonaioead, then it is
not a trust transaction. However, if the actual informatiauisy safeguards
and controls in place are less than adequate, a trust-bésezhship is assumed
as the existence of trust is inferred. The assurances provydé#te auditors
should include whether the safeguards and controls are adequate amdnot
report (validation) on the condition of the information. This walldw a party
(trustor) to know how exposed they are when they consider if the othgr pa

(trustee) is trustworthy or not.

To expand on this, risk is present in a situation where the possiblegdamay
be greater than the possible return (Luhmann, 1988). Thereforeatad st
(Rousseau, et al., 1998jisk creates opportunity for trust”. This is in harmony
with Gefen et al. (2002) and game theory (Hayes, 2005; Axelrod, 1887)
postulate that trust camgrow and evolve over time. In addition, it is
acknowledged that trust is a neglected resource for economic devatopnake
that stable, clear and enforceable rules help to promote econem@tpiment
(Humphrey & Schmitz, 1998). These rules limit uncertainty andeherwease
the likelihood of trust.

It reinforces the premise that trust can decrease uncgreout the future and
is a requirement for continuing relationships where parties havetappi@s to
act opportunistically (Limerick & Cunnington, 1993). This is in agnent with
the theory that trust affects the trustor’s risk taking behavidlayer et al.,
1995). To summaris€ijf the level of trust surpasses the perceived risk one

would engage in the relationshigFlowerday & Von Solms, 2006).
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3.4.2 Trust and Security

As highlighted, trust is the positive view of risk exposure‘tasst is risk”
(Camp, 2000, p.2). Camp (2002, p.16) further advocates that‘tectimical
competence’and“good intent” are required to ensure security. She emphasises
that efforts at securing information systems should involve not att#ytion to
networks, protocols, machines and policies, but also a thorough understainding
how social agents (individuals and parties) participate in, andilwotetrto trust.
One can lose sight of the fact that conventional security technolbgy,

implemented perfectly, still does not equate to trust (KhaRaf&in, 1998).

An example to illustrate the point that Khare and Rifkin maké age were to
sign a legally binding contract (e.g. lease agreementjakem the transaction
contractually sound and secure. However, trust has not been stwtebliln
other words, even if the company’s system of internal contralddguate it may

assist in safeguarding trust, but it alone does not build trust.

Camp (2002) stresses th&ecurity is not a separable element of trustThis

statement is collaborated by Ratnasingham and Kumar (2000) asahind

that both trust and security-based mechanisms are classifieshfeguard
protective measures. They claim that these protectedunesgsrovide benefits,
such as efficiency and quality to business. Additionally, thpsavide

technological, organisational and relationship benefits to theusicompany
stakeholders.

This introduces the concept that conducting business electroniaéiyn the
information economy, raises information security from a techrigsale to a
business issue (Dang van Mien & Green-Armytage, 2002). Inifdotmation
security has become a corporate governance challenge and theegfares all
levels within the company to be conscious of the vulnerabibiesrisks facing

the company (Conner & Coviello, 2004; Conner, et al., 2004).



Chapter 3: Restoring Trust

This accentuates the fact that although it may be desirable, 460dfity is not
feasible and it is commonly accepted that not all risk canelbminated
(Greenstein & Vasarhelyi, 2002). This residual or inherent abnsk is based
on the notion that additional investments in controls or safeguardsnetil
eliminate this risk. This means that the various comptakekolders are forced
into a trust-based relationship, bearing the associated risksenpursue the
benefits of an information economy. Since risk exists in tdiosss, it is very
important that investors concern themselves with the trustwosthioiethe other
party (Ring & Van de Ven, 1992). So accordingly, even when signgegare

contract (e.g. lease agreement) there is still inherecwntrol risk involved.

Figure 3.3 (Flowerday & Von Solms, 2006) illustrates how trust andralent
work together in securing a transaction or a business proceaasglé A, B, D is
the Control area and triangle A, D, C is theust area. The line E, F is a
hypothetical positioning of the company’s Risk Appetite. The areshef
rectangle A, B, D, C is the business process area or tteomsacea. When one
views the Risk Appetite line (E to F) one will note that thétevarea is protected
by controls and the dark area is thisk’ exposure or the argaotected/secured
by trust Depending on how much the partiesst each other will affect the
positioning of the Risk Appetite line. This figure will be disses in more detail

in Chapter Four.
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A E B
Controls
Trust
C F D
Confidence

Figure 3.3: The Relationship between Trust, Contrad and Confidence
(Flowerday & Von Solms, 2006)

The confidence that the various company stakeheldave in their relationship
is determined by two factors: one being the levietrost and the other the
perception of how adequate or inadequate the dsname that govern the
conditions of the arrangement (Cox & Marriott, 203 0 achieve a favourable
relationship between the stakeholders, one hamdotlie right balance between
trust and control. In addition, one has to find tiptimal balance between the
costs of the controls versus the desired levelusitt The cost of controls will

also help determine where the Risk Appetite lin®ise positioned.

The control elements of information security wi# Hiscussed in more detail in
Chapter Four where it is argued that both trust @mrol are required to have
confidence. However, to summarise: absolute tnstabsolute control are two
opposing extremities of approach for attaining aerice (personal
communication, Alex Todd, August 2005). The saatis somewhere in the
middle ground between trust and control, as shawfigure 3.3. There are
those that argue the company should position itselfhe trust side in an effort
to reduce transaction costs (Fukuyama, 1996, pladd, 2005). However,
practicalities and realism afercesthat pull the solutions into the control end of
the spectrum.
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As the investors own the company, which is corgbland managed under the
board’s supervision, the ‘other party’ is considete be the board of directors
and executive managemeaigency theory) It is widely accepted that reduced
risk and increased trust are both likely to incecthe likelihood of engaging in a
relationship (Gefen et al., 2002). Additionallye@aio (2001) champions that
one should try to build business environments basedach party’s willingness
and ability to continuously demonstrate to the Othesatisfaction that all
dealings are honest, open, and that the rulesodosved. He statese-Trust is

all about mutual assurance”.

3.4.3 Mutual Assurance

Mutual assurances help to build confidence betwten various company
stakeholders in a similar manner to the hunterthén Stag Hunfassurance)
game. In the same manner, VeriSign can providdéidemce that your email is
encrypted and untainted because of its independeiterefore, it follows in
principle that auditors verify a company’s financgtatements and provide
assurances as to the condition of the informatiomalidation The only
difference is that VeriSign and the Stag Hunt ganoeride the assurance lieal-
time, something the auditing profession needs to addre§his too will be

discussed in more depth later in this thesis.

Mutual assurance should exist between stakeholdesssuring each other that
the risks are mitigated to an acceptable levelthatithe degree of (un)certainty
is appropriate. The adage tfust but verify should exist as the various
stakeholders demonstrate to each other, via obgeand independent audits, that

the agreed upon best practices are maintained.

It has been found while conducting this literatgtgvey that many different
views on trust, assurance, security, and the atglitole exist. To make a
general assumption and to clarify the line of reaspfor this study, the security
practitioners have the role of implementing theeysof controls. The board of

directors, and management, seek assurances froauthrs that their system
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of controls in place is adequate. The auditoh&d to give an independent and
objective view and verify the effectiveness andfisigncy of the controls. In
other words the auditors providétaue’ picture of the information, and the data
that make up this information, within the financithtements. The auditors
provide the truth. The assurances, if positivel txduncertainty reduction and
therefore increase mutual trust.

3.5 ATRUST STRATEGY

Strategy, by its nature, concerns itself with théufe as one strategises in an
attempt to gain a competitive advantage. Compatoesy operate in an
uncertain world where the markets have become asangly more competitive.
The Turnbull Report (1999) emphasises that takisksris what companies do.
It is the justification for profit and thereforeethidentification and assessing of

risks are required, so that the risks are appriglyiamanaged.

A company should craft a strategy considering threlationship with their
various stakeholders. An important aspect of ®trategy is managing the
uncertainty of future events, i.e. managing andtaiamg the risks to an
acceptable level. The board of directors shoultscmusly attempt tbuild and

safeguardtrust between them and their investors so as t@ lsafavourable

relationship.

Table 3.1 is a summary of Todd’s work (2005) whieeeresearched trust in the
technical arena, specifically focusing on e-comreertle divided trust into two
domains and had three subsections in each donfaidd has based his work on
Gerck (2002), who is an academic and Internet ggaexpert. Gerck appears to
have originally divided trust into these two dongiestablishingandensuring
trust. Furthermore, Gerck focused on trust refieetrand risk refinement as a

means of reducing uncertainty.
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Table 3.1: Trust Establishing and Ensuring Service$¢Todd, 2005)

Trust Establishing Services Trust Ensuring Services
“trust refinement & establish trust‘risk refinement & ensure trust

(Gerck, 2002)” (Gerck, 2002)”

Witness Related Services Governance
Expert/Authority Services Risk/Opportunity Sharing
Introduction Services Controls

For the purpose and focus of this research proghet, domains have been
renamed toBuilding and Safeguardingtrust and the subsections have been
modified accordingly. From the study of the cortoafptrust it appears that one
builds trust over time and then one needs to safegtrust due to its fragile
nature. The following points in Table 3.2 (Flowayd& Von Solms, 2006)
should be taken into account when one considelglibgiand/or safeguarding

trust and creating a company trust strategy.

Table 3.2: Building and Safeguarding Trust(Flowerday & Von Solms, 2006)

Building Trust Safeguarding Trust
Benevolence/Openness Risk Management
Ability/Competence Security Safeguards and Controls
Integrity/Predictability Compliance

Constant Communication Recourse Mechanisms

Ethics Governance

Assurances ‘Assurances’

To revisit the Prisoner’'s Dilemma, (personal comioation, Alex Todd, July
2005) as discussed, it also teaches us that thamr incentive to seek short-term
competitive advantage by being dishonourable. Hewethis is only likely to

work under limited circumstances, such as:

68



Chapter 3: Restoring Trust

The directors are able to hide their opportunisgbaviour and not suffer
the negative consequences.

The directors will no longer need to satisfy theirestors (closing down,
directors moving on) therefore the value of beirghdnourable exceeds

the negative consequences.

A company, in their strategy, should attempt toigate their risks to an
acceptable level by reducing the value of oppostimi behaviour from
occurring. Moreover, information security auditesld be preformed to assure
that the technical side of security is adequatseasrity helps to safeguard trust.
Finally, assurances help to establish trust inlekiel of confidence placed in the
information. The assurances establish a more arxievel(the truth)of trust as
to the condition of security safeguards and costrolo refer back to the Stag
Hunt/Assurance Game, it is the assurances prougeone hunter to the other
that keep themconfident’ that both parties are committed to the hunt. af, n
insecurities ‘creep’ in and alternatively a hunteaty decide to hunt a rabbit and

the Stag Hunt collapses. Establishing trust séised of confidence.

Hence, the directors need to consciolmlifd stakeholder trust by demonstrating
trustworthiness by providingeliable andaccurateinformation. In addition they
need to communicate regularly with the various ata@kders and ensure that
objective assurances are provided with the infolomatvhen the information
becomes available, not months later. In their reffo safeguardtrust, good
governance, including sound risk management pexctiand information

security, must be ensured.
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3.6 CONCLUSION

Trust and information sharing between the varioosygany stakeholders has
taken place since formal commerce began. Thenrdbon’s integrity is of
utmost importance, especially the information fowvithin financial statements.
This information needs to be trusted. However,thBous stakeholders have
their own goals and motivations in addition to gteared goals. Conflicts of
interest arise and each party is vulnerable. Ed®t needs to trust the other to
have integrity, benevolenceand ability or in other words to be trustworthy.
Companies should have a trust strategy to guidenthe building and
safeguarding trust; with independent and objeciisseurances being part of this

strategy.

To have a positive outcome, trust needs to incraaseuncertainty needs to be
reduced to an acceptable level. This could beutfitcassurances provided by
auditorsvalidating the reliability andaccuracyof the information (the auditors
report on the system of internal controls and tifermation within financial
statements) or through evolving relationships (asu$sed in game theory). To
avoid unfavourable behaviour, uncertainty needsetaontained and the level of
trust needs to surpass the perceived risks (FlayefdvVon Solms, 2006). This
will ensure that a relationship will flourish. Wih a competitive society, the
various company stakeholders cannot enter partipsrstvith blind trust,
believing that everyone will do the right thing (B&so, 2002). Incidents like the

Enron, WorldCom, Tyco, and Parmalat debacles ashfand painful reminders.

The development of cooperative behaviour and mutust should be the goal of
all company stakeholders. One cannot escapertistaffects confidence and is
the reason for acceptance of a degree of insec@ityshown in Fig. 3.3). To
conclude with the point Camp (2002) makes that Btbhnical competence”
and“good intent” is required to ensure security, it is importantrtest both the
information systems infrastructure and the data miake up the information in

the financial statements. However, one also neettsist the human element not

70



Chapter 3: Restoring Trust

to manipulate and compromise the information fdf gain, but to demonstrate

trustworthiness.

Therefore,“confidence in information security management requires trust and
trust requires information security to help safeguard {Flowerday & Von
Solms, 2006, p.97). This leads to the next chamtemternal controls, which

will assist in safeguarding trust and mitigatirgkri

71



Chapter 4

INTERNAL CONTROLS

“Better be despised for too anxious apprehensions, than ruined by t
confident security.”
- Edmund Burke, (statesman and philosopher, 17PB9¥)

4.1 INTRODUCTION

Risk is intrinsic to governance and to address ofethese areas is to
simultaneously affect the other. Additionally, tbencepts of trust and risk are
significant variables. Risk being, ubiquitous iature, needs to be addressed
thoroughly. Shaw (2003, p.147) succinctly statéshe may not manage risk,
but one can manage for risk’As discussed in Chapter Three this statement can

also be applied to trust.

The need to manader risk accentuates the importance for an enterprsie
management framework such as COSO-ERM (2004). ffdmsework assists in
guiding the decision-making process so as to npbsx the company to undue
risk in its attempt to provide value for the comypastakeholders. As
emphasised, risk management is core to corporaterngance and risk
management includes an information security framew@onner & Coviello,
2004). To have an effective information securigniework a system of internal
controls, including IT controls, is required in erdo address IT risk. Part of this
control framework should include a monitoring systef these controls to assess

their effectiveness and efficiency.
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The type of risk being considered is not specutafimancial risk, strategic risk
or reputational risk, but ratheperational risk more specificallT Risk The
nature of IT Risk and information assets is thatythre woven throughout the

fabric of the company and are embedded in the basiprocesses.

This chapter argues why a sound system of inteatrols is required to ensure
information integrity. Knowing that the companyshen effective enterprise risk
management framework in place, including a systémternal controls, allows

the decision-makers and users of information, cemite when basing their

decisions on the company’s financial information.

This chapter first reviews the argument that bathtls and trust are required
to achieve confidence, followed by today’s curréek management practices.
The chapter concludes with a detailed discussion imternal controls,

specifically IT controls, and how this system ohtols can effectively manage

operational risk and uncertainty.

4.2 CONTROLS AND TRUST

Figure 4.1 is the same as figure 3.3; howeverQbetrolsside is highlighted in
place of the Trust side. As noted in Chapter Thtiee right balance between
trust and controls need to be found in order toemehconfidence. There are
those who argue that a Trust model should be tldeped management
approach in an attempt to manage risk. The tadtdcates’ claim that the trust
models enable reduced transactions costs, incrdieseuility and collaboration
(Fukuyama, 1996, p.27; Hagel & Seely Brown, 200&]d; 2005).

Conversely there is a ‘large school’ suggesting thanagement shoulbatten
down the hatchesh an attempt to control the activities and businprocesses
of the company (Allen, 2005; Becht, et al., 2002yi&, 2005; Conner, &
Coviello, 2004; CobiT, 2005; COSO-ERM, 2004; COSI}| 1992; Flowerday
& Von Solms, 2005a; Greenstein & Vasarhelyi, 200&TAG1, 2005;
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ISO/IEC17799, 2005; Jordan & Silcock, 2005; Linahet005; Morrison, 2004;

Peltier, 2001; Shaw, 2003). Whichever side is sujgpl, both need each other to
achieve confidence, as absolutes in either casearachievable. Trust needs
controls to safeguard it and the controls need dotdosted that they are
functioning adequately. The process of reducinceurinty and establishing an

acceptable confidence level needs both trust antias.

Controls

Trust (Risk)

C F D

b[ Confidence ]4

Figure 4.1: The Relationship between Controls, Trusand Confidence
(Flowerday and Von Solms, 2006)

But, with escalating competition, increasing rigkdagrowing uncertainty are
conditions that unsurprisingly favour the ‘contsmhool’. An important driver
behind the motivation for controls is to shield asafeguard predictability,
company stability and reduce uncertainty. Howewtagel and Seely Brown
(2002) contendthe control mindset cannot copddecausécontrol requires the
ability to dictate all activities! They assert that companies are becoming more
interdependentand require increased flexibility and collaboratio They

maintain this is contrary to the ‘control schodiinziples.
Nonethelessin theory the loosely coupled business activities propdsethe

trust models (Hagel & Seely Brown, 2002; Todd, 2066 appear to be more
flexible and do appear to encourage collaboratibloreover, it is agreed that a

74



Chapter 4: Internal Controls

thorough system of controls is costly, adding te ttompany’s financial

overhead and therefore increases transaction agtsyama, 1996).

Nevertheless, with too few controls the compangxposed to increased risks
and compliance issues. Chapter Two noted the cat@overnance failures
when trust was relied on and controls relaxed. drer to effectively manage the
company’s activitieseven if rigid an effective system of controls is required.
This control-based approach will enable managemtirvene at any time to
clarify their expectations or rectify a situatiqmrovided an effective real-time

monitoring system is in place.

Trust is required to help establish confidenceiariieory,is an effective way of

mitigating risk. However, the preferred optionaisystem of controls. One of
the reasons is that in order to establish trugtéalegree that it works effectively
enough to mitigate risk, requires a great deal iofet based upon prior
experience between the parties. Within the fastingpcorporate environment
of today, the luxury of time is often not availabl&herefore, this leads to the

next section which illustrates today’s preferred/wérisk management.

4.3 RISK MANAGEMENT

Risk, in general, can broadly be defined as theipiisy of something adverse
happening. A more specific definition by the 1Sl 13335-3 Technical Report
(1998) statesithe potential that a given threat will exploit vulnerabilitie$ an
asset or group of assets to cause loss or damage to the as#eits’noted that
risk management involves addressing the risks ith sa way that they are
brought under control, thus resulting in minimisitigg possible damage to an

information system or asset (Gerber & Von Solm€30

Therefore, one needs to understand where the paiteisks may occur then
decide if these risks will be accepted or contmbllssing countermeasures. As
emphasised by COSO-ERM (2004), the company needsrgiderall risks that
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they may be exposed to and that may cause harmenWhivestigating risk
management a myriad of methodologies were fourfte Main objectives of the
risk management process arddentify, Evaluate(this will be influenced by the
company’s risk appetite)Manage (or control) and to providéssurancethat

your risk strategy is working.

Management needs to decide how to apply their ressuto manage the
company’s risk and the auditors should be in agesgr(Hunton et al., 2004).

The risk management process attempts to balancesteeagainst the needs of
the company (Peltier, 2001). The goal should bentogate the risk to an

acceptabldevel as no company can afford the resources tigate risk to a zero

level (Greenstein & Vasarhelyi, 2001; ISO/IEC Teicah Report, 1998; Jordan
& Silcock, 2005; Marchany, 2002; NIST 800-53 Puation, 2005; Peltier,

2001).

Managing information risks and practising due @ essential to any company
(Horton et al., 2000). However, today, risk mamaget takes on a new
emphasis with regulations such as the Sarbanesf@xie(2002) and the Basel
Il Accord (2004), emphasising internal controlsngparency and accountability.
These regulationsgo further’ than before, requiring transparency in the

operational processes and the data that make apcial statements.

4.3.1 Operational Risk

Management has always practised risk managemeheinoperational decision
making process. However, their approach to rigk thie degree of success has
varied. The day-to-day operations within the conypand its business processes
determine the successes or failure of achievingemental progress towards the
company’s defined goals and objectives. Thereats® accompanying risks in
each operation that could deter progress towasisetgoals and objectives. The
ability to anticipate and manage these risks iticatito maintaining successful
ongoing operations. IT risk is classified as assahion of operational risk
(Basel 11, 2004).
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Defining Operational Risk is not straight forwararnreadily agreed upon.
Possibly this could explain why the definition 3 Broad and encompasses so
much. However, earlier this decade, a common ifieimemerged even though
some parties have their own modified versions of definition: “... the risk of
loss resulting from inadequate or failed internal processes, peaptesystems
or from external events’(Basel I, 2004, pg.120). This definition further
includes legal risk, but excludes strategic andit&onal risk. It is also pointed

out that the loss could be caused as a resdit@t or indirect risk

When this definition is contemplated, operationak rmanagement becomes
rather holistic and inclusive, highlighting the iorfance of an effective
monitoring system so as to understand the companpésational risk status.
The nature and complexity of business processesampany systems can be
likened to a human’s blood circulatory system.isltubiquitous in nature and
endogenous to the company. Thus, it can be coadltbat if not managed
properly, in its entirety, the risk to the compamuld be too high and even fatal.

Hence, the current increased focus on operatigsial r

4.3.1.1 Basel Il Accord (2004)
The Basel Il Accord or The New Basel Capital Accdrdm The Basel
Committee on Bank Supervision is constructed ardghrek pillars:

1% Pillar covers the calculation of minimum capitebjuirements for
the bank. It requires the bank to consider theied@ Risk,
Operational Riskand Trading Book Issues. Operational Risk,
which IT Risk is a subsectiohas been catapulted into the limelight
with this accord and a capital charge for the firse is required to
‘cover’ this risk.

2" Pillar stresses the importance of the Supervisteyiew Process
and emphasises that the bank's board of directaas h
responsibility to ensure that management estalslishsystem for
assessing the various risks. Additionally, onedse® develop a
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system to relate risk to the bank’s capital lewglich “establishes
a method for monitoring compliance with internal policiesid
“adopts and supports strong internal controlg¢Basel Il, 2004,
pg.140).

3 Pillar encourages the Market Discipline where lihek is required
to provide disclosure of their risk management practices and

processesincluding operational risk.

Within the Basel Il Accord, it is acknowledged tlegiproaches to Operational
Risk are continuing to evolve. Nevertheless, theynot likely in the near term
to attain precision. Meanwhile, they encouragekban use their own methods
for assessing their exposure to operational riskany companies are actively
attempting to manage and mitigate their risk asy thafeguard their assets
(especially information assets as highlighted irater Two); yet their efforts

represent only a partial reduction in IT Risk (Ba$e2004). This once again
highlights the importance of IT risk management afidnformation security

management.

4.3.1.2 Sarbanes-Oxley Act (2002)

The Sarbanes-Oxley Act, also known as The Publien@@my Accounting
Reform and Investor Protection Act, promotes greabatrol, transparency and
risk management in the financial and accountingaied companies listed on US
stock exchanges, and it was signed into law orBéhdune 2002. The Act aims

to “enhance corporate governance through measures that will strengthen
internal checks and balances and, ultimately, strengthen corporate
accountability” (Rector & Davis, 2005).

Some of the sections of the Act have a direct effecIT Risk. For example,
Section 404‘Management Assessment of Internal Controt8jes not merely
require companies to establish and maintain adequa#trnal controls, but also
to assess their effectiveness on an annual basis\dged in Chapter Two).

Today most of the accounting and financial systesed in companies rely on
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information systems, in which tre@lequacyof the information security controls
are of paramount importance to Section 404. Thigien in particular has

caused a tremendous amount of ‘excitement’ withenlT auditor community.

As noted in Chapter Two, Section 409 is ab®&eal Time Issuer Disclosures”.
This requires that there is a monitoring aiferational processesr as put by
Emery (2004);'section 409 will demand a dynamic risk management framework
to monitor operational risks"and file material events with the Securities and
Exchange Commission within four working days. liml&nd, any materiality
needs to be filed withimne working day and so is even more demanding. As
stated earlier, IT Risk constitutes a major sulieecaif operational risk, therefore

directly related to risk management and hence catp@overnance.

The following sections of this chapter discuss tpproaches of assessing and
managing risk in more detail. The focus is a bessnprocess approach using a

system of internal controls addressilikglihoods'.

4.3.2 TheProcesf Risk Management

As established, a risk is an uncertainty abouttargi@l threat that will exploit a
particular vulnerability without the company beirguipped to manage it
(Peltier, 2001). It is the board of director’spessibility to demonstrate that it
has dealt comprehensively with the issue of riskagament and internal control
(Basel II, 2004; King Il Report, 2002, pg.79; Sares-Oxley Act, 2002). Risk
management is crucial for the sustainability of twempany and information

security management is crucial for risk management.

The risk management strategy that the board chalsmdd be in line with the
company’s risk appetite (King Il Report, 2002). uFstrategies to managing risk
are discussed (Whitman & Mattord, 2003). These are

Risk avoidance— This is a strategy of avoiding risks altogetinstead of having
to address the consequences of these risks. fidligles a risk control strategy

that attempts to prevent the exploitation of vultindities by countermeasures.
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Risk transference— This strategy involves transferring the resploilisi of the
particular risk to another party, for example outsting or purchasing insurance.
Risk acceptance— Here the company accepts the potential risk @mdinues
operating the IS/IT system regardless of the ri$kis decision is based on the
conclusion that the cost of protecting the assetsdeot justify the security
expenditure.

Risk mitigation — This is a control approach to reduce the impaased by the
exploitation of vulnerabilities through planningdapreparation. It is the ability
to respond quickly, efficiently and effectively w@ttack. For example this
includes an incident response plan, disaster regg@tan and business continuity

plan.

When the board ensures that a thorough risk amsalyas taken place and
adequate risk countermeasures have been put ie, glecdirectors are fulfilling
their responsibility andlue diligencehas taken place. The risk management
efforts assist the directors in guiding their dewis and thus sustaining the

company by avoiding harmful threats.

Nevertheless, the board of directors has the dyiviged to strive for profitability
and the maximisation of shareholder wealth as the@rarching corporate goal
(Piper, 2002). Chapman (2001) adt3pod business is all about risk: business
growth cannot occur without introducing new risks, business objeatamsot
be achieved without placing assets at risk; and business rivalaiesot be won
without ‘out-risk-taking’ the competition” This is in line with the investor
principle that risk is usually proportional to gaire. accept the risk if the benefit

exceeds the risk.

This appears to be a quandary or dilemma for threctlirs, maximising
shareholder wealth and balancing this with thesriskolved. The directors
need to use all the tools, techniqgues and helplablai to make informed
decisions and to carry out their duties and regpdities with due-care

(avoidance of negligence). It has been noted duhirs literature survey that the
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commitment to risk management is strong; it is thecution thereof that

continues to evolve and remains ‘weak’.

The risk management process itself is not newgeratih has been refined over

the years. It has been around in various formsséweral centuries, and the

insurance industry, followed by the banking industas helped to develop this

field. However, as stated earlier, corporate ddpeoe on information

technology has resulted in significant additiomaéats that lead to risks to which

the companies are exposed. A risk assessment rdedeloped within the IT

security community, the Common Criteria (2004 )strated in Figure 4.2, helps

to decide if countermeasurésafeguards/controlshave the desired impact and

are adequate in controlling the risks.

Owners

may be aware ef——

Threat Agents

give rise te—m

impos Countermeasures|

Value—
wish to minimise
to reduce
| __that may
possess
that may be
reduced by Vulnerabilities
Y
that exploit . \
leading t Risk
\

—that increase A

—t

wish to abuse and/or may damage

Assets

Figure 4.2: Security Concepts and Relationship@Common Criteria, 2004)

The desired level of risk (risk acceptance) is @uen determining the

company’sRisk Appetitewhen allowing for countermeasures. Each company

has a different risk appetite. The company stakighns attitude towards risk,
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the company mission statement, the industry thepemmy operates in and their
current strategy will all help to determine thagkrappetite(positioning of line
E, F in Figure 4.1) The IT Governance Institute (ITGI, 2003) poiotg that
effective risk management begins with a clear wstdeding of the company’s

appetite for risk.

It is stressed that the directors should indicdte tevel of risk appetite
(Applegate & Wills, 1999; COSO-ICF, 1992; Von So|n2003). While line

managers must, through their ‘ownership’ of infotima systems, indicate the
importance of the systems and databases to theagmivon Solms, 2003).
Additionally, management should be doing the riskegsment, the identification
and analysis of the relevant risks to enable themadhieve predetermined
objectives (Applegate & Wills, 1999; COSO-ICF, 199®n Solms, 2003).

4.3.3 Threats, Vulnerabilities and Probabilities

One approach to risk management is to identifyeats associated
vulnerabilitiesand theprobabilities of occurrence. A formula can assist in the
decision making process when determiningabstof the risk. Firstly, estimated
values need to be assigned to thilkelihood of the Loss (%) (probabilitygnd
Loss from the Specific Risk ($) (vulnerability)The expected value of the

specific risk is calculated as follows:

Estimated Loss from Specific Risk ($)
Expected Value of Specific RiSK = =---mmmmmmmm oo
Likelihood of Loss (%)

Theoretically, management should be willing to shem amount equal to the
Expected Value of the Specific Risk (threat)control it (risk avoidance and
mitigation), or purchase insurance (risk transfeegro offset the loss (Hunton et
al., 2004). The problem with this approach is thane takes this quantitative
perspective, at times, extreme numbers are produbet lack legitimacy
(Flowerday & Von Solms, 2005a). Consider, for eptenthe 11 September
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2001 World Trade Centre disaster in New York. Toléowing are not actual

figures, but merely to illustrate the example.

The probability of the occurrence is approximatehe million to one and the
loss due to the probability occurring was approxetyafive billion dollars. The
resultant Annual Loss Expectancy (ALE or Expectediié of the Specific Risk)
would therefore be $5000, but with an ALE of $5000s unlikely that any
serious security countermeasures would be putanepl Yet the result of this
disaster was devastating. Therefore, this riskssssent approach in this case
was meaningless. (World Trade Centre disaster pleampersonal

communication, Jason Taule, October 2004).

Although quantitative data may be available for eodisasters (earthquakes,
floods, etc.) there is less available on situatismsh as a ‘hacker’ breaching a
network and ‘taking down’ a mission-critical systemhereforejikelihood data

provides greater utility thaprobability.

4.4 INTERNAL CONTROLS

The countermeasures/safeguards put in place toreertbat the company’s
internal information is accurate, are referred gdrdernal controls. Companies
have, as part of their risk management, a systemtefnal controls intended to
counteract the inherent risks. Lindberg (2005nf®but that internal controls
can take the form of operational, financial, or adstrative controls. This is in
harmony with the research paradigm of this projebich highlights Systems
Theory principles. One can only apply the systdninternal Controls to the
system being addressed (Fig. 1.2). The externatcamment is not addressed or

controlled by the system of internal controls.

4.4.1 Risk Indicators
This approach to risk management includek indicators associated with

specific processes or technologies. The risk atdis point to a need for
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controls. Hunton et al. (2004) contend that a camypcan note the presence or
absence of risk indicators for each process, aed thoose to control them or
not, depending on an analysis as to whether oth®tisk is acceptable. The
findings of the risk analysis will point to the mkfr a control objective (internal

control).

Both control-based and risk-based approachespeseess-basednd is the
method that COSO, CobiT and 1ISO17799 advocatecart be explained in a
more practical way by considering a processinipsits and the desiredutputs
Along the way there are various mechanisms (aEs/iand tasks) which are
applied to the inputs so that the desired outptesaghieved. However, the
process is exposed to various risks, which requiemaging to an acceptable

level by introducing controls.

4.4.2 Overview of Internal Controls

In the late 1980s, public trust in the listed seasEmany public companies was
damaged due to company failures and investors’ftwsines. These events led
to the establishment of authoritative standardirgetbodies for financial
services, accounting and auditing professions sesathe nature of the failures.
The result was the commissioning of the Commitfe®pmnsoring Organizations
(COSO0) of the Treadway Commission (National Comimison Fraudulent
Financial Reporting) to conduct a study on compé#ajures and to issue
guidance on how to prevent recurrences.

The outcome of COSO'’s review of internal contrasteyns was the recognition
and communication for the need to shift the focusmanaging companies from
strictly a financial control focus to a focus onmaging“business risks” This
represented a major paradigm shift in and for c@fgoboards, management and
auditors responsible for auditing and regulatorgreight. COSO believed that
by focusing on the broader spectrum of busineg&s xisrsus solely on traditional

financial risks, significant company failures migie¢ minimised in the future.
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The COSO report provided a common language regarctmtrols and created

an Integrated Control Framework for managing bussinmesk.

The COSO (1992) Internal Control Framework, whishwiidely accepted and
used extensively, defines internal controls as acgss influenced by a
company’s directors, management and other persorih@ldicates that internal
controls are designed to provide reasonable asseir@garding the achievement
of objectives in the following categories:

Effectiveness and efficiency of operations

Reliability of financial reporting

Compliance with applicable laws and regulations

Included in the COSO (1992) Internal Control Frarodgware five interrelated

components, integrated within the management psoc€eese components vary
in procedure and structure from company to comp@syhey are adapted and
customised to meet each company’s needs and afgectlt should be noted that
each one of these five components relates to tree t&OSO-ICF categories

above.

These five components are:

Control environment: This is the “tone at the top” and is
management’s attitude towards internal controlshis Tinfluences
whether the company, i.e. its employees, are cbodriscious or not.
Risk assessmentThis is an important part of internal control. eley
company faces a variety of internal and externaics of risks. The
COSO-ERM Framework (2004) provides companies witldance in
developing plans to identify, measure, evaluatd,raspond to risks.
Control activities: These are policies and procedures specific to
internal controls. They ensure management’'s diestare carried
out and risks are addressed to enable the compmamachieve its
objectives. They occur throughout the companyl d¢eels and in all

functions.
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Information  (processing) and communication: Relevant
information is needed by employees within the comyptb ensure
that strategies and objectives are met as theyy caat their
responsibilities.  This may be internal informatiomthin the
company or external sources of information from pdigps,
customers, shareholders, etc. In addition, theeernieed for effective
communication in the broader sense, such as flowmgdown and
across within the company.

Monitoring: Continuous monitoring of the internal control gystis
necessary. This assesses the quality and effaeigeof the system’s

performance over time.

COSO
1992

Effectiveness & Compliance with
Efficiency of
Operations

Reliability of

Financial Reporting applicable Laws &

Regulations

- Control Environment - Control Environment - Control Environment

- Risk Assessment - Risk Assessment - Risk Assessment

- Control Activities - Control Activities - Control Activities

- Information & - Information & - Information &
Communication Communication Communication

- Monitoring - Monitoring - Monitoring

Figure 4.3: An lllustration of COSQO'’s Internal Control Framework

Strong internal controls increase the probabilitgtttransactions are recorded

correctly, therefore fraud (accuracy) should notcusc and the financial
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information should be reliable (Flowerday & Von gl 2005b). Establishing
and maintaining a system of internal controls erésponsibility of management
(Hunton, et al., 2004; Braiotta, 2002; Horton et 2000; COSO-ICF, 1992). In
addition, internal auditors should make recommedadatto management for
improvements to the controls or procedures, but #re not responsible for the

system of internal controls.

4.4.3 IT Controls

Information technology provides opportunities fatowth and a competitive
advantage for companies. However, it also provitiesmeans and tools for
threats to exploit vulnerabilities, be this fromtside attackers or from trusted
insiders. FortunatelyT can also provide protection from threats. IT colstdo
not exist in isolation, but form part of the ovéraystem of internal controls
(GTAG1, 2005), which in turn is an integral partesfterprise risk management
(COSO-ERM, 2004). These IT controls promote rdliigband efficiency and
allow the company to adapt to changing risk envitents (Flowerday & Von
Solms, 2005a).

Figure 4.4 illustrates the hierarchy of IT control$ represents the logicdbp-
down’ approach when considering the implementation otrots. It is stressed
that the elements shown in the hierarchy are ndtafly exclusive, but are all
connected and can intermingle (GTAG1, 2005).
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Governance

Policies

Standards

Management

Organisation and
Management

Physical and
Environmental Controls

Systems Software Controls

Technical

Systems Development Controls

Application-based Controls

Figure 4.4: IT Controls (GTAGL1, 2005)

Stephen Katz (Spafford, 2004), former CISO of @itik, explained that IT

controls do not slow the process down, but arebiledkes on a car. The driver is
actually able to travel faster with brakes tharhaitt because the driver is able to
keep the car under control. In addition, the can be stopped much more
rapidly and safely if required. Therefore, thepmsge of IT risk management is
the identification of a system of internal contrtistt become the foundation of

informationaccuracyandreliability.

IT controls have two significant elements (GTAGQ03):
The automation of business

The control of IT
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Hence, IT controls (as shown in Fig. 4.4) suppavegnance and business
management as well as provide general and techoamatols over policies,
processes, systems and people that comprise ldstnfictures (GTAG1, 2005).
These include the processes that provide assurémcedormation and assist in

mitigating the associated risks.

The COSO-ERM Framework (2004) classifies IT comstras eitheGeneralor
Application controls. Flowerday and Von Solms (2005a) helrifyl what
general and application controls are by elaboratimgOSO’s explanations and
provide the following examples.
General controls: These are also known as general computer
controls, information technology controls and isfracture controls.
They include controls over security management, tweoe
acquisition, development and maintenance. Theypatipthe
functioning of programmed application controls ard the policies
and procedures that ensure the continued operationomputer
information systems, such as backup, recovery, @uodiness
continuity.
Application controls: These pertain to the individual business
processes, application systems or programmed pice®din
application software. Also covered are the relateshual procedures
designed to ensure the completeness and accuraayfoomation
processing. Examples include: data edits, balgnairprocess totals,
transaction logging, error reporting and manuatedures to follow

up on items listed in exception reports.

The function of a control is relevant to the asses#® of its design and
effectiveness (GTAG1, 2005). Therefore, contrale aften categorised into
three groupspreventative detectiveand corrective controls. CobiT’s (2000)
Detailed Control Objective DS5.19, titletMalicious Software Prevention,
Detection and Corrections a good example illustrating how these contnaisk
together.
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In this example, the CobiT control objective deaith malicious software, such
as viruses, worms and trojan horses. BusinesgTanmtanagement should have
an adequate system of controls established achessdmpany to protect the
information systems from malicious software. Thenteol procedures the
company implements should include preventative eaiate and corrective
controls specifically for malicious software andosld incorporate incident
response and reporting. The following are exampleshese three control
categories:
Preventative controlsprevent unwanted things from happening. For
example, CobiT’s Audit Guidelines stre&all software acquired by
the organization is checked for viruses prior to installation and use”.
Detective controlsmonitor activity to determine if the preventative

controls have failed. For example, CobiT's Audui@lines state,

“users have received instructions on the detection and reporting of
viruses, such as sluggish performance or mysterious growth of. files”

Corrective controls return the condition back to the expected state.

In other words, if a virus did corrupt a systeme tontrol would
reload the applications and the backup or good ensmrestore the

system to the expected state.

Bletner (n.d.) from the U.S. Navy points out thatnilitary terms they clarify
whether something is dazard’ or a‘cause’ before they implement controls
(safeguards and countermeasures). The reasorhifoist that there may be
several causes associated with one hazard. Applyins principle to
information security when deciding how many and id@ntrols to implement,
is important. A hazard in the U.S. Navy can beni&d to dhreatand a cause to

avulnerabilitywhen compared to information security.
A vulnerability is more specific than a threat @wwn in Fig. 4.2). Bletner

(n.d.) uses a question to help him classify a lthoara cause. Applying this

method of clarifying if something is a threat ovdnerability is to ask Bletner’s
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guestion,“ls this hazard specific enough to help identify a single corrective
control?” If the answer is no, it is a threat; if the ansvie yes, it is a
vulnerability. It is important to properly idenjifthreats and vulnerabilities
because there may be several vulnerabilities esteaciwith one threat. If the
more specific vulnerabilities are not identifiedecessary controls may be
omitted resulting in threats not being mitigated an acceptable level and

therefore the system of internal controls is inadee.

Figure 4.5 illustrates how the various controls kvtwgether and interact as
system of internal contrals This figure helps to classify and understand the

control’'s purpose and where it fits into the oviecahtrol system.

Q
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Governance Controls

Corrective Controls

Detective Controls

Management Controls

Prevention Controls

Technical Controls

Figure 4.5: Control Classifications(GTAG1, 2005)

It can therefore be concluded that a system ofrnatecontrols assists the
directors in fulfilling their responsibility in ptecting the company’s assets
(especially information assets) from internal oteexal threats and direct or
indirect threats. If one considers the operatiomsit definition, a thorough
system of internal controls can help meet the $ecirequirements.
Additionally, if one reflects on the Basel Il Accband the Sarbanes-Oxley Act
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(these two are used merely as examples to illestratrend of the ‘codes’) a
system of internal controls, provided there is sdamen of real-time monitoring
and reporting system, can help with compliance witse codes and others. A
system of internal controls has become core tatimpany’s risk management
practices and assists the directors in their dacisiaking process as thguide
and steetthe company towards its goals and objectives.

4.4.4 Control Standards, Frameworks, Models and Gdelines

There have been various control standards, frameywonodels and guidelines
developed and proposed over the years. This @s@anject will refer to these
collectively asstandards These standards help a company comply with the
codesdiscussed in Chapter Two. However, once a compasycompleted its
risk analysis process it needs to design its owstornised control framework
(providing guidance, policies and processes) toresddits risks. Once the
company’s control framework has been designed gneked upon, the company
should build an internal control system (the inték@ pieces that enable the

operation of the framework).

A few standards which assist a company in settmgheir own internal control
framework are: COSO, CobiT, ISO/IEC 17799, ITILnh many instances, a
company will use a combination of, or parts fronfea of these standards in
designing their own control framework (Oud, 200paford, 2004). Figure 4.6
by Flowerday and Von Solms (2005a) illustrates hthese standards can
complement each other as they tend to focus oerdiit areas. Information
security practitioners and auditors use these atasd extensively when

establishing and evaluating internal controls.
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O the WHAT component (detachment from IS/IT)
B the HOW component (specific IS/IT detail)

100

80
60
40

Percentage

20 A

ITIL ISO 17799 CobiT COSO
Standards

Figure 4.6: A General Guide that lllustrates the Sandard’s Tendency
Towards IS/IT or Business(Flowerday & Von Solms, 2005a)

4.4.5 Real-time Monitoring System

Once the system of internal controls is in placd working, its effectiveness
needs to be monitored to ensure that the contrelsatisfactory and functioning
correctly. Ninety percent of the participants ofsarvey carried out by the
Computer Crime Research Centre (CCRC, n.d.), cogexitwelve month period
for 2005, reported unauthorised intrusions as altreéd exploitation of known
vulnerabilities of which there are known countersweas available (CCRC,
online 4 February 2006). Eighty percent of thesevesy participants reported
financial losses due to the security breaches. ,AwGheir survey, have the
figure slightly lower at eighty-four percent of pesmidents who reported security
breaches (Ware, 2002).

In the first six weeks of 2005, sixty-three percehtompanies reported that they
were ‘attacked’ and had network security problem&rus and worm attacks
lead the list of intrusions followed by Trojans (fhtude Research, 2005). A
security breach, as classified by the CCRC, is“tuecessful and attempted

security breaches, theft, financial fraud, and virus detection”
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As stressed by Flowerday and Von Solms (2005a} thonitoring overlay
assists management by assuring themselves thatdhecks and balances’ are
in place within their business processes. They aste that, to be truly
effective, the system should be in real-time. Thistem also reassures
management that their business transactions aoedext soundly and the risks
are contained. One should not assume that betla@issompany has created an
adequateset of internal controls that the controls areagisworking properly. It
is very important that internal controls are comtinsly checked for efficiency

and operational effectiveness.

As noted previously, compliance to regulations sashSarbanes-Oxley and
Basel Il, augment the need for systems of inteznatrol and disclosure controls
on financial and operational processes. The cogipasystem of controls

should highlight transparency not just for boardd enanagement, but investors
and the various stakeholders alike. The varioake$tolders ultimately need

assistance in determining if their company’s riakes being addressed.

Therefore, director-level ‘dashboards’ could beabkthed that would have real-
time information fed to them from the bottom-up, goovide readings. The
company could be better managed from the very topse senior managers
would receive current reliable information from agsroots’ on the information
security and related risks. Managers would be keptinuously informed and
the speed at which information would flow throughtlie company would be
greatly increased. Performance could be monitareghsured and reported on

and therefore, performance could be improved.

4.5 EVOLUTION OF OPERATIONAL RISK MANAGMENT

The evolution towards a more comprehensive risk agament model for

managing operational risk and thereby reducing airgy and vulnerability is

taking shape. To be effective, ‘Enterprise Risknsigement’ (as termed by
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COSO-ERM) must be holistic and forward looking, rjast dealing with

historical data. It should address all the ristesscompany faces.

Figure 4.7 illustrates howncertaintiesn the operational and specifically IT risk
arena are addressed through risk management. igkhenanagement process
reducesvulnerabilitiesand helps to predict a favourable future outcorBased

on predictability, the financial statements of the company can tbezebe
assumedhccurateandreliable until assurances are provided by auditors. One
can conclude that the accounting and financial rmédgion systems can be
trusted and the various stakeholders can buildeatablishrust between them in
this domain. Thereforegonfidencecan be placed in the financial statements

when making decisions.

Uncertainties
(operational risk)

Risk Management
(Threats are Identified, Evaluated,
Managed and Assurances Provided)

Includes a System of
Internal Controls

Vulnerability is Reduced and
Predictability Increased

of Trust occurs
of Trust occurs

\\

The Building and Safeguarding
The Building and Safeguarding

Financial Information can be
Assumed Accurate and Reliable

Confidence in
Decision Making

Figure 4.7: Uncertainty — Risk Management - Confidace
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Having noted the importance of these codes, theynat without their critics.
The Sarbanes-Oxley Act has received a great deatribEism due to its
increased financial burden and costs that compamiest bear in achieving
compliance. The companies are retaliating and \iskd are active in
Washington DC claiming that this Act ‘idebilitating to businességSolomon,
2005; Rich, 2006). In addition, there are compamich have unlisted or are
looking to unlist from US stock exchanges rathantcomply with the Act. The
Act’s ‘burden’ seems particularly heavy for smalEmmpanies and appears to
restrict their access to financial capital (Solomd®05; Sorkin, 2006; Fleischer,
2006). A version of the Act called SOX-Lite is bgiconsidered for smaller
companies and particularly the European countries labbying for this,
focussing their efforts on section 404 (Feldmam®=®@arai, Mason, Levinson &
Thompson, 2005).

The Basel Il Accord is also not without its critiasspecially the section on
operational risk. As pointed out by Leeladhar, agng risk is increasingly
becoming the single most important issue for thguleors and financial
institutions. Yet the techniques and suggestiorikis Accord pose considerable
implementation challenges and can be desctiag@ long journey rather than a
destination” (Leeladhar, 2005). This code has many criticsyewer, in that
most are critical of the complexities and difficedt found in the implementation
and the time scales attached to compliance (WestlaR03) rather than the

principles of the code.

The trends are clear that operational risk andidk as a subsection need to be
addressed. They will not go away. Influentatiessuch as the Sarbanes-Oxley
Act and Basel Il Accord act as powerful drivers thie compliance side and
standardssuch as CobiT and COSO are prominent implememntagiades.
Regardless of the implementation complexities artether implementation
timescales are delayed or not, the inevitabilitynmdinaging operational risk,

aided by a system of internal controls, will congnto evolve and grow. This
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will assist in reducing future business risk ur@ieties and ensuring accurate

and reliable financial information.

4.6 CONCLUSION

Operational risk and especially the focus of teisearch project on IT risk has
become increasingly important in recent years. ormhtion security
management, which includes a system of internaltrolsn has become
paramount to operational risk management. IT fbezecan become a tool to
assist in visibility and transparency as it suppdytisiness processes and the

various systems belonging to the company.

Companies need systems that increase visibility their business processes.
The directors then become more aware of the infoomaisks they are exposed
to due to the increased visibility and transparen@pnsequently, the company
has greater insight, using ‘dashboards’ into thkeng of these risks at a deeper
and more detailed level. As a result, directors @wvestors gain confidence in
the financial statements that senior managementeapeired to certify. The
transparency enables genuine accountability and esrollary, leads to better

management decisions, once again adding value.

Furthermore, uncertainty is reduced to an acceptddlel as predictability
increases. The real-time monitoring of the com{maystem of internal controls
assists in building trust that the system is effectind efficient. Thus, this
system of internal controls assists in ensuring ithf@rmation found within the

financial processes, is accurate and reliable.

This chapter is important to any company that &sgoal of practising good
governance. To practise good governamdierisks need to be managed. The
various information systems need to be trusted smehd risk management

practices, including a system of internal contrbkdps with achieving this.

97



Chapter 4: Internal Controls

This leads to the next chapter which focuses orAtidit Committee and how it
helps to provide assurances that the financiatstants are air representation
of the company. This important committee is therassist both thAgentsand
the Principals The Agents receive assurances from the audithitiee that
management’s risk management practices, includingystem of internal
controls, are effective and efficient. The Primtgp (investors) receive
assurances that the board of directors (agentgjaverning the company in an
appropriate way and the financial statements reflee ‘true’ condition of the

company.
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AUDIT COMMITTEE

“Itisn’t that they can’t see the solution. It is thahey can’t see the problem.”
- Gilbert Keith Chesterton, (author, 1874 — 1936)

5.1 INTRODUCTION

This chapter is necessary to this thesis becausegiitlights the important
governance principles @fccountabilityandresponsibility These two important
principles of corporate governance are addressed@sonsiders the role of the
audit committee.Transparencyandfairnessare also principles of importance to
the audit committee, and auditors help addressethater principles. This
chapter helps a company establish good governandbei area of financial

reporting.

In Chapter Two, the importance of accurate analpédi financial statements was
discussed as an important element of governance st#ed in Chapter Three,
for trust to grow, uncertainty needs to be reduaad predictability needs to
increase. This led naturally to the managemenmiséfas this helps to mitigate
unexpected and unfavourable future events thatcaage uncertainty. Reduced

risk allows increased trust.

Current risk management practices were addressedhapter Four where a
system of controls was emphasised. Additionallgater Four demonstrated
how internal controls assist a company in achievisdpusiness objectives as it

‘protects’ the company from threats which may cabaem and uncertainty.
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Furthermore, Chapter Four argued that the companfdsmation systems need

to be trusted and the system of internal contredssés with this.

This chapter introduces the concept that the argditalidate the company’s
financial statements and systems by ‘evaluating ass#ssing’ thaccuracyof

the information for intentional or unintentionalrens. In addition, auditors
validate the financial informationi®liability, which includes the integrity of the
information and the data that makes up the infowwnat The latter is

accomplished in part by evaluating the companystesy of internal controls.

However, companies rely increasingly on electranformation. Technologies
such as EDI (electronic data interchange) or ER8c{eonic file transfer) convert
traditional accounting systems into paperless systeWith the traditional audit
trail disappearing, it is becoming commonplacedoditors to use technology to

assist them in their duties and responsibilities.

The auditing principles require that the electrdimancial information needs to
be audited and assurances given. The auditors ibeame an independent
source providing information as to tf@ndition’ of the system or information
audited. The overall responsibility for this preserests with the board of
directors; however, there is a subcommittee oflibard that assists with this

responsibility.

The audit committee, a subcommittee of the boasdudised in this chapter, has
become a key committee in recent years in a movapeoove financial reporting
and governance. The role and responsibilities hef audit committee are
discussed in more detail as the decision makersugads of information require

assurances for the information on which their densare based.
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5.2 AUDITING

The auditing process is conducted by ‘independentditors who express
opinions and provide‘reasonable assurances’after the audit has been
concluded. This process allows the decision makdis base their decisions on

this information, confidence when making their dems.

5.2.1 What is Auditing?

Auditing is a profession where auditors examineimfation and verify records,
systems, and reports. During their examinatiory tidentify areas where the
accuracy and reliability of the information ‘jsdged’ and thereby provide an
independent opinion as to the condition of the nmf@tion. An appropriate
formal definition is:“Auditing is the accumulation and evaluation of evidence
about information to determine and report on the degree of correspondence
between the information and established criterig@rens, Elder & Beasley,
2003, p.11).

To conduct the audit there must be information imedfiable form and some
criteria (standard) by which the auditor can eviuthe information. It is

important that at this stage one should not configseunting and auditing.

Accounting is the recording, classifying and sumsiag of economic events in
a logical manner providing financial informatiorr fdecision-making (Arens et
al., 2003). Conversely, auditing the accountingadand information is
concerned with determining whether recorded infaromaproperly reflects the

events that occurred during a specific period.

As pointed out, the nature of the audit processdmamged as the majority of
source documents and the evidence trail has changeda paper form into an

electronic format. To audit electronic systemgjitaus have taken advantage of
the advances in technology and incorporated aaftivare into the audit process

to assist them in gathering and analysing eviden&dditionally, auditors use
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software to assist them in assessing the riskedotred by IT, databases, the

Internet, and other technologies.

These developed technologies are often referred taudit tools and techniques
and assist the auditors in fulfilling their respibilgies. They allow the auditors
to examine all of a company’s records, not justampe, if they so wish.
CAATTS (computer assisted audit tools and techrsjj@mable the auditor to
perform data extraction and analysis more effityeand thereby increase the
effectiveness of the audit and the productivitytred auditor (Flowerday & Von
Solms, 2005a).

CAATTS can be separated into two groups: one thedides on audibols and
the other on auditechniques Thetools (generalised audit software or GAS,
expert systems, statistical analysis, etc.) corapsigftware that increases the
auditor’'s productivity and ability to manage thedéwu The techniques(data
guery models, embedding audit modules, test deatks) validate applications,
verify data integrity and test the effectivenesstld internal control system
(Cangemi & Singleton, 2003; Hunton et al., 2004).

The audit profession consists of both internal extrnal auditors and both use
CAATTS. To clarify the distinction between theseotsets of auditors, their
respective focus and responsibilities will be dssad in brief. However, this
thesis refers to auditors in general and does wousf on either group

specifically.

External auditors are independent of the compdrhey must be independent in
both fact and in appearance. These auditors pramiliting services on a fee
basis. External auditors do not alleviate the reedhe internal audit function

or vice-versa. The services provided by both mdeand external auditors are

complementary (Cangemi & Singleton, 2003; Huntoal£2004).
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The responsibility of internal auditors is to gimenagement an independent,
objective and fair view of the company’s activitie¥hey are employees of the
company. In addition, these auditors meet on alaegoasis with the audit

committee to address management, control, andaas=iissues. An important
part of their responsibilities is that of assessthg internal control system

(Cangemi & Singleton, 2003; Horton et al., 2000nkdun et al., 2004).

5.2.2 Auditing Information Systems

In recent years, auditors have shifted their apgro@ using their expertise
gained over the decades to controlling risk. Awrdihave moved from a control-
based audit model to a risk-based model (Aren&,e2@03; Bierstaker, Burnaby
& Thibodeau, 2001; Houck, 2003; Hunton et al., 2004Rather than just
controlling, auditors evaluate risks related to tbempany’s strategy and
objectives by selecting cost-effective controlst thast mitigate the company’s

risks.

In addition, auditors have moved froauditing around the computednd now
assess and test the IT controls, as well as thepatmminput and output data to
ensure its integrity. No longer is the computeerse&s a ‘black box’ and
assumptions made that inputs and outputs are Hgtooarelated. However, it
does appear that auditors lack confidence in tieehinical abilities in doing this
sufficiently (Braun & Davis, 2003; Houck, 2003).

To illustrate risk-based auditing within an autoethtbusiness process using
information systems such as ERP systems, the foltpwxample is used. It is
important to note that when conducting the audit umderstanding of the
objectives of each business process is requiredesd objectives need to be
incorporated into the business process while adelyueonsidering the risks and
internal controls. DeMaio (2001) adds that manag@nshould set and agree
upon the control objectives for the various partesl emphasises that these

controls should be rigorously tested and assuragives.
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For example (Bierstaker et al., 2001), a salesga®of a manufacturing client
would include the purchase of raw materials, thaufecturing of inventory, the

selling of finished goods and the collection of @auts receivable. Rather than
auditing by department, process auditing can cubsscmultiple departments.
This process audit should also refer to the busing®cess performance
measures. These performance measures help aoragalit an understanding of
the key business processes that must be in place dbent to accomplish their

goals and then determine whether such processesparating effectively and

the risks managed.

As ascertained earlier, the paper trails and cbolreckpoints once standard for
an audit are now only available in electronic fotsnalf traditional methods of
testing controls continue to be used, significaisks may go unnoticed
(Bierstaker et al., 2001). The audit software pagls assist the auditors by
improving their efficiency by automating tasks. alExples are that the software
continuously monitors for high risk transactionsternal controls, inventory
trends, unusual items (amounts/values over a oeltaiit) and other key

performance indicators (Bierstaker et al., 2001)

The technology impact on auditing is having an affen the planning and
carrying out of the audit. Generic audit templates specific processes are
becoming available and refined as the auditor mpdeita into a computer
guestionnaire, which helps to identify internal wtohstrengths and weaknesses.
The computer then helps to analyse the data amdndieies if the present system
of controls is adequate or if there are controlssmg by benchmarking against
industry standards. This is part of the processlaiérmining if the risks the

business process is exposed to are adequatelysaddre

This approach assists the auditors in their tasksskssing evidence which is
transmitted in electronic format. The auditor @asidihrough the computer’ and
information systems to gain assurance that theeecel has not been altered.

According to AICPA (1997, p.2Xhe competence of electronic evidence usually
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depends on the effectiveness of internal control over its waliditd
completeness” This business process analysis approach providesuditor
with an understanding of the internal control eowiment and therefore the
auditor can determine how much evidence must bkatetl and evaluated

before a report can be issued.

5.3 ASSURANCES

“Assurances services are independent professional services riipmove the
quality of information for decision makers{Arens et al., 2003, p.4).
Independent auditors can add value by providingrasees about the quality of
security and the control environment as the varmrapany stakeholders often
have incomplete information as to their informatonondition. These audits
then provide an insurance effect as the auditarnags some of the risk (Morris,
2002).

In fact, this was the case with Enron and Arthurdémsen (Freedom of
Information Centre, 2002). When Enron collapsedaffected their auditors
because Arthur Andersen had not provided a ‘fgregentation’ of their client
once audited. Therefore, they assistedafentsin misleading theprincipals;

the repercussions of this behaviour was detrimdatAkthur Andersen, and they

too collapsed.

Almost as an automatic response to the Enron/Arfimalersen, among other
debacles, the Sarbanes-Oxley Act was passed whatides a section (Section
302, p.65) clearly placing the responsibility forancial reporting at the very top
of the company. This section does not just hold @O and CFO responsible
for establishing and maintaining internal contrals,noted in Chapter Four, but
also materiality. This requires that the signing officers (CEO &#O) state

that, based on their knowledge, the financial statgs“fairly present in all

material respects the financial condition and results of operations”
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The OECD (2004, p.25) states that the board’s respibities include‘ensuring
the integrity of the corporation’s accounting and financial reportingesyst.
The OECD continues and specifies that these redplitiesss comprise an:

independent audit,

appropriate systems of control,

systems for risk management,

financial and operational control,

compliance with laws and relevant standards.

The King Il Report (2002) is in accordance withtbtite OECD and Sarbanes-
Oxley in placing the ultimate responsibility foretiompany’s financial reporting
with the board of directors. This illustrates timportance of the audit
committee, which assists the CEO and CFO in fulfjlltheir fiduciary duties.
The board of directors need assurances that theye Halfilled their

responsibilities and due diligence and care iSedwut.

To continue with assurance services, one categoAttéstation Services An
attestation service is a type of assurance seimiaghich the auditors issue a
report about the reliability of an assertion thatthe responsibility of another
party (Arens et al., 2003). Traditionally, theeatation services were concerned
with auditing or reviewindnistorical financial statements. However, today there
are other attestation services as some of theseatueal extensions of the audit
of historical financial statements. Today, usestdata on demandand the
users seek independent assurances about varioes eypnformation. These

include information about internal controls relgtio financial reporting.

This approach of auditing is forward looking comgghto historical auditing. It
is forward looking because an effective systemntérnal controls reduces the
likelihood of future misstatements in the financial statements. B¢2@05) is in
agreement with this and contends that today assereffiorts of auditors should
go beyond financial information and address opemnali and managerial

information.
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This preventativeapproach, to use a security term, is in harmort @afl forms
of assurance services, including audits and atiestaservices. Assurance
services should focus on improving the quality dbrmation used by decision
makers (Arens et al., 2003). Thus, a party wiltbasidered trustworthy if there
is sufficient credible evidence leading one to daadithat set given requirements
are met (Sinclair, 2005). This is in line with ttreeory discussed in Chapter
Three where increased predictability reduces uairgyt about future events and

therefore assists in building trust between théwuarparties.

Independent auditor’'s assurances are likely toeame confidence between the
various parties as they base their decisions upernnformation made available
to them. To stress: the audit process monitorfopeance against agreed set
targets. The auditors then provide the truth twa picture. Thus, uncertainty
can be reduced and trust between the various parie ‘grow’. However, an

important question to ask is how are auditors iedejent if they are appointed,
report to, and paid by the directors? This quadiads to the next section, the

Audit Committee.

5.4 THE AUDIT COMMITTEE

The board of directors have various committees dldatse it and report on the
company. Through these committees, the directemsaim informed as to the
company’s conduct and performance. These commits@lw the board to
properly discharge its duties and responsibilities and effectiudiyits decision
taking process”(King Il Report, 2002, p.72). One such commite¢he Audit

Committee.

5.4.1 Audit Committee Responsibilities
This committee is defined as a subsection of tleedyaesignated with oversight

responsibility to include: (1) internal control®) (financial reporting and (3)
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auditing. To reiterate, the audit committee isrespntative of the full board of
directors (DeZoort, 1997).

In Chapter Two, Agency Theory was discussed becdtuseghlighted the

conflict of interest between principals and aggBtsrle & Means, 1967). The
inability of the principal to directly view the agis activities has helped provide
justification for the existence of the audit contedt Jensen and Meckling
(1976) identify contractual relationships betweamg@pals and agents as a
means of curbing agency costs; however, these amiatmust be subsequently

monitored. This subcommittee of the board assigtsthis monitoring.

A committee based in the USA produced an influémgport in 1999 (since
updated in 2004). This committee is known as the BRibbon Commission on
Audit Committees (NACD, 1999; NACD, 2004). It ma#® recommendations
regarding the audit committee’s construction, inwe audit effectiveness,
definition of accountability of the audit committemanagement and outside
auditors. The purpose was that of improving thesrsight process and
minimising the potential for abuse of discretidhtherefore becomes possible to
increase financial reporting accuracy and relighiliThus, the ultimate goal of
the committee according to Millstein (1999, p.106@) to ensure that
“independence, awareness, diligence, and care were the primaryigesc

governing the unavoidable exercise of discretion”

Among the ten recommendations made by the Bluedrilitommittee for Audit

Committees are that they must havéself-regulatory framework emphasizing
disclosure, transparency and accountabilitfZacharias, 2000). The Blue
Ribbon Committee specifically recommended strengtige the independence,
effectiveness, and accountability of the audit cotte®  The various

recommendations made by the many ‘codes’ (Cadil®2092; King Il Report,

2002; Sarbanes-Oxley, 2002) and committees havstantially increased the
audit committee’s profile and responsibilities.
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For example, the Sarbanes-Oxley Act (2002) inflesnihe audit committee by
giving it a higher profile and by emphasising itslépendence of the board and
stresses that the board should not influence thargtiee’s findings. According
to the Act, the committee has direct oversightldoth the internal and external
audit function and must be awarded the appropfiatding to function properly,

including authority to hire additional advisorsd required.

The King Il Report (2002, p.140) affects the awbimmittee by stressing that
the majority of its members should be independeoti-executive directors.
These members should be financially literate amdishnot be on the committee
as a result ofcronyism or tokenism” In addition the audit committee members
should be disclosed in the company’s annual repodt the chairperson of the
audit committee should attend the company’s An@&xieral Meeting to answer

guestions about the committee’s work.

To continue with the responsibilities of this imfat subcommittee, DeZoort
(1997) conducted empirical research based in pakVolnizer's 1995 study of
audit committees. His objective was to clarify theersight responsibilities of
the audit committee. According to DeZoort (199f§ oversight responsibilities
pertained tdinancial reporting auditing andcorporate governance The study
concluded by prioritising the audit committee’s msight responsibilities in the
following order. These were (dpternal control evaluationfollowed by (2)
financial statement reviewnd then only (3auditor evaluation(both internal

and external).

In fact, DeZoort’s findings consistently rankedeimtal control evaluation as the
most important oversight responsibility and wasdrarted using a multi-method
research approach. DeZoort’'s findings are in limgh the Blue Ribbon
Committee that reported that the three major amdathe audit committee’s
responsibilities ardinancial reporting risk managementand theaudit function

As covered in Chapter Four, risk management prignaelates to a company
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system of controls and therefore falls under thditacommittee’s oversight
remit.

Considering audit committee oversight responsiegitthe King Il Report (2002,
p.140-141) emphasised the review of the:
system of internal controls,
internal audit department,
scope of the company’s operational risk areas todwered in both
the internal and external audits,
reliability andaccuracyof the company’s financial information,
any auditing or accounting concerns identified assalt of audits,
compliance with legal and regulatory provisions luing rules
established by the board.
According to Spira (2003) since the Cadbury Comerit 1992 report, audit
committees have become a standard feature of @ggovernance in the UK
for listed companies. Ultimately this subcommittafethe board, representing
the full board, is charged with the oversight ok thompany in almost a

‘watchdog or policing’ function.

5.4.2 Audit Committee and Risk

As a means of fulfilling its oversight function, ethaudit committee must
therefore ensure that management has fully assedisefits risk and maintains
an effective risk management framework (COSO-ERBD4). To concur, the
committee would be negligent in providing due cdrg failed to ensure that
management discharged their risk management reggddes without going
through a thorough risk analysis of all risks (vdary and involuntary) facing

the company (Horton et al., 2000)

At the director’s level, the audit committee geligrakes the lead in overseeing
many key business risks. As noted, the expectdaced on audit committees
have risen dramatically in recent years as theigtatbe board in fulfilling their

risk management responsibilities.

11C



Chapter 5: Audit Committee

An audit committee survey conducted by Ernst & Ygum South Africa (IIA
Adviser, 2006, p.17) found thail of the companies surveyed now have audit
committees (large companies were surveyed). Aatditly, they found that the
independence of internal audit departments hagased as now almost 70% of
the heads of these departments report to the aamitmittee. They also
discovered that the audit committees are calling“fo education in terms of

understanding Enterprise Risks to be improved”

Even though the King Il Report (2002, p.72) stredsat a company’s board of
directors should have, at the minimum, an audit andremuneration

subcommittee, the Ernst & Young survey found tha#70f companies either
had or were setting-up Risk Committees. The liteeasurvey conducted during
this research project found that there is growivigence of the importance of a

Risk Committee operating as a subcommittee of da@dof directors.

The King Il Report (2002, p.70) states that a comypanay consider having a
risk committee, however, it does not go into detdihe Sarbanes-Oxley Act of
2002 does not even refer to a risk committee. Tay be because the focus of
the Act is on financial reporting and audit comes# tend to take the lead on
financial, audit and control issues. For this ogashe audit subcommittee of the
board is of importance to this research projectcvliocuses on these important

issues.

Moreover, it is noted that some companies and @gtaons have implemented
an “Audit and Risk Committee’as a single committee (ACPET, 2006; lluka
Resources Limited, 2005; Qltinc, 2006). Then thare others that have
implemented them as separate committees and therdfave an Audit
Committee and a Risk Committee. In some of theses, the Risk Committee
reports to the Audit Committee (Deutsche Bank, 20@dllon, 2006; Toronto-

Dominion, 2005). However, not all companies haveealthis as some operate
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with only the Audit Committee. For the purposethit thesis, reference to the

audit committee shall mean audit and risk comnsttee

5.4.3 Audit Committee’s Responsibilities within thdT Arena

Since part of a company’s risk assessment invdiVesdong with its associated
risks, these risks must be assessed by managembjeictsto internal and
external audit review. As already stressed, ulilyathe board oversight,
namely the audit committee, is to ensure that tlagement of IT Risk is

carried out effectively.

Clearly, information technology has permeated apexts of the company
creating a substantial dependency and interdepegdefccording to SysTrust,
IT systems must therefore remain secured, availablequired, and capable of
producing consistent information with integrity @PA & CICA, 1999).
Moreover, the audit committee can act as an arbiédween management and
the auditor (King Il Report, 2002). The committeest gain assurance that the
auditor possesses, or has access to sufficientpetemt audit resources to

evaluate information security and the associasdrfHorton et al., 2000).

As already discussed, according to the Blue Rilbommittee and DeZoort, one
of the audit committee’s top priorities is the a&sseent of the company’s
internal controls (including IT Controls). Hendkis is fundamental in fulfilling

the committee's fiduciary duties and responsibditi Again Horton et al. (2000)
stress that providing sufficient information seguversight under its due care
duties, the board (namely the audit committee) nas$t critical questions of

management to ensure that internal controls arquade.

Figure 5.1 is a high level flow chart that illuses the management and auditing
process (Flowerday & Von Solms, 2005a). It showat tmanagement is
responsible for the system of internal controls #mat the auditors will audit

both the system of internal controls and the fimgndata and information. Bear
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in mind that to have information integrity both tegstem and the data need to

have integrity; however, this will be discussedniare detail in Chapter Six.

Other Influences /
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Figure 5.1: High-level Flowchart lllustrating the Management and Audit
ProcessegFlowerday & Von Solms, 2005a).
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To reiterate, the audit committee is to considee #ffectiveness of the
company’s internal control system, including théatits information systems.
The COSO-ERM report (2004, p.64-65) has classifieidrmation system
controls into two broad groupings: General and Agapion Controls. This
report states that these contrdtspmbined with manual process controls where
necessary, work together to ensure completeness, accuracy, adity vet

information”.

The audit committee is also to understand the sobjlee internal and external
auditor’s review of internal controls over finanadiaporting. In addition, it is to
obtain reports on significant findings and recomdaions, together with
management’s responses. Given that most operhtmoaesses, especially
those supporting the company’s finances, are autamand use information
technology, one cannot emphasise the internal aigntfor information
technology enough. Moreover, today it is acceptedt IT systems are
inextricably linked to the financial reporting pesses (IT Control Objectives for
Sarbanes-Oxley, 2004).

To assist the auditor in understanding and asged3inControls, Figure 5.2
graphically illustrates the structure of IT auditin As pointed out by GTAG1
(2005), business processes are constantly chargidgtechnologies evolving
which enable new threats to emerge as new vullgiebiare discovered.

Therefore, the assessing of IT controls is a caotiis process and not an event.

GTAG1 stresses that management provides IT cometrics and reporting.
The auditors then audit and attest to the IT cdmtvalidity and report on their
value. As noted in Chapter Four, IT controls dé exist in isolation, but form
part of the overall system of controls. Also IThtols, like other controls, are
subject to error and management override. Howey@AG1 (2005) highlights
that IT controls support the concept“defence in depth’so a single weakness

does not always result in a single point of failure
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The focus of the IT controls should therefore beptovide assurances for
information systems and services and help mitifaerisks associated with the

company’s use of information technology (Champla®03; Houck, 2003).

GTAGL1 (2005) points out that the auditor's role ibegwith a conceptual
understanding and culminates in providing the teswif risk and control
assessments concerning these controls. They oentivat these controls range
from written corporate policies to their implemerda with coded instructions.
It is stressed that the assessment shouldhdbstic in that it should include
physical access protection with the ability to &ractions and transactions to the

individuals responsible for them.

To summariseAssurance must be provided by the IT controls within the whole
system of internal control and must be continuous and produce a reliable and
continuous trail of evidence(GTAG1, 2005, p.3). As discussed, IT auditors use
various tools and techniques to enable them tooperfvarious tests when
assessing the adequacy of IT controls. Figuréllbstrates the areas the auditor

needs to consider and where this section fits kageh assessing IT controls.
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Figure 5.2: The Structure of IT Auditing (GTAG1, 2005)

To emphasise, the influential COSO-ERM report (30@fers to the specific

controls within the company’s applications, suchERP systems, that help to
control the processing as Application Controls.e3é application controls are a
broad group of controls thatfocus directly on completeness, accuracy,

authorization, and validity of data capture and processing”.

If one considers COSQO'’s approach, the controlsiwighbusiness process need
to be assessed. There are various control frankswstandards as referred to in
Section 4.4.4) which can assist the auditors toyaaut their responsibilities, one

of which is CobiT (2004). This ‘standard’ providgsidance for the company
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with the ability to assess the overall IT risks amontinuous evaluation basis.
Furthermore, this standard guides the companyair tithievement of business
objectives based on this process approach. Thaspnable assurancesn be
provided if the company uses, assesses, and impten@obiT together with
other standards, as discussed in Chapter Fouthascdestablishing Bolistic risk

management approach

One of the reasons that CobiT is such a usefuidstad’ is that it is strategically
orientated and allows the company to effectivelyediep information systems to
support the company’s strategic processes and dnssiobjectives. Once these
strategic information systems are in place, a systé internal controls can be
designed to support the business processes andnmsysat the same time

managing the risk exposure.

Subsequently, the assessment of the internal dentem be preformed. This
standard can assist in assuring that IT Risk isagad adequately. In addition,
CobiT is an effective governance guideline (togethith others as discussed in
Chapter Four) and assists the company in complwiitly the various ‘codes’
such as Sarbanes-Oxley, Basel Il and the King Hdre

5.5 CONCLUSION

Auditors must keep pace with the fast moving wafidechnology, and auditing
software should be used during the audit proce$eday’s risk-based audit
model should focus the auditor's attention on m&krcontrols in an effort to
prevent threats from exploiting vulnerabilities the company’s automated

business processes.

For assurances to be provided as to the conditidheofinancial information,
auditors need to ‘evaluate and assess’ the electirtfiormation as the paper trail
continues to fade. Auditing ‘around the computemot acceptable and auditors

are expected to ‘audit through the computer’ aforination systems.
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The audit committee is a crucial committee in ptdovj a monitoring role and
establishing good governance. This subcommitteth@fboard of directors is
responsible forisk managemenfinancial reporting and theaudit function In

addition, this important committee allows tHe&rincipals some degree of
‘security’ in knowing that the risks the companycda are being managed

effectively and that thAgentsare not conspiring against them.

The quote at the very beginning of this chaptémisortant because even though
auditing has advanced to the stage it has, itdm#ls not produce assurances in
real-time. The problem still exists that the diexismakers often base their
decisions on real-time information where assuramecesnot available, therefore
uncertainty and risk is present. Nevertheless,r@gsed solution will be
discussed in Chapters Seven and Eight. Howevarnmation integrity needs to

be established, and this discussion will followCinapter Six.
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Chapter 6

INFORMATION INTEGRITY

“Integrity without knowledge is weak and useless, and knowledgehovit
integrity is dangerous and dreadful.”
- Samuel Johnson, (writer and poet, 1709 - 1784)

6.1 INTRODUCTION

The auditing profession has adopted the conceptasfonable assuranceThis
concept requires that the auditors perform enougrkvio obtain reasonable
assurance that the information found within theaficial statements of a
company is free from materiality and isfair or faithful presentationof that
company’s financial position. It is argued by icstwho oppose the concept of
reasonable assurance in favour of absolutes, titig a way for auditors to
reduce legal liability. Houck (2003, p.16) howewentends this is unfair and
asserts that‘Reasonable assurance is a commonsense, cost-effective concept

that enhances the integrity of financial reporting”

This chapter focuses on information integrity, hoere it is acknowledged that
100% information integrity is not currently achiéla due to various limitations
and therefore the auditing concept rebsonable assuranceill be adopted.
This is in line with the concept that 100% inforioatsecurity is not achievable
and the notion thatadequate securityis the goal, using appropriate
countermeasures. Absolutes in many cases, ingualisolute trustin this

imperfect world is not achievable, therefore thencapt of “acceptable
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uncertainty” should be the objective (personal communicatidexAodd, July
2005).

The main contribution of this chapter is to illet the importance of and
provide a macro view of what constitutes informatiotegrity. However, to
understand information integrity it has been nemgst firstly attempt to clarify
what is data and information as well as to undadcstguality even if at a basic
level. This then enables the discussion to mowsdal onto the focus which is

information integrity.

Therefore, the chapter starts with investigatingawis data, followed by
information and knowledge. It then briefly discessinformation and
communication theory and highlights the link betwéige two. The concept and
attributes of data and informatiquality are presented. This leads naturally into
the ‘core’ attribute which isnformation integrity The attributes of information
integrity are explored and it is noted that to hanfermation integrity, both the

dataand thesystenmeed to have integrity.

6.2 DATA, INFORMATION AND KNOWLEDGE

It appears at times that the use of the watdta and information are used

‘loosely’ and some use these words interchangeabtiditionally, because there
does not appear to be consensus on definitionthése words, particularly for
the word information, an attempt will be made tarify their meanings solely
for the purpose of this research project and ferdbntext in which information

will be viewed.

6.2.1 Data Processed ...

Within the Information Systems and Information Teclogy (IS/IT) arena, it is
accepted thatnput (data) — process — output (informatiois) agreed upon
(O'Brien, 2000; Oz, 2002). The word data is theral of the Latin wordlatum

though data commonly represents both singular &mdlgorms. According to
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O’Brien (2000, p.27), the word data refers “‘taw facts or observations,
typically about physical phenomena or business transactiori3z (2002, p.8)
clarifies the word information within the IS/IT caxt and statesinformation

can be raw data or data manipulated through tabulation, addition, subtraction,
division, or any other operation that leads to greater understanding of a

situation”.

Figure 6.1,Information in Contexts the accepted paradigm of how information
is viewed for this research project even though es@iternate views will be
discussed. Figure 6.1 is also known as Venkatr&amalKAR model (Data,
Information, Knowledge, Action, Results). The pption thatData processed
becomes information anthformation interpretedbecomes knowledge is the
generally accepted view within the IS/IT field; thenportantlydecisions based

on knowledge,direct the company and ultimately determine the company’s
business results. As shown in Figure 6.1, theaedsunter flow starting with the
company’s external environment that feeds bacK itns captured as data and is

again prepared for processing.

An example of Figure 6.1, applied to stock in a pany, could start with the

data collected regarding the amount of stock statedarehouses. The pure
numbers by themselves are data. When processealle@), it becomes

information. Based on this information, interpnetithe value of the stock
becomes knowledge as to the value of the assetist®epending on the value
of the assets, decisions can be made to increbes#stack or for example, apply
for financial loans (bank overdraft), using thec&t@s collateral for these loans.
As mentioned, this can help determine the compaagt®ns and affects the
overall business results. This linear approacarblellustrates the importance of

havingaccurateandreliable figures (data) at the start of the process.
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6.2.2 What Constitutes Information?

In an attempt to describe what constitutgermation, Machlup and Mansfield
reviewed and edited numerous articles on the subjdus they did from various
perspectives covering many disciplines. Their gobjwas to“analyze the
logical and pragmatic relations among the disciplines and subject areas #hat ar
centered on information’(1983, p.3). This extensive book, which is often
quoted, almost appears contradictory and confusiegending which disciplines
one subscribes to); however, this also highlighéd bne can find references and

quotations supporting the different stances orsthgect.

It is emphasised that the disciplineformation Theoryis at times referred to by
alternate names within the scientific domain, sash'mathematical theory of
communication, communication theory, coding theory, signal-transmission
theory, and mathematical theory of information measurém@iachlup &
Mansfield, 1983, p.47). They continue and disaumksther Information Theory

is chiefly aboutinformation or communicationor aboutsignals. Later they
comment that the wor@ommunicationis a possible alternative for the word
Information. However, they clarify that the words also havkeeotmeanings
(Machlup & Mansfield, 1983).

Another view to consider is Mesarovic's (1983, @h6who contends that
information cannot be defined without referencé® goal-seeking behaviour of

a system (in harmony with systems theory). He a@Rrpl“A system is goal-
seeking if its behaviour can be best described with referenibe foursuance of

a given goal” An example he uses to illustrate his point iatth system-
dynamic approach would describe this in terms @f ¢ar's acceleration and
speed, that is, as a physical system. Mesarovitimeees that a goal-seeking
description would require thdthe driver inside the car be identified and the
moving point on the line representing the car on a highway be represented i

terms of the strategy the driver uses in steering the eeiochg the road’
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To summarise Mesarovic's view (1983), a goal sagkdescription, therefore
requires a description of a goal, a descriptioa efrategy and the description of
the environmental conditions in which the strategipeing pursued. Mesarovic
(1983, p.570) argues that the concept of inforrmaisdmuch richer” than most
perceive it to be and therefore he makes a botdratent and an important link
that he“would actually equate systems theory with information theory in an
appropriately wider sense” Additionally, he extends the disciplines andesa
that; “information theory and systems theory are one and the sanfdiis last

statement of his has received some criticism.

Machlup (1983, p.642) contends that any other nmgmnifor the word
information other than the two he lists below are analogiestaphors or
concoctions, first bein¢the telling of something”and secondlythat which is
being told”. He expounds on this and elaborates that therenany different
methods howeveftinformation is a flow of messageg1983, p.643). Machlup
does point out, which has already been establisted,it is not a requirement
“that information be correct and knowledge be trueChapter Two on corporate
governance argued that information can be mislggadittorrect and even false

or fabricated.

Machlup (1983, p.645) also emphasises that infaonanvolves at least two
parties,“One who tells (by speaking, writing, imprinting, pointing, signalling)
and one who listens, reads, watche§'his is essential as one considers the Stag
Hunt (discussed in Chapter Three), in which theténsnsend messages or signals
in order to share information with each other as/thonduct their hunt. Or to
reiterate, the board of directors, sending messagesgnals to the company
stakeholders via the financial statements, areirghanformation. This is in
harmony with the view that Mesarovic and otherssstibe to, which is that a

system is goal-seeking provided it has a clearabivg

The following Table 6.1 is presented by Bovee (3084 a non-exhaustive

summary of the work presented by Machlup and Maltf{(1983). Bovee
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(2004, p.11) statesthe list details the implied specializations of the word

‘information’ that occurred in the literature without adjectival mockfiion”.

Table 6.1: Exclusionary Narrowing of the term ‘Information’ by Machlup
and Mansfield (Bovee, 2004, p.11)

To be ‘Information’ something must.....

Be previously unknown

Be previously less assuredly known

Affect the recipient’s knowledge stock or structure

Consist of raw, uninterpreted data

Be useful in some way

Be used in decision making

Bear on contemplated, considered or taken actions

Reduce uncertainty

Help identify contextual meaning of words in sectn

Exclude some alternatives to what is predictedstatement

Change some belief(s)

The fourth line from the top in the table (whichshzeentalicised — “consist of

raw, uninterpreted datg’is in conflict to Figure 6.1. Machlup (1983, $8&
proceeds and states thékhere is no need to establish either a hierarchy or a
temporal sequence in discussing data and information. Apart from computer
systems the two words may be equivalentss. noted, not everyone agrees with
the linear approach that data processed becomesmation and information
enhanced by experience becomes knowledge. Thiammecclear when
conducting the literature survey. Some researatiamn that knowledge is also
information depending on the context.

Firestone and McElroy (2003) attempt to clarify tiistions between data,

information, and knowledge in the context of the#search (their focus is

Knowledge Management). They descrdsa as (2003, p.17}the value of an
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observable, measurable, or calculable attribute’ln addition, they state that
(2003, p.18)‘information is frequently data extracted, filtered or formatted in
some way. However, Firestone and McElroy also subscribéhtoschool that
data, information and knowledge do not need tarbated as a hierarchy or in a
linear fashion. In spite of this, they share thmes view as the IS/IT field as to
what constitutes data, information and knowledgset pot necessarily the order

in which they are produced.

In contrast to the above paragraph however, arabieement with Figure 6.1,
the Barabba-Haeckel Framework is discussed by Bafg000). As with Figure

6.1, the focus of this chapter is not on the lat@rt of the framework, but the
first half. Barquin describes the framework aatmuum that starts with data
and goes through stages until it is eventually wisd Figure 6.2 is used to

illustrate this framework.

( Data A
* Data + Content = Information
* Information
* Information + Inference = Intelligence
* Intelligence
* Knowledge
* Knowledge + Synthesis = Wisdom
< ( Wisdom )

Figure 6.2: The Barabba-Haeckel Framework(Barquin, 2000)

English’s (1999) model of the relationship betwedaita, information, knowledge
and wisdom is in harmony with both Figures 6.1 &2l Accordingly English
explains that useable data allows meaning to bex@ed from it, resulting in
information.  This information in context, allowsn® to determine its
significance, which results in knowledge. Thea@etbased on knowledge results

in wisdom.
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Nevertheless, it is not the focus of this chapteattempt to provide a ‘perfect’
understanding of the various views on what constitudata,information and
knowledge as this is beyond the scope of this rekegaroject. The purpose is
merely to illustrate that there are different vieavsthe subject; however, there is
agreement that data does influence and have arncingpainformation. This
thesis argues that information does influence theisibns taken by decision
makers and the results of these decisions affectdmpany and its performance

(as shown in Figure 6.1).

Tuomi (1999) adds that when meaningful informatisnused in context, it

becomes knowledge and is usedrtake predictions In Chapter Three (Section
3.2.1), it was discussed that positive predictiabsut future actions between
parties is a prerequisite to uncertainty reductiés. noted before, predictability

and uncertainty reduction lead naturally to theeliggment of trust.

6.2.3 Information and Communication

It is beneficial to clearly link the informationdad within a company’s financial
statements to Communication Theory. Taking théiswiwhich some may argue
is conceptual and has not been proven mathematicsalhowever in line with
Mesarovic’s view described in the previous secti@his is done in order to help
reduce uncertainty between parties, which is ingdrtto emphasise as
uncertainty affects behaviour. The financial staats are viewed as a means of
communication between the board of directors witle tvarious company

stakeholders.

Shannon and Weaver (1949) were referred to ateébgabing of this thesis when
introducing communication and technology, spedifjcahe sending and
receiving ofmessages The work of these researchers has formed this bés
many other research projects and papers. How8wannon'’s previous work in
1948, which formed the core of the 1949 publicagtisralso of interest because it
addresses the amount of uncertainty reductioncir@bccur when one receives a

message from dinite set of possible messages. As noted, this form of
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communication could be likened to the hunters sendnessages to each other
during their hunt as discussed in the Stag Huntifssge Game in Chapter
Three (Section 3.3.3). In addition, it is compé#eato the directors sending
messages to the various company stakeholdersnaadial statements as to the

financial condition of the company.

Shannon’s theorem included a proposed graph amdufes arguing that the
maximum possibleincertainty reductioror entropyoccurs when both symbols
(one representing uncertainty and one entropygquéprobable. In other words,
when a system has two possible outcomes, the amtgrtor entropy in the
system is maximised when both outcomes have thee sanobability.

Information Entropy or Shannon’s Entropy, whiclisibccasionally called, is an
important point when one researches ‘ttandition’ of information. However,

for this thesis it is not necessary to duplicate nouch of Shannon’s work, but
rather to focus on the work he contributed in theaaof uncertainty reduction

associated with the receiving of messages.

Figure 6.3 is Shannon’s diagram illustrating a geheommunication system.
Even though Shannon referred to a technical systeonjng his theory by using
a logarithmic approach, the principles he proveal applicable to this research
project. As noted previously, there is a schoalt thrgues, for example, that
Shannon’s notion of information refers only to tb@pacity for transmission.
However, applying information as described in Sher's work together with

Mesarovic’s research provides a wider view when ooesiders a goal-seeking

system.

12¢



Chapter 6: Information Integrity

Figure 6.3: Schematic Diagram of a General Communation System
(Shannon, 1948)

Shannon explains the parts of his diagram as faeliowhelnformation Source
produces a message or a sequence of messages cmmbbeunicated to the
receiver. Then th@ransmitteroperates on the message in some way so as to
produce a signal suitable for transmission over dhannel. TheChannelis
merely the medium used to transmit the signal fribva transmitter to the
receiver. ThdReceiverordinarily performs the inverse operation of tdahe by

the transmitter, reconstructing the message from gshgnal. Finally, the
Destinationis the person for whom the message is intendedan®n also

discusses th&effect of noise in the channel”

When one considers Figure 6.3 and contemplatesretie Stag Hunt/Assurance
Game or the board of directors sending messagebe/inancial statementthé
channe), one can observe the ease at which“ti@se in the channel’can
corrupt the message (either intentional or unimeat errors within the financial
statements). Thieformation sources the company producingraessagevhich

is transmittedvia financial statements to tineceiver. The receiver could be any
of the company stakeholders relying on thessagdound within the company

financial statements.

Shannon proposes a solution to help counteracefteet of the noise in the

channel This is illustrated in Figure 6.4 whefan observer who can see both
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what is sent and what is recovered (with errors due to noiseput in place.
“This observer notes the errors in the recovered message andntits the data
to the receiving point over a ‘correction channel’ to enable the receio
correct the errors”(1948, p.21)

A—Correction Data————p
Observer
A 4
Information Message»| Ty . >  Receiver Messaged Correcting | —Message

Source Device

Figure 6.4: Schematic Diagram of a Correction Systa (Shannon, 1948)

Such an observer, within the context of this researoject, could be an auditor.
It is important to note the change in the proc&sgufe 6.3 versus Figure 6.4)
which allows theDbserveraccess to the message, both at the Informatiorc&ou
and after the Receiver has received the messagmatke a comparison’ and
report on theonditionof the information. Th€orrecting Devicecan be likened
to a corrective control or controls that ensure thessage is daithful
presentationof the original message. This leads to the nextien which

discusses informatioquality.

6.3 THE CONCEPT OF INFORMATION QUALITY

Information is an important commodity and it is rabfficult to reach a point

where one enters a stage of information overloaal tduthe abundance of this
commodity. Having said that, the management adrmhtion is a specialised
discipline and decisions are based on the infoonativailable. The decisions
made are affected by the quality of the informatmnwhich the decisions are

based (this was noted in Chapter Two, Section .2P®or quality information
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has contributed to lost productivity, failed comigmn and low consumer
confidence (English, 1999; Wang & Strong, 1996po1iRquality information has
also caused political controversy and high-profilsasters (Fisher & Kingma,
2001).

6.3.1 Quality Decisions

As decisions are affected by information, if thieormation lacks quality, this has
a natural effect on the outcomes of the decisiom$ hence, the decisions
ultimately lack quality. To ensure fact based sieci-making, one would

require assurances as to the condition of the nmtion when the decisions are
made. If decisions are made in real-time, basedeahtime information, one

would require real-time assurances. This is dsedisn more detail in Chapters

Seven and Eight.

However, it is important to take note tHhaigh quality decisions are expected to
lead to more productive actions, quicker problem solving, and better
organizational performance{Jung, 2004, p.166). In other words, a director ¢
perform his or her duties more effectively and phi@ciples of good governance
can be applied. Jung continues and points out tinamake high quality
decisions, it is crucial to have access to inforomathat is relevant and complete
on which to base decisions rather than just ha@ngenormous quantity of
information.  Consequently, companies where degismakers experience
information quality problems, can end up taking ecgssary risks by accepting
impractical ideas and making errors in interpretator ignoring important ideas
(Jung, 2004).

Since risk is intrinsic to governance, a board ioéators needs to ensure that
their risks are mitigated to an acceptable levidiis of course includes the risks
associated with their decisions based on corpdirsdacial information. Due to

many boards failing in this duty and the increasedrporate debacles (as noted

in Chapter Two), many influential ‘codes’ have beerposed on companies
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enforcing that the information held within the caang’s information systems

receives a higher priority.

Compliance to the Sarbanes-Oxley Act, Basel Il Adcand other ‘codes’ calls
for heightened internal controls over the financmbcesses, implying an
increased focus on IS/IT to provide a secure artitale infrastructure. The
current quality control standards, for example IS001, concentrate on
quantitative controls. These place the emphasiprucess development on the
controlling, documenting and monitoring rather tilaa qualitative aspect of the
work performed. The ‘imposed codes’ are watersieggilations for companies
as they mandate a rigorously controlled environmientwhich information

systems operate and a high standard goflity information is created,

documented and stored (control was discussed ipt€hkour).

Accordingly, the philosophy of Total Quality Managent (TQM) is that
continuous improvement must be applied to all quaiandards. Thus, if one
considers risk management, data and informatiofitgstandards are aspects to
be considered. The reason is that poor informat&ncause a company to miss
its strategic objectives due to the decisions basedhat information. The
company’s reputation and the director’s credibitibuld be severely damaged by

the results of decisions based on poor qualityrmédion.

6.3.2 Data Quality — the Foundation of InformationQuality

Ward and Peppard (2002) succinctly point out thatadhallenge companies have
is to ensure that information is of the highest ligqpgpossible. As noted,
information quality in part is based on data qyaliBy studying Wang et al.’s
research, as Wang appears to be one of the foraesesrchers in the IS data
and information quality fields, it became eviddmttthe attributes or dimensions
of data and/or informatioguality are not agreed upon. However, a model of
what is perceived to be the dimensions (as name@ang) of data quality is
proposed by Wang and Strong (1996) and illustrat&dble 6.2.
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Table 6.2: Data Quality Categories and Dimension@Vang & Strong, 1996)

Data Quality Category Data Quality Dimensions

Intrinsic DQ Accuracy, Objectivity, Believabilitygeputation
Accessibility DQ Accessibility, Access security
Contextual DQ Relevancy, Value-Added, Timeliness,

Completeness, Amount of data

D

Representational DQ Interpretability, Ease of usterding, Concis

representation, Consistent representation

Even though Table 6.2 assists in clarifying whatstitutes data quality, it is
inconclusive as there appear to be many differeeivy on this topic.
Furthermore, to gain a ‘clearer’ understandingh@ attributes of information
quality a table (Table 6.3) summarising the workse¥en research groups was
created for comparison. This table is evidence thare appears to be
disagreement on what constitutes information qualitat least disagreement on
the use of words and terminology. Wang and Stiagrly present the largest
number of attributes with both Bovee, Srivastava &k (2003) and ITGI
(2004) with only four each.
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Table 6.3: Terms used to Describe the Attributes dhformation Quality

Information Ward & | Wang &| Eckerson| Bovee | Wand & | ITGI IASB &
Quality Peppard| Strong | (2002) et al. Wang (2004) | FASB
Attributes (2002) | (1996) (2003) | (1996) (2006)
Accessibility X X X
Accuracy X X X X
Appropriateness X
Believability X
Comparability X
Completeness X X X X
Concise X
Confidence X
Consistency X X X
Flexibility
Integrity X X X
Interpretability X X
Materiality X
Objectivity X
Relevance X X X X
Reliability X X X X
Security X
Timeliness X X X
Understandability X
Usability X
Validity X
Value-added X

When one studies this table it becomes clearer ttitwords have semantic
meanings and this appears to cause confusion. Bhlmarvation, it does not
appear that these researchers disagree in any majoras to what attributes
constitute information quality. It is more the usfethe words they have chosen

and their terminology in general.

For example, the wordsccuracyandintegrity, which are recognised as crucial

attributes of information quality, are used incsitently. Only four of the seven
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research groups list accuracy as an attribute esrstn Table 6.3. However,
integrity is listed by three of the seven amuk research group refers to both
accuracy(correctness, exactness, precision, trighyl integrity(truth, reliability,
completeness, wholenesshhere is a subtle difference in the meaningthes$e

two words, but one can see how they are at timed ugerchangeably.

Wand and Wang (1996) conducted research on whattittded information
quality and produced a table listing their resukscuracywas cited more than
any other attribute in importance. However, intérgly their table is called
“Notable data quality dimensions(1996, p.92) noinformation dimensions.
Yet they conducted research as to what constititfessmation quality, but
substituted the word data for information when rmamtheir table? Additionally,
they did add thatthere is no exact definition for accuracy(1996, p.93). This
may highlight why there are so many different termsed to describe

information quality.

To continue with the example of accuracy, Boveale{2003) emphasise that
accurate information generally relates to whether not the information
corresponds sufficiently with its tangible or coptteal real world. If one accepts
Bovee et al.s definition of accuracy, one can seg seme researchers have used

the word integrity in the place of accuracy.

An interesting output of Redman’s (1998) reseaschhat he argues a typical
impact caused by inaccurate data is thdtrafreased organizational mistrust”
(1998, p.82). Even though Wang and Strong (19%2)@o not refer directly to
trust or mistrust in their table, they do referéputationalong withaccuracyas
dimensions of Intrinsic DQ (Table 6.2). When defgreputation they state that
it is “the extent to which data are trusted or highly regarded in terms of the

source or content”

Redman’s research (1998) also claims that 1%-5%albfdata fields are

erroneous. This is supported by a survey conduicteithe USA in 2003 of
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accredited medical records managers, who found4¥%a% of their financial
records had significant errors. Accordingly, thegber resulted in over or under

reimbursements of billing claims (Boritz, 2005, Gil2.

This section, including Table 6.3, clearly illuses that there is not agreement
among researchers on the use of words and termgyalescribing the attributes
(or dimensions) of data and information quality.owéver, regardless of the
words used to describe information quality, Bo(@D05, p.262) highlights an
important point thatit would be hard to imagine information having quality in
the absence of integrity” This leads to the next section which specificall

focuses on information integrity.

6.4 THE INFORMATION QUALITY ATTRIBUTE OF INTEGRITY

Boritz (2005) contends that information integrigyriot an isolated attribute, but
draws on several other attributes (or as he rdftethem — concepts). Boritz
assisted the ITGI (2004) in one of the most extensitudies conducted in an
attempt to clarify the understanding of informatiategrity. As noted in Table
6.3 and Figure 6.6, the IT Governance Institute5{)Tpresents four attributes
(reliability, relevance, usability, integritydf information quality. This research
project subscribes to the ITGI view of informatiguality which appears holistic

and thorough.

6.4.1 Firstly the Attributes of Relevance, Usabilit and Reliability

It is important to note that information qualitydependent on all four attributes.
However, as noted the ‘Achilles heel’ is the atitéof integrity. For how could
the information haveelevance usability and bereliable if it lacks integrity?
Nonetheless, it is also important to note that temaining three attributes
overlap and complement each other when determiningne has quality
information. This is shown in Figure 6.5. Additally this figure shows the
sub-attributes of these three attributes and engdmthat these are not mutually

exclusive, but complement and contribute to eabkrafiTGI, 2004).
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Figure 6.5: Relationship among Relevance, Usabilitgnd Reliability
(ITGI, 2004, p.21)

Brief explanations or definitions are provided foglevance usability and
reliability .

Relevancas referred to by four of the seven research gsanprable

6.3. According to the ITGI (2004, p.16), it the information’s
capacity to make a difference that identifies it as relevant to a
decision”. However, the ITGI points out that it is thimeoretical
capacity” of the information that contributes to the objeetiof
information production.

Usability or, as some have referred to it, usefulness,atsfibe users’
“perceptions of the practical value of information they believe will
help them in completing their worKTTGI, 2004, p.18).
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Reliability is also referred to by four of the seven resegrops in
Table 6.3. Accordingly, the ITGI (2004, p.20) exipk that reliability
“reflects the signal-to-noise value of information used in decision
oriented systems” Or expounded orithe less uncertainty and risk
surrounding information'the more reliable the information.
Interestingly, the International Accounting StamtfarBoard (IASB) and the
Financial Accounting Standards Board (FASB is baisethe USA) advocate
that the wordreliability is replaced with the word$aithful representation”, as
in their view the word reliability is widely misietpreted (FASB, June 1, 2005;
IASB & FASB, May 16, 2006).

6.4.2 Understanding Integrity and its Sub-attributes

According to the ITGI (2004), the external oval kigure 6.6 encompasses
information and the three circles within the ovdustrate attributes of
information quality (as illustrated in Figure 6.5 1wh provides a more in-depth
view of the three circles). The fourth attributehich is the central oval,
representsnformation Integrity The strategic placement of this oval illustrates

the significance of integrity to the informatiorvalue.

Figure 6.6: Information Integrity (ITGI, 2004, p.3)
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As mentioned, it is important to observe the posritig of the information
integrity oval in relation to the three circlesléwance, usability and reliability),
thereby overlapping and incorporating elements Ibtheee. It is also worth
noting that information integrity is a narrower cept than information quality;
although, it is a broader concept than data ine@TGI, 2004).

In the same manner that relevance, usability ahability have sub-attributes,
so does integrity. As with the attributes of imf@tion quality there also appears
to be disagreement among researchers as to whatitates information

integrity, or more specifically what are the subributes of information integrity.

However, information has its integrity if the acacy, completeness, timeliness,
validity and processing methods are safeguarde@I(I'2004; Carlson, 2001,
NIST 800-12 Handbook, 1995). According to the ldv@rnance Institute (ITGI,
2004, p.22) integrity means unimpaired or unmarceddition. Applied to
information, “integrity is the representational faithfulness of the information

the condition or subject matter being represented by the information”.

Figure 6.7 is used to illustrate the sub-attributdsinformation integrity
according to the ITGI (2004) and Bovee et al. (900Bhese two research groups
were chosen because their research appears eetarsivthorough within this

research domain. In addition their research isenecorrent than most others.
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INFORMATION INTEGRITY ATTRIBUTES

/
e N
Accuracy
Completeness
Consistency
Existence
. /
Bovee et al. (2003
\_ (2003)

/
Accuracy
Completeness
Currency
Validity
.
ITGI (2004)

Figure 6.7: Information Integrity Attributes

Bovee et al.’s (2003) research produced four atties of information quality and

related them to the processhaiw information is created (see Table 6.3). Three

of these attributes they described asgtrinsic (immaterial, insignificant,

nonessentialin nature - these are accessibility, interprditgband relevance.

However the fourth attributdntegrity, they claimed wasntrinsic (material,

central, essentialin nature when related to the process of howrin&dion is

created.

Bovee et al. (2003) define the four sub-attribwutEistegrity, which is intrinsic to

how information is made, this way:

information for decision-making.

Accuracy- This information conforms to the real-world @nceptual
items of interest to the user. It is typically s@ered to be error free.

Completeness Refers to having all required parts or havingusm
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Consistency- Requires that multiple recordings of the valiggsany
of the attributes be consistent across time andesp@o be consistent
these values must be the same in all cases.

Existence- This is an important intrinsic element of inf@ton used
in auditing. If one needs to validate informati@ovee et al. (2003)
claim that the information would need to meet asts of existence

that there are no false or redundant entitiegjgiel values.

The ITGI (2004) define the four sub-attributesraégrity this way:
Accuracy- The information is a faithful representatioregénts.
Completeness “All information necessary to reflect business activity
in accordance with established business rules is captured, pro¢cessed
stored and reported{ITGI, 2004, p.29).
Currency— The information is current and timely and witlgreset
definitions of the duration of time in an infornii period.
Validity — The information would be considered valid if & i
authentic, not duplicated inappropriately, nonreahbke, and in
accordance with specific business rules that defilationships
among information items, governing form, contenmindtion, time,

source and destination.

The first two sub-attributegccuracyand completenessare the same for both
the ITGI and Bovee et al. even if defined slightlfferently. However, it
appears as if both research groups are sayingatime shing. The third sub-
attribute, consistencyor currency, has overlapping qualities but a slightly
different focus. The fourth sub-attributxistenceor validity, is not defined too
dissimilarly. This once again highlights the setitameanings of the words and

the terminology favoured by the particular researsh
Interestingly, a few of the other researchers ibl@&.3 listed some of these

‘sub’-attributes or used similar words when desogbinformation quality
attributes. Nevertheless, Bovee et al. (2003)jtB¢2005) and the ITGI (2004)
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all emphasise the significance of the attributenfdrmation integrity. Bovee et
al. (2003, p.32) define the integrity of informatias beind'satisfactory free
from defects or flaws” This sums it up and leads to the next sectiamn diata

integrity alone is insufficient because one alspunes system integrity.

6.4.3 Data Integrity + System Integrity = Information Integrity

Figure 6.8 graphically depicts the process of hmformation integrity is
achieved. This demonstrates that to have infoonatitegrity both thelataand
the system(including IT infrastructure) need to have intégri As discussed,
data is considered to be the raw material usedeate a finished product ready
for use, i.e. information. It is important to nakat besides theéata information
integrity is dependent osystemintegrity. In other words, information integrity
can be no better than the integrity of the systenocgssing the data or
information, although it can be worse (ITGI, 2004podroof & Searcy, 2001).

INFORMATION
INTEGRITY

DATA
INTEGRITY

SYSTEM
INTEGRITY

Figure 6.8: The Requirements of Information Integrty

A system demonstrates processing integritytsf outputs fully and fairly reflect
its inputs, and its processes are complete, timely, authorized andatetc
(ITGI, 2004, p.5). To emphasise the two aspedtsufE 6.8), a system may have
integrity, but if the data it processes lacks intggat the time the system
receives it, then the data can continue to laagiity when it is transferred to its
destination or transformed into information. Tramssion integrity is therefore

not treated as a separate element, but part adrayisteqrity.
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The following is a costly example of a processimgpreand its consequences
when information lacks integrity. Due to bank eriio the currency exchange
rate, an Australian was able to purchase Sri Larikapees for AUS $104 500
and then sell them to another bank the next dapt $440 258. The original
bank’s computer displayed the central Pacific Freate in the Rupee position.
Because of the circumstances surrounding the bamkds, a judge ruled that the
Australian man had acted without intended fraud @mad keep his windfall of
AUS $335 758 (ITGI, 2004, p.7).

Another discomforting example (of which this istjume of many) is Fannie
Mae’s third quarter 2003 FAS 149 spreadsheet baakailations understating
the value of the mortgage loan commitments by US $illion. Fannie Mae is a
US company providing financial services, specificahortgages. Fannie Mae
attributed this t6human error” (Boritz, 2005, p.261).

These examples draw attention to the fact that thwthdata entering the system
and the system processing the data needs to hegriip. Figure 6.9 is based
on Figure 6.1 (Information in Context) and moreadlets provided on how

integrity is integrated into thieechnology viewof decision-making. The results
of these decisions determine the business restitshwvill have an effect on

predictability and uncertainty reduction. When emainty is reduced to an
acceptable level, trust will grow and the overalhtdence will be increased in

the produced results.
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Figure 6.9: Information Integrity in Context
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It therefore becomes imperative to have controjslace to ensure both data and
system integrity (as illustrated in Figure 6.9).s discussed in Chapter Five, a
process is also needed for validating these canénotl reporting on their status,
thereby providing assurances as to their conditidhis stresses the importance
of risk management, especially information secumithich subsequently plays
an important function ensuring information integrit System integrity, even

though only briefly discussed in this chapter, éferred to in several other
chapters of this thesis and will be discussed imremdetail in the following

chapters.

6.5. CONCLUSION

This chapter discussed the linear sequence in wtith processed becomes
information and information interpreted becomeswdieolge. It stresses that
decisions are based on knowledge and determineothpany’s business results.
This was followed by a rich debate clarifying thibutes ofinformation quality

and the attributes ahformation integrityfor the context of this thesis.

This chapter proposes that information quality ssemtial to a company’s
success. However, the information cannot haveitgudl it does not have
integrity. For the information to have integrityoth thedata and thesystem
need to have integrity. To have system integatyjgompany needs to have a
sound system of internal controls with IT contraists core. The reason for this
is that information is often found in electronicrrftats within the company’s
business processes. The controls need to limertaiaty and the risks need to
be mitigated to an acceptable level. This is oammonent of information

integrity; the other is data integrity.
The auditors have several tools and techniquesassist them in determining

whether the data has its integrity or not (as dised in Chapter Five).

Continuous auditing is proposed as the way forwelndreby assurances can be
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provided in real-time, thus providing current infation with more credibility
for decision-making. This will be discussed in maletail in the following two

chapters.

Finally, it is important to note that any directgreactising good governance
would need to ensure that the information withieithcompany’s financial

statements has its integrity intact. This woulddi¢gowards building trust and
restoring investor confidence between the varimmpany stakeholders and the

board of directors.
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Chapter 7

THE CONCEPT OF CONTINUOUS
AUDITING

“If you can’t describe what you are doing as a process, you don’t knekat
you're doing.”
- William Edwards Deming, (management consulta®@(t1993)

7.1 INTRODUCTION

As discussed in the previous chapter, informatiotegrity within financial
reports is crucial to building trust. Thereforentinuous auditing is proposed as
a method of verifying the information’s integrity real-time and on a continuous
basis. This is in line with the Sarbanes-Oxley Aalling for reporting to be
done on drapid and current basis”,where this refers not only to near real-time
reporting, but also to near real-time assurancéiegAt al., 2005). Additionally,
Alan Anderson (AICPA, 2002), Senior Vice PresidehiAICPA, describes the
business-reporting model of the future “asline, real-time disclosure”. He
continues by pointing out that users wagéta on demand”as well as more

relevant and up to the minute information to ageistetter decision-making.

With the integrity of the information within finara statements in question and
the shift towards more rapid financial reportinge fauditing profession has had
to find new ways of verifying information in theseports. Therefore, the need
for timely and ongoing assurances regarding thesceffeness of risk

management and internal control systems is critical
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In this chapter, it is essential to differentiateteeencontinuous monitoring,
continuous auditingandcontinuous assuranceskirstly, continuous monitoring
is discussed followed by an in-depth examination cohtinuous auditing.
Finally, continuous assurances is addressed aghitiauditors who will provide
the continuous assurances that management haweesstul monitoring system
in place for both their internal control system aigk management practices

over financial processes.

7.2  CONTINUOUS MONITORING

Continuous monitoring is a management mechanisfaramtion whereby senior
management monitors and assesses the control actbsdire environment
within the company on a continuous basis (Flower&ayon Solms, 2005a;
GTAGL, 2005; Warren & Parker, 2003). This viewinsline with the COSO
view that recommends that management fulfils thaitodng role of the internal
controls on a continuous basis and identifies, ss&se and determines the
company’s exposure and management’s responsekto Kiell (2004) adds that
the senior financial managers should identify hiigk-areas and then prioritise
their business processes according to risk aretectors to be monitored within

the financial processes.

Thus, the recommended process for continuous nromgtas that it should be
instituted by management and where possible, shdadd supported by
technology, which provides feedback to managementvbether the controls
surrounding the business processes are effectoveféinient. This should be on
an ongoing basis as technologies, for exampleusitin detection software,
continually monitor network traffic for evidenceathother protective controls,

such as firewalls and virus protection, have baeadhed (GTAGL1, 2005).
The monitoring process should identify weaknesses ‘thag’ anomalies (or as

auditors refer to them, exceptions) for immedialeofv-up. This is illustrated in

Figure 5.1 (Flowerday & Von Solms, 2005a) whichragserted in this chapter
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as Figure 7.1 due to its importance. This higteleMustration effectively

demonstrates the responsibilities and reportirggsliiormonitoringandauditing
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Figure 7.1: High-level Flowchart lllustrating the Management and Audit
ProcessegFlowerday & Von Solms, 2005a)
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Today, automated monitoring of business processe®al-time is becoming
more widely accepted. This is especially trueanfié companies using company
wide ERP systems where software vendors have madetempt to provide
companies with modules which assist with monitoriftg example, SAP-MIC
(Management Internal Control module). In additittrere are guidelines, such as
CobiT, that are provided by organisations such $&CA and which assist

management with this responsibility.

The use of ‘desktop dashboards or control chattat report on high-level
metrics such as Key Performance Indicators (KPéXtract data from the
monitoring infrastructure so that management rexeturrent information and a
degree of assurance that their system of consdisnictioning as intended (Dull
& Tegarden, 2004; Emery, 2004; Vasarhelyi, 20@nery (2004) proposes that
the concept of KPIs should evolve into KRIs (KeysRilndicators). The
functionality of KPIs or KRIs is the same; howevéne focus is different.
Instead of focussing on financial or operationalfgrenance criteria, the KRI

explores the same technique for measuring andaibng risk.

As noted by Emery (2004), the monitoring of intéroantrols and associated
risk assists with compliance to Section 409 of Bsrbanes-Oxley Act. In
addition, if the company is a bank, it would assigh compliance to the Basel Il
Accord that requires the monitoring and reportirfgi© Risk. The Basel Il
Accord refers to this specific risk as IT Risk gmakitions it as a sub-section of
Operational Risk.

Figure 7.2 illustrates the inverse relationshipradticed by GTAG3 (2005)
between the adequacy of management's monitoring rsid management
activities and the extent to which auditors mustfgren detailed testing of
controls and assessment of risk. GTAG3 (2005, gnfijends that the amount of
“continuous auditing depends on the extent to which management has

implemented continuous monitoring” They suggest that in the business
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processes where management has not implementedhwemm monitoring,
auditors should apply detailed testing by employiogntinuous auditing
techniques. The converse is proposed where maragrerforms continuous
monitoring on a comprehensive basis. Here, thet addivity effort can be
reduced from what would otherwise be applied urdertinuous auditing. This
is illustrated by the size of the arrows in Figut, by the narrow arrow
representing the reduced auditing effort and thigelaarrow representing the

significant effort required by the auditors.

Figure 7.2: Inverse Relationship: Level of Effort Expended by Management
and the Audit Activity (GTAG3, 2005, p.9).

It is important to highlight the point that Warrand Parker (2003) make that
management should not be dependent on exceptionsnédies) generated by
auditors. Management should have their own mangoprocesses in place to
identify exceptions. They point out that if managat does rely on the auditors
to identify the exceptions, the auditing processobges an integral part of the
management process, which then qualifies as aiclasstrol breakdown (as
discussed in Chapter Two). This highlights thenpdhat auditors need to
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maintain their independence from management andrtrefp the audit

committee.

7.3  CONTINUOUS AUDITING (CA)

According to Krell (2004), continuous auditing isrgrally the responsibility of

the internal audit department. He continues anghasises that the internal
audit department installs procedures that test Iblo¢gh business processes by
scrutinising large volumes of individual transan8p and secondly, tests
management’s monitoring process which monitors esyst that management

uses.

In this thesis, the worduditorswill refer to both internal and external auditors
and will not distinguish between the two groupshefe are researchers who
contend that continuous auditing should be caroatl by the internal audit

department; however, other researchers argue tminoous auditing should

include external auditors. This research projechat going to debate who
should have the responsibility of continuous anditibut rather demonstrate the
importance of CA, what it is, and how it can poBsifunction in improving

corporate governance and restoring investor confiee

7.3.1 Motivation for the ‘New’ Business Process: Gainuous Auditing

With the increased use of more sophisticated inftion systems in which the
audit trail is not clear, auditors may be requitedlevelop new processes, such
as continuous auditingfor the testing and monitoring of the internal toh
environment and for conducting risk assessmentbus,Tit appears that the
auditing profession may be making a shift from dnst ex-postaudits to near
real-time audits (Flowerday & Von Solms, 2005bhisTis driven by the reality
that decision makers need assurances that thdimealnformation they base
their decisions on, is both accurate and reliabkherefore, future real-time

financial reporting is likely to necessitate contis auditing.
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While the auditing profession has long discussad tloncept of continuous
auditing, it has remained chiefly in the acadengmedin (Onions, 2003; Rezaee,
Shabatoghlie, Elam, McMickle, 2002; Warren & Park?03). However, there
are strong drivers for this ‘new’ process and cleaingauditing methods. Marks
(2001) points out that companies are rapidly itisglnew technologies that
require auditors not only to understand them, bgb @0 assess the risks
associated with these technologies. As early &9 1&roomer & Murthy), it

was recognised that information systems in compganigere becoming

increasingly complex and the traditional auditltweas disappearing. As a result,

internal control and security have become critbzaicerns.

Evidence of the evaporation of the audit trail hattinformation today often
exists in electronic form; hard copies or papeitsrare disappearing relics of a
previous era. Personal identifiers, i.e. signaueze losing the paper and ink
elements that have for centuries been the basisustrandcontrols (Horton, et
al., 2000). Flowerday and Von Solms (2005b) adat thus far, digital and
electronic signatures are not yettasstedas the paper and ink version, even
though they are legally accepted in many countriBlse reason they give is that
it is difficult to prove who was using the machic@hputer when the document
was electronically signed.

The notion introduced by Vasarhelyi (2002) of tekectronization of business”,
where he points out the absorption and integradiotechnology into business
processes, highlights the consequent changes dbses to business practices.
This notion stresses the flow of electronic infotima within the company or
industry value chain. These automated businessepses often extend beyond
the ‘borders’ of a company and are indirectly ‘K to every online computer
within the world. Due to the ubiquitous naturepoblic and private IT networks
and ultimately the Internet, this connectivity oduces additional threats to
companies and to the financial information held electronic form within

companies.
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In addition, a new paradigm of auditing needs tateepted and implemented to
match the relentless pace of technological chafyeofs, 2003). Corporate-
wide networks enable companies to integrate globahufacturing, inventory
record keeping, financial management and informeatierms of corporate
reporting (Vasarhelyi, 2002). Furthermore, Vashih®otes that the exponential
growth of online retailing, securities trading aptbcurement systems, again

emphasises the need for continuous auditing.

7.3.2 What is Continuous Auditing?

Today, one needs to provide continuous assuranbest ahe quality and
credibility of the information presented. Even hwithe advances in auditing
tools and techniques, auditors still provide asstea months after the
transactions occurred and run their tests in batwde. With real-time
information systems and decision makers wantingouime minute information,
there is an even greater need for continuous agditnd ‘assurance on demand’.
Continuous auditing is defined as (CICA/AICPA, 199% methodology that
enables independent auditors to provide written assurance on a subject matte
using a series of auditors’ reports issued simultaneously with, tog period

of time after, the occurrence of events underlying the subjetgrhat

To comply with this definition, orderly processe® aecessary to provide an
effective audit trail for the flow of data. Suchopesses are critical if auditors
are to adequately assess strengths and weaknegsbesnformation security and
internal control environments, as well as performalgtical tests and audit

transactions in real-time (Warren & Parker, 2003).

Traditionally, auditors test controls retrospedivand on a cyclical basis, often
months after the transactions have occurred. ditiad, their testing procedures
have often included only a sample of business itiesv or transactions.
Therefore, they can only provide a ‘snap shot’ viewContinuous auditing
changes the audit paradigm from periodic reviewa emple of transactions to

ongoing audit testing of 100% of transactions. eBfally it is technology that
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enables auditors to perform the testing of cordiradl risk assessments in real-
time.

The ‘power’ of continuous auditing therefore liesthe intelligent and efficient
testing and notification of gaps and weaknessealltav immediate follow-up
and remediation (GTAG3, 2005). The testing sh@olkkr two main areas:

Continuous Control Assessmenivhich focuses as early as possible on
control deficiencies.
Continuous Risk Assessmenivhich highlights processes or systems that

experience higher than expected levels of risk.

The key to understanding the two areas of assessmeglation to this research
project is to understand that controls exist t@haltigate risk (as discussed in
Chapter Four). The identification abntrol deficiencies highlights areas of
potential risk. Conversely, by examiningk, auditors can identify areas where
controls are inadequate, hence, the focus of aemti® auditing ranges from
controls-based to risk-based. The analysis tecsiqqange from real-time
review of transactions (testing detailed informat@own to source level) to the

analysis of trends and comparisons over time.

Continuous auditing therefore systematically andtiooially tests transactions
using intelligent software tools. The auditor préses the criterion and the
process identifies anomalies/exceptions for whidditéonal audit procedures
should then be performed. Depending on the firglitige auditor may issue a
report. The growth of ERP systems, increased baltdwand use of the Internet,
the speed of processing and the globalisation sinless, have all contributed to
the development of more intelligent software to¢Rezaee et al., 2002;
Vasarhelyi, Alles, Kogan, 2003). These develops@nbvide management and
auditors with the ability to better capture andlgsm key data for decisions. The

use of intelligent agents, embedded in audit madaée monitor and trigger
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alarms when unusual transactions or patterns opcavijdes management with

tools to better monitor business processes (Wd&rarker, 2003).

Warren and Parker (2003) claim that these softiwanis are especially suited for
companies with high volume and high-speed appbtoatiand which have
complex information technology environments (eanks and financial services
companies). They feel that in these environménssriecessary to have in place
a process, such as continuous auditing, that willimpede the flow of data.
Furthermore, the Internet has created an electroné&ans for providing
information to interested parties, such as invest@gulators and customers on a
global real-time basis. It is therefore logicattmanagement will be required to
put in place internal controls that protect theegmity of information from
unauthorised access or use, and that such measiltdsecome part of the

company’s overall monitoring platform.

To reiterate, according to The Centre for Contirsudwditing (Texas A&M
University, 2005), the future audit processes liki#ly encompass auditors using
interrogative software in performing their audibpedures as well as embedding
audit modules into the company’s IT environmenthey propose this will be
necessary becaus#ransactions lose their identity during processingind
auditing these transactions to determine theiditglwill require real-time audit

processes. This will assist in providing assuramredemand.

As emphasised by Vasarhelyi (2002), widespread |lahiily of computer
networking makes it possible to dramatically regedhe auditing architecture
around online auditing. He proposes that if audijperform reconciliations in
an audit that these procedures carviesd-into” software and performed daily.
If out of balance conditions arise, alarms can teated. He further notes that
this new audit approach will take the modern vidihe company where a larger
community of stakeholders actually have some ecdamoimterest in the
company. The traditional or current auditing moejustified by the need for

third party assurance on the moral hazard gap leetvesvners and managers
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(principals and agents). But as so succinctly tpdsithe current ex-post
assurance methods are becoming progressively kmssuring (Vasarhelyi,
2002).

7.4  CONTINUOUS AUDITING TECHNOLOGIES

It is stressed that technology can provide a nedséb to measure performance
and provide assurance, which may reverse the msigeedecrease in relevance
of accounting measures and their attestation (Viabar 2002). Now auditors
can implement an independent superstructure of unea®ents linking related
processes and thus rely on the measures througblsett of automated links
among independent entities. For example, intelligeftware agents can replace
confirmation of receivables or payables. Agentsid¢@ender continuous queries
into third party systems, obtain confirmation ofdreces and transactions, and
reconcile cut-off and float differences. These suw@ments are more sensitive

to fluctuations and show discrepancies with greseasitivity.

The concept of continuous auditing technologies that they can run
continuously in the ‘background’, within the comganinformation systems, in
a similar manner to virus-scanning programs (Hungtoral.,, 2004). Onions
(2003) claims that the concefalectronization”, has a natural outcome for the
audit process to become ‘electronized’ by usindgtetogy. As noted, these
technologies need to meet the auditing requiremardsder to verify that a real-
time accounting system produces accurate and lelimancial information, and
the testing of controls must be done simultaneousth substantive tests of
transactions (Helms & Mancino, 1999; Rezaee, E&r8harbatoghlie, 2001).

This section will introduce a few technologies tltan be used within a CA
environment; however, technologies currently used duditors such as
CAATTS, automating traditional auditing methods andsting historic
information in batch mode, will not be discussed.
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7.4.1 Embedded Audit Modules (EAMS)

Embedded Audit Modules are audit related routingkimthe source code of a
software application. They are designed to cootisly monitor events which
are significant to the audit and then report omheThey do this by identifying
and flagging transactions which meet pre-set tgitef hese transactions are then
reviewed by the auditor. This can be done in tiead or in batch mode (Braun
& Davis, 2003).

It is important to note that EAMs are highly autaethand function with little
intervention. They are used by auditors in twormaays. Firstly, when testing
transactions, EAMs can be used to identify largenloers of transactions for
substantive testing. Secondly, EAMs are also lisefthe evaluation of control
risk (Cerullo & Cerullo, 2004). They test contrthg checking if transactions are
processed according to policies and procedures.

Negative aspects of EAMs include the fact that teybuilt into the application.
Not only does this mean that a substantial amofinglanning is required in
designing an application, but also that programmexgertise is required to
implement and maintain the module. Changes toagaication could also
require the EAM code to be reviewed. Auditors wonked to have a close

relationship with the client’s system administrat@raun & Davis, 2003).

EAMs are generally based on artificial intelligeraeintrusion detection as they
are embedded within applications and trigger an@®sal This leads to the next

section on artificial intelligence (Al).

7.4.2 Artificial Intelligence (Al)

Various types of Al software can be used in comtirsi auditing, including
Intelligent Agents, Expert Systems and Neural Nekwo The objective of Al
should bé‘to provide better information and rules for better resul(8/arren &

Parker, 2003).
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7.4.2.1 Intelligent Agents

Intelligent Agents are audit programs which use ed &f auditor-defined
heuristics to analyse a transaction set. Thisgtnmasoftware looks for patterns
of activity or suspect and unusual activities entts. If no explanation is found
for the unusual activities detected, it then aléresauditor to the presence of the
unusual activity (Kogan, Sudit, & Vasahelyi, 2000).

These intelligent agents are sometimes referredadodigital, control or
autonomous agents. A widely accepted definitioappsed by Russell and
Norvig (2003, p.32) states thahn Agent is anything that can be viewed as
perceiving its environment through sensors and acting upon that environment
through actuators” Agents differ from general software in that thesn be

reactive or proactive (Kogan, Nelson, Srivastavasahelyi, & Bovee, 1998).

According to Woodroof and Searcy (2001) in the emhbf continuous auditing,
an agent is a set of electronic instructions (esgkaped in software) that acts on
behalf of the auditor in a semi-autonomous manoepdrform some service
related to the subject matter being audited. Tlagemts (sometimes referred to

astools) often make use of technologies such as digitalyais and data mining.

Many authors have suggested using agents for \anouposes in auditing.
These include gathering or sorting information, &isb to perform analysis and
make decisions related to financial data. FRAANKnéncial Reporting and
Auditing Agent with Net Knowledge) is an examplesoich an agent. FRAANK
is designed to extract data fromatural textfinancial statements and translate
them into XBRL (tagged) statements (Kogan et &98). This could be used in
numerous ways in a continuous auditing system. &ample, when new
statements are produced in XBRL, they need todrsstated and then compared

to historical statements, which may be in a legastem format.
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7.4.2.2 Expert Systems

Expert Systems are able to process huge amoumtatafin an intelligent way,
mimicking human analysis. Expert systems interdega to find patterns where
no previous patterns were known to exist, whilettiaditional audit procedures
are limited to finding pre-determined patterns know identify anomalies or
exceptions (Dalal, 1999). Therefore, an expertesyss a software application
that contains subject specific knowledge and tloeeeis a knowledge based
system. Knowledge engineers build expert systemsssist with problem

solving.

To summarise, expert systems are constructed bginitig knowledge from
human experts and coding it into a form that a asepmay apply to similar
problems. This reliance on the knowledge of a humlamain expert for the
system's problem solving strategies is a majowufeadf these systems (AAIA,
2006). Therefore expert systems can be viewedaxtension of the auditor.
The methods employed, using expert systems, hasenie more refined over

the last decade and their reasoning techniqueshbename more sophisticated.

7.4.2.3 Neural Networks
One of the more recent Al related technologies dmer attention is Neural
Networks. Neural Networks process data in a wayilar to the human brain
and are based on algorithms developed to learmrelagionships within data
(Warren & Parker, 2003).

Based on the researcher’'s personal experience, usalneetwork can be
incorporated into a financial system (i.e. creditd) and used to help identify
purchasing patterns. When irregular transactioosurp the neural network
triggers alerts for possible fraud detection adfuiictions on a predictive

modelling basis, thereby recognising irregular pasing patterns.

Like expert systems, neural networks can analysge leets of data (in fact

because they learn by trial and error, larger data improve the accuracy of the
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neural network over time). They work by recogrisimew patterns within the
data. Neural networks can be used in many anealsiding both risk assessment
and assessing internal controls. They can alsoafygied as a forensic
accounting tool to proactively predict the occucenf fraud (Cerullo & Cerullo,
2006). Al and related technologies are becomingemoommonplace in
everyday life and will soon be essential tools eal#time accounting and

auditing systems.

7.4.3 Data Warehouses and Data Mining

The tremendous growth in electronic storage caipglaihd reduced storage costs
accommodates the storing of huge amounts of datergeed by corporate
information systems. This capability has resulted the need for the
development of efficient methods to store andeegridata. It is pointed out that
“data warehousing refers to the process of storing data in data warehouses
according to predetermined criteria so that retrieval of data foramasipurposes

can be accomplished in an efficient and effective manffdstioimohammadi &
Sharbatouglie, 2005, p.57).

Abdolmohammadi and Sharbatouglie (2005) continud add that a well
designed data warehouse enables companies to udsesvaata from online
transaction processing systems which have beconme mmmmon in recent
years. Other sources of data, such as custonit cagngs obtained from credit
agencies, can enrich the database so that morerfpbwlata analysis through
data mining techniques can be used to generatetsepod assist decision-

making.

It is proposed that data mining is an enabling metor continuous auditing in
the sense that it finds patterns in data sets ¢jrostatistical analysis
(Abdolmohammadi & Sharbatouglie, 2005). It is adsggested that auditors use
data mining software to perform analyses and tfstsline transactions when
conducting risk assessments (Bierstaker, Burnabjlag&s, 2004). David and

Steinbart (2000) go further and suggest the datangican be used for more
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than statistical analysis and should include aréfiintelligences to explore and

analyse the vast amounts of data stored in datehwases.

7.4.4 Business Intelligence

As pointed out by Warren & Parker (2003), Businés®lligence (BI) has
‘grown’ out of systems which were popular in theliea 1990s, such as decision
support systems (DSS) and executive informatiortesys (EIS). Bl can be
defined as the use of corporate information datebasnd warehouses to assess
KPIs and compare what has occurred against metridghen perform analyses

of the trends. Bl is a powerful tool for the imtegation of databases.

Some researchers inclutieusiness activity monitoring(BAM) as an element
of Bl and propose thdtBl can be seen as another way of continuous data
gathering and monitoring”(Warren & Parker, 2003, p.36). However, BAM

goes one step further than Bl and includes Inteandtrelated technologies.

In summary, some of the attributes of businesdligg@ce are comparable to
several continuous auditing attributes. This cambted by SAS (2006) which
describes business intelligence as the power terhatter decisions. SAS states
that Bl allows one td'understand the past, monitor the present and predict

outcomes’

7.4.5 Extensible Business Reporting Language (XBRL)

Even though technology has advanced and there atbods that compile
financial reports on a near real-time basis, thditeng profession has not yet
been able to provide assurances that the informatithin these reports is 100%
accurate. XBRL is an extension language of XML aad created as a language
that can possibly provide seamless, continuousfilahreporting which can lead

to ‘accurate’ real-time reporting of financial refso

XBRL allows tagging of data so that it can be ateépdirectly into the

recipient’s database for further analysis (see waivl.org). In addition, XBRL
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has the capability to populate auditor databasesnfionediate evaluation by
auditors and their automated tools and techniquesllowing this, statistical
methods such as data mining can be used to idehtifig-risk transactions
(Rechtman, 2004). XBRL is designed to make ite¥atd prepare, publish,
exchange, acquire and analyse accounting and Isssiredated information
(Flowerday & Von Solms, 2005b). Alles et al. (2D@sgue that Section 409 of
the Sarbanes-Oxley Act will eventually require a$se and assurances of
continuous monitoring of corporate controls and areintrols at each process
(process assurance). These will be used to impgteveuality of the data being

transmitted from process to process.

Process assurance leads to the auditing of traosadhat should be carried out
in real-time as business is conducted in real-{i@ions, 2003). Onions, from
the European Centre for Continuous Auditing, pregoExtensible Continuous
Auditing Language (XCAL) which, like XBRL, is alsan extension of XML.

XCAL, together with expert systems, will verify tigactions at keystroke entry
level and perform a more thorough interrogatiothefdata in a data mine before

assurances are given.

It is proposed that if the data in the sub-ledderfaudulently or erroneously
entered, it will carry through to the general ledgk is this data that will be used
by XBRL from the general ledger in formulating tfieancial reports (Onions,
2003). This line of reasoning is that the auditould not report on or give
opinions and assurances that the integrity of & éh the general ledger is
correct. They would first have to follow a procesfs ‘testing/checking’ the

entries and transactions in the sub-ledgers.

Onions (2003) emphasises that one should followdtita path from data entry
all the way through to the posting in the genezdbkr. This is a mammoth task
to conduct manually, or with CAATTS, and that isythe traditional audit takes

a sample of transactions for testing. Even usiAdCTS, the testing is done in
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batch mode and so generally only a sample is test@d else if tested in its

entirety, it is done after the fact and the repareshistoric, due to the time lag.

The advantage of continuous auditing is that withddvances in technology, i.e.
more powerful processors and increased bandwidibryetransaction can be
checked. To increase the quality of the auditnetmnsaction should be stored
in a data mine. The aggregated data is trawleexipert systems searching for
patterns, heuristically with rules specified by #naditor (Onions, 2003). This
dual pronged approach of testing or checking tretias in a data mine and at
keystroke entry is continuous in nature and shquidvide near real-time

assurances that the information in the ledgersxbalbeen compromised.

7.5 CONTINUOUS ASSURANCE

Dull and Tegarden (2004) recommend that in ordemtovide continuous
assurance the auditor should use control chartsnattiods that examine and
report on the state of control of the underlyingteyns and that trend analysis be
done for the analytical review. Moreover, they dagise that the use of
technology should be employed to actually audip@®osed to using technology

to automate manual auditing procedures. Plus GT&BB5, p.10) adds that by
“asses